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Abstract:
As a part of investigating RF-based indoor localization solutions, Evaluation of RF-based Indoor
Localization Solutions for the Future Internet (EVARILOS) addresses the problem of developing
localization solutions that are robust against interference. This document reports the final results
of the investigation of interference robust localization within EVARILOS. It comprises both new
results and results previously reported in D3.1 [82]. The results are presented in three separate
parts that focus on interference effect on RF-based localization solutions, interference robustness,
and how interference can be used as a source of information to improve localization accuracy,
respectively.

1This project has received funding from the European Union’s Seventh Framework Programme for research,
technological development and demonstration under grant agreement no 317989.
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As a part of investigating RF-based indoor localization solutions, Evaluation of RF-based In-
door Localization Solutions for the Future Internet (EVARILOS) addresses the problem of de-
veloping localization solutions that are robust against interference. External interference, or
simply interference here, is any RF signal present in the localization environment which is gen-
erated by sources not belonging to the localization system. The precise notion of interference
for a system depends on the adopted model and is specified for each case in this document.
This document consists of three main parts. In the first part, the interference effect on local-
ization solutions is studied. In the second part, localization solutions are introduced to mitigate
the effect of interference and improve robustness against it. In the last part, the localization
solutions are developed in which interference plays a constructive role for localization.

As a first part, we investigate whether the performance of RF-based indoor localization solu-
tions is affected by interference at all. Only after taking this step, we are in a position to say
whether a further step is needed to develop robust localization solutions using the insights ob-
tained in the first step. RF-based localization solutions employ specific features of RF signals
to infer user location and therefore their performance is affected if the interference is affecting
these features. Therefore we conduct our study of interference effect on the performance of
localization solutions in two main parts. First we will focus on studying the effect of interference
on features of RF signals. However, even if the interference alters the signal features used for
localization, it is not clear whether this alteration drastically affect the performance of the local-
ization solutions as a whole. Therefore, in the second part, we provide a framework in which
the effects of interference on the performance of localization solutions are discussed. Not only
we can address the previous concern but also we are able to pin down the reason that the inter-
ference degrades the performance of localization solutions as a complex system in general. As
for the second part, we specifically consider Received Signal Strength Indicator (RSSI)-based
fingerprinting scenario. These discussions provide the basic guidelines for the design and de-
velopment of interference robust localization solutions and moreover it provides the theoretical
justification of results provided in Deliverable 2.3 [61], regarding the experiments under con-
trolled interference. We will show that the interference does affect the signal features used for
localization and through this, it degrades the performance of localization solutions from latency
and accuracy point of view.

In the next part, we use the results of previous step to develop interference robust solutions.
The goal is to develop localization solutions that can mitigate the effect of interference and show
robustness against its adverse effects. Firstly, we experimentally investigate how multi-modal
localization solutions, i.e. those combining multiple modalities simultaneously can provide ro-
bustness against interference. We use fingerprinting, Time of Arrival (ToA), and RSSI-based
ranging as the main modalities. In some interference scenarios, using all modalities signifi-
cantly improves localization performance over using the best single modality alone, while in
the others no significant improvement is obtained. In the next chapter of this part, the insights
from the theoretical framework developed in previous part are used to design an interference
robust RSSI-based fingerprinting solution. We discuss the role of fingerprint choice and pattern
matching algorithms and will see how an additional access point can increase the robustness
against interference. In the third chapter of this part, we exploit environmental awareness to
derive some information about the interference which are used later to mitigate the effect of
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interference on RSSI- based fingerprinting algorithms.

In the last part of this document, we discuss how the presence of interference in the environ-
ment can be exploited to increase localization performance. Unlike the previous part where the
goal was to increase the robustness against interference, the very presence of interference is
exploited as a potential anchor for localization. Two main ways are basically discussed in this
part. First method discussed in this part is what we call spectral fingerprinting. The Wireless
Fidelity (WiFi) RSSI-based fingerprinting algorithms require the correct reception of packets to
extract their RSSI values and therefore their performance is degraded if the packet is lost due
to collision. One way to overcome this limit is to directly sample the spectrum and use the pat-
tern of received power/energy in the spectrum for fingerprinting. To this purpose, this pattern
at a given point should be stable at the measurement location and also should be unique to
that location. We discuss which features of spectrum can be used for localization and set up a
fingerprinting localization algorithms based on these features as a proof of concept.

Later in this part, the RSSI values corresponding to WiFi beacons are extracted from RSSI
traces sampled using IEEE 802.15.4 devices. Range-based and fingerprinting localization
solutions are constructed based on these RSSI values by taking into account that their cor-
responding Access Point (AP) is unknown. These solutions are called anonymous solutions
since it is assumed that they do not have information about the identity of localization anchors.
It is shown that these solutions can be combined with other non-anonymous solutions to con-
structively utilize the presence of external interference for indoor localization.

For the reminder, we provide summary of important findings of the current document.

Part I – Interference Effect on Localization Algorithms: Theo-
retical Approach

A first step toward the development of interference robust localization solutions consists in
understanding how interference is affecting the performance of localization solutions. Interfer-
ence is known to degrade the performance of wireless systems from bit error rate perspective
by reducing the signal-to-interference-noise-ratio. However its effect on localization solutions
will be through variation on those signal features that are used by these solutions.

To have proper understanding of the interference effect, we first consider the interference effect
on some of the signal features that are being used for localization. We consider this problem in
different levels, starting from physics point of view and going up to higher layers. We address
the interference effect on ToA, Angle of Arrival (AoA) and RSSI of the received signal. By
studying physical representation of RF signal, an electromagnetic wave, it can be said that
the received interference power is added to the received power of signal and therefore the total
received power is increased in presence of interference. Time of arrival of the signal, if properly
identified and attributed to the source by some higher level techniques, does not change with
interference. The angle of arrival of total received signal, however, becomes the linear sum of
angle of arrivals of source signal and interference signal.
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Next, we consider specific modulations, mainly Orthogonal Frequency Division Multiplexing
(OFDM) and DSSS, and consider how interference affects the received power. In this case,
the interference effect on AoA is considered only as far as they are extracted from the received
power. It is shown that the frequency smearing techniques of DSSS significantly reduces the
effect on interference on effective received power and therefore the received power of those
systems are more robust to interference. OFDM-based systems are less robust in this respect
where the interference power is still added to the signal power.

Interference Effect on RSSI Values and Measured ToA

We also consider the interference effect on packet-based systems. The reason is that when
some specific technologies such as WiFi are used for localization, some of the RF signal
features like RSSI are extracted only after correct reception of packets.

This work serves as the first step toward the characterization of interference effect on localiza-
tion algorithms by studying the way the interference affects the signal features used for localiza-
tion. In particular, we choose packet-based RSSI, reported by IEEE 802.11 and IEEE 802.15.4
technologies, and the ToA, measured by IEEE 802.15.4 nodes. First the interference effect
on the received power is studied using an information theoretic perspective. Later on, these
conclusions are examined through experimental evaluation and under different types of inter-
ference. We will see that the interference starts to change the RSSI value only if its power in
dBm increases and passes a certain threshold, and afterward the RSSI values change almost
linearly with the interference power in dBm. This is only possible if the packets are received
correctly and the Signal to Interference plus Noise Ratio (SINR) is large enough. In some
cases, as soon as the interference effect on RSSI starts to appear, it is no longer possible
to receive the packets correctly. Therefore there are three operational regimes at each point;
noise-limited regime where the interference power does not change RSSI values, the interfer-
ence limited regime where the packets are received correctly and RSSI values change linearly
with interference power, and finally a collision regime, where packets cannot be received cor-
rectly. It might be the case that the interference limited regime that lies in the middle of two
others is so small that one is either in noise limited regime, i.e. robust RSSI values, or in the
collision regime when one cannot receive any packet at all. We verify these claims through ex-
perimental results. ToA, measured by IEEE 802.15.4 sensor nodes, is interestingly decreased
under interference. The reason stems from the symbol synchronization process in which the
receiver decides where in time each symbol starts in terms of discrete clock ticks. The proba-
bility of deciding an earlier clock tick is higher for signals under interference and, moreover, this
probability seems to increase gradually with interference. We provide experimental and the-
oretical results for this problem including experiments on how interference affects WiFi RSSI
values3.

3The content of this chapter has been partly published in [12].
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Interference Effect on Fingerprinting Localization Solutions

In this chapter, we provide a general framework for theoretical study of fingerprinting local-
ization algorithms. Fingerprinting algorithms are decomposed into different blocks and formal
definition of each block is provided. Based on this framework it is possible to define new prob-
lems related to fingerprinting algorithms such as fingerprinting under different constraints on
number of training points or number of measurements. Specifically this can be used to see
how interference affects the localization solution as a whole. We confirm that the interference
can degrade the performance of localization solutions by considering RSSI-based fingerprint-
ing solutions. The interference has the least effect on those points close to an AP and therefore
having strong RSSI values. Moreover the usage of multiple AP mitigates the effect of interfer-
ence on the localization accuracy.

Part II – Interference Robust Localization Solutions

Based on the observations made in Part I, we investigate three different ways that can be used
to make localization solutions more robust to interference.

One option is to combine measurements from different types of localization measurements.
This is commonly referred to as multi-modal localization.

We discuss how the localization performance can be improved with increasing number of mea-
surements and also with introducing new AP into the system.

Finally, we address how environmental awareness can be used to improve the performance
of localization solutions in presence of interference. An environmental awareness technique
is used to estimate the effects interference on specific signal features, here RSSI values, and
then the estimation is used to mitigate the effect of interference on RSSI-based fingerprinting
solutions.

We pursue these approaches in Part II.

Multi-Modal Localization for Increased Interference Robustness

The main assumption about this approach is that interference affects different localization solu-
tions in different way and therefore one can compensate the effect by using multiple modalities
and benefiting each time from the least affected solutions. If multiple modalities are combined
intelligently, i.e. by knowing which one performs better at which situations, the approach should
naturally improve the performance since we have more information to start with.

The theoretical and experimental results obtained in Part I shows that interference has different
effect on different types of localization techniques. Combining different types of techniques can
therefore help improving interference robustness. This is commonly referred to as multi-modal
localization.
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We develop a multi-modal localization platform called Spray [110], and, first, evaluate its per-
formance in two real-world scenarios without controlled interference. In these experiments we
find that the best result was obtained by combining all modalities. We also perform simulation
experiments in which the error distributions are perfectly known. In such cases, Spray performs
optimally in the sense that if additional modalities are used the localization accuracy is at least
as good as if only using the best one.4

Then we use Spray to combine different localization techniques in four different interference
scenarios in the TWIST testbed which are described in Deliverable 2.3.

We find that when the fingerprinting technique, which is the most accurate one, is heavily af-
fected by interference, then localization estimations can be improved by approximately 28%
using RSSI and ToA range measurements as additional modalities. This occurs for continu-
ous interference sources that do not use carrier sensing. Such interference can typically be
identified at run-time. This can be used as a heuristic to decide when the extra overhead in
time and energy from using additional RSSI and ToA measurements can pay off. However, if
this overhead is not an issue, all modalities can always be used, because including the extra
modalities does not decrease accuracy in any of the scenarios.

Interference Robust RSSI Fingerprinting

We prove a series of theorems establishing fundamental limits of fingerprinting algorithms.
First of all, we establish a connection between fingerprinting algorithms and hypothesis testing
problem. Based on that, the accuracy of fingerprinting algorithms is shown to be related to
Kullback-Leibler (KL) divergence between probability distributions of selected feature for fin-
gerprinting at two different locations. As long as the KL-divergence between these probability
distributions is non-zero, it is possible to correctly localize the target node with asymptotically
vanishing error. Large deviation analysis is provided on how fast the error vanishes with num-
ber of measurement. Different consequences of these theorems for tuning fingerprinting al-
gorithms are discussed. We focus in particular on Received Signal Strength (RSS)-based
fingerprinting algorithms. The effect of different parameters such as path loss exponent, fad-
ing statistics, using heterogeneous devices and anchor selection are discussed on localization
performance. Specifically we show that the shadowing and fading act in general in favor of
fingerprinting algorithms. It is then shown that the interference does not affect the latency of
fingerprinting as long as all packets are correctly received. All of these results are used to
design interference robust localization solutions. Particularly we discuss the problem of anchor
placement for increasing robustness in fingerprinting localization. At the end, we provide the
verification of these claims through experimental results.

4This work has been partly published in [110].
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Environmental Awareness and Interference Robust Fingerprinting

Consider an RSSI-based localization solution which works with a set of N anchors and an
interferer. We use the insights from the first part to increase the robustness of fingerprinting
solutions under interference. The presence of environmental awareness techniques open up
the possibility of their utilization for improving the performance of localization solutions. Envi-
ronmental awareness can provide information about the presence of unexpected of source of
transmission in the localization environment. Therefore cognitive radio functionalities can pro-
vide information about the source of interference in localization environment. According to the
nature of the effect of interference on the performance of localization solution, this information
can be utilized for performance improvement or interference effect mitigation. This procedure
is dependent on the information provided by environmental awareness techniques and also on
the effect caused by interference.

We propose a procedure for mitigating the influence of interference by leveraging knowledge
about 2.4 Industrial, Scientific and Medical (ISM) frequency spectrum. The procedure uses the
estimated interference power level in order to remove the additive variability in WiFi beacon
packets RSSI measurements due to interference. We also proposed two methods for esti-
mating the RF interference power level from the spectrum information provided by a simple
environmental awareness unit. In our testbed we evaluated the performance of two finger-
printing algorithms in four RF interference scenarios with and without applying the interference
mitigation procedure. In our experimental setup we showed firstly that our evaluation results
are stable in time, which increases their reliability. Secondly, the results show and confirm
previous findings claiming that RF interference can reduce the accuracy of WiFi fingerprint-
ing algorithms [64]. Finally, we demonstrate that by leveraging the proposed procedure for
reducing the effect of RF interference the accuracy of evaluation algorithms is improved. The
processing time of evaluated algorithms increases by roughly 200 ms in average when inter-
ference mitigation procedure is introduced to the system, which is not of practical importance.
A cost of our system, in comparison to usual fingerprinting, is the necessity of having the
spectrum information. Although in this proof-of-concept work we used a low-power spectrum
analyzer (WiSpy) as a source of spectrum information, some WiFi chipsets also can provide
this information5.

Part III – Constructive Usage of Interference

The localization environments are usually exposed to the frequent appearance of different
kinds of RF sources which can be considered for potential improvement in localization accu-
racy. In this context, we define interference to be any RF signal emissions from sources that
does not belong to the dedicated localization system that we refer to as the principal localiza-
tion system. In this part we are concerned with the question whether the interference can be
used to improve the performance of localization solutions. The information about interference

5The content of this chapter has been submitted to [57].
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sources are obtained through spectral samples. In the first chapter of this part, we consider
spectral fingerprinting. The pattern of received power in the spectrum at a given point is cor-
related with the spatial characteristics of that point and therefore it can be used for localization
purposes. Spectral fingerprinting utilizes this pattern for constructing fingerprints. In the first
chapter the feasibility of spectral fingerprinting localization solutions is discussed.

However, because the information about interfering signals is obtained through spectral sam-
ples and, in the general case, they are not decoded by the target devices that are to be lo-
calized, the correspondence between received signals and transmission sources may be un-
known. In this sense, the localization information obtained from such signals is anonymous.
Therefore the traditional fingerprinting and range-based approaches should be adapted to this
situation. In the next chapter of Part III, we develop a localization solution based on such
anonymous measurements.

This work is presented in detail in Part III.

Spectral Fingerprinting

In most cases, the interference pattern varies in space. That is, different locations would typ-
ically have different interference patterns. If the patterns also are stable over time, then fin-
gerprinting methods can be applied for localization. An example of this is interference sources
with fixed locations and fixed transmission power in a static environment.

We first consider theoretically whether the interference power pattern can be used in general
for localization solutions. It was a common assumption in theoretical studies of interference in
cellular networks, to consider the interference as Gaussian distributed random variable. How-
ever the correctness of this assumption is being thoroughly investigated [14, 28]. On the other
hand it is well known that the interference in cognitive radio networks and packet-based net-
works cannot be modeled as Gaussian and it has a heavy tail distribution. In this part, we
use the mathematical framework of stochastic geometry to model the interference in wireless
networks. It is shown that although the received power can provide unique features in space,
it is not stable in time. Therefore more information should be extracted from spectrum to ex-
tract the stable sources of transmission. Anchors of some technologies such as WiFi APs can
be assumed to be stable in time, and therefore if one is able to identify signals coming from
those sources, then those signals can be used for localization. For instance the periodicity of
beacon transmission of WiFi APs can be used to detect beacon transmissions. Firstly, as a
proof-of-concept, we provide a basic experiment regarding spectral fingerprinting.

Localization using Anonymous Measurement

In this chapter, we propose new range-based and fingerprinting methods for using anonymous
measurements to for localization purposes. We have shown that our beacon identification
method is able to identify groups of beacons with a false-positive of only 3%, and that the
extracted beacon RSSI values can, with relatively high accuracy, be transformed to range
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measurements for distances up to, at least 10 m. We have evaluated our localization methods
under the assumption that two non-anonymous range-based anchors are present, and we
use the anonymous measurements to distinguish between the two possible solutions resulting
from the two non-anonymous measurements. We show with both simulation and real-world
experiments, that the benefit of combining anonymous and non-anonymous measurements
largely depends on the non-anonymous anchors’ relative location to the target position, and
on the accuracy of their corresponding range measurements. For relatively accurate non-
anonymous range measurements with a standard deviation of 3 m, we obtain a 24% and 40%
improvement in the real-world and simulated experiments, respectively 6.

6The content of this chapter has been partly published in [109].
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Chapter 1

Interference Effect on Signal Features

1.1 Introduction

Interference is known to degrade the performance of wireless systems from bit error rate per-
spective by reducing the signal-to-interference-noise-ratio. Interference is an important limiting
factor for performance of cellular system and many attempts have been done to address this
problem with different strategies such as interference cancellation, interference management,
interference alignment and interference mitigation. However a little is known about the interfer-
ence effect on the performance of localization solutions. One challenge in front of this question
is that the answer is dependent on clarification about interference characteristics and details of
localization solutions. Unlike the similar analysis in context of cellular systems, it is not enough
to look at interferers received power. Regardless of localization solutions, the very same inter-
ferer can have different effects on different technologies (WiFi, Zigbee IEEE 802.15.4a (DSSS,
Ultra Wide Band (UWB)), Bluetooth) and on the way each technology is reporting certain pa-
rameters useful for localization.

An exhaustive study of interference effect for all these technologies is difficult for instance be-
cause of the dependence of certain features of technologies on the manufacturer. For instance
there is no standard mandatory rule to convert the measured received power into RSSI report
in 802.11 standard. Inter- and intra-technology interference have also different effect on a given
technology. Therefore the performance of localization solutions cannot be evaluated under in-
terference without clear choice of technology and precise characterization of the interference.
First of all, localization algorithms can be categorized in based on the used signal feature for
instance as RSSI-based, time-of-arrival and angle-of-arrival. On the other hand there are some
interference characteristics which are particularly important for the used localization solution
namely the transmission power, used modulation and coding, MAC mechanisms and transmit-
ted traffic pattern.

To have proper understanding of the interference effect, we address the problem in different
steps.

23
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• First of all, we consider the interference as another electromagnetic wave represented by
proper wave equation and then we discuss its effects on various localization solutions. In
this part, we can address the interference effect on ToA, AoA and RSSI of the received
signal.

• Secondly, we consider a specific modulation, OFDM and DSSS, and consider how inter-
ference affects the received power. In this case, the interference effect on ToA and AoA
is considered only as far as they are extracted from the received power.

• Finally, we consider the interference effect on signal features in packet-based systems.

The following sections present background and related work regarding interference sensitivity
and multi-modal localization.

1.2 Channel Model

We assume that the channel is represented as linear time varying system using following im-
pulse response:

h(τ, t) =
∑
i=1

ai(t)δ(τ − τi(t))

and therefore if the transmitted signal is denoted by x(t), then the channel output is:

yo(t) =

∫
h(τ, t)x(t− τ)dτ.

For simplicity, we neglect partially the time variant nature of the channel by looking at one
snapshot of the channel which simplifies the previous term to yo(t) =

∑
i=1 aix(t− τi).

An equivalent discrete model of the previous model can be described as follows:

yo[n] =
∑
i=1

hix[n− i]

where hi is the i-th channel tap. We assume that the magnitude |hi| is distributed according to
Rayleigh distribution. An important special case is the model combining both fading and path
loss:

y[n] =
hi
dα
x[n] + n[n]

where d is the transmitter-receiver distance, α is path-loss coefficient and n[n] is Gaussian
noise. These parameters can be chosen in a way to represent different environments. From
the delay spread and Line of Sight (LoS) signal point of view, we can classify environments as
follows [25, 75]:

• 15 ns rms delay spread, 5m LoS: Small Office
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• 30 ns rms delay spread, 5: Typical Office

• 50 ns rms delay spread, 10m LoS: Large Office

• 100 ns rms delay spread, 20m LoS: Large Office

• 150 ns rms delay spread, 30m LoS: Large Space (Indoors and Outdoors)

1.3 Physics of RF Signals and Interference

Electromagnetic wave emitted from a transmitter at the point x1 in the space and time t1 has
the physical representation which is as follows [91]:

c2∇2u− ∂2u

∂t2
= δ(t− t1, x− x1).

where c is 1√
µε

with µ as permeability, and ε as permittivity and therefore c depends on the
environmental parameters can smoothly vary over the localization domain. Different types of
localization solutions based on electromagnetic waves can be formulated according to this
representation of signal.

Time of arrival at another point y is defined as:

t(y) = inf{t|u(t, y) 6= 0}.

And the signal strength at the point y is defined as:

S(y) =

∫
u(t, y)r(s)dt,

where r(t) is the transmitted signal. Finally angle of arrival can be obtained using directional
antennas using the following equality:

α(y) =
∇S(y)

‖∇S(y)‖ .

The authors in [91] used a topological argument to provide sufficient condition for localization
using above wave parameters. The interesting point about that theorem, called Signal Embed-
ding Theorem (SED), is that it states the sufficient condition for all types of wave equations
stated above. Therefore the theorem is general enough for all kinds environments. As an im-
plication of that theorem, it can be seen that at least 5 transmitters are sufficient for localizing
an object in a two dimensional space using either time of arrival, angle of arrival and signal
strength. At the first sight, this conclusion goes against our geometric intuition about triangula-
tion methods where the sufficient number of transmitters is around three or four. The difference
is that the triangulation methods are dependent on possibility of inferring distance from received
signal and therefore these methods depend on availability of a line of sight version of the trans-
mitted signal at the receiver along with other simplified assumption about propagation channel.
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The SED theorem instead guarantees the localization in an arbitrary environment. Instead of
triangulation, the authors propose fingerprinting-based localization solution constructed upon
these measurements.

To see the effect of interference on each of these parameters, let’s assume another source of
transmission at time t2 and x2. The wave equation should be modified as:

c2∇2u− ∂2u

∂t2
= δ(t− t1, x− x1) + δ(t− t2, x− x2).

It can be seen that if u1(t, x) and u2(t, x) are independent solutions of the wave equation for
the case where sources are present individually, then the solution to new wave equation is
u1(t, x) + u2(t, x). First of all it can be seen that:

S(y) = S1(y) + S2(y)

where Si(y) is the received signal strength from the source i.

Therefore the effect on interference on received signal strength is purely additive and linear.
For angle or arrival we get:

α(y) =
∇S(y)

‖∇S(y)‖ =
∇S1(y) +∇S2(y)

‖∇S1(y) + S2(y)‖ =

( ‖∇S1(y)‖
‖∇S1(y) + S2(y)‖

)
α1(y)+

( ‖∇S2(y)‖
‖∇S1(y) + S2(y)‖

)
α2(y)

where αi(y) is the received angle of arrival from the source i. It can be seen that the effect
of interference on angle of arrival is not purely additive and non-linear. Moreover the effect is
exacerbated with more strong interference.

Finally for time of arrival we get:

t(y) = inf{t|u(t, y) 6= 0} = inf{t|u1(t, y) + u2(t, y) 6= 0} ≥ min{t1(y), t2(y)}.

If the interference is completely non-constructive, then the sum of two signals will be zero and
therefore there is no possibility of time of arrival localization.

Physical representation of the signal helps us to understand the interference effect at the phys-
ical level. However the previous analysis also shows some drawbacks of raw measurements
of previous parameters directly from the signal. For instance without distinguishing between
sources through some higher layer mechanisms, the measured time of arrival can be com-
pletely deceiving.

Another issue is that most of the available RF-based localization solutions are mainly based
on available wireless solutions and they have mostly access to these parameters only through
specific hardware of these solutions such as a 802.11 receiver. Therefore the effect of inter-
ference on the parameters obtained as such should be studied again. Therefore in the next
sections, we consider the problem at two steps. First of all, we consider an OFDM-based phys-
ical layer and DSSS-based one. Although the interference is added to the signal and appears
as such at the output of received antenna, it is important to see what is the effect of latter
blocks on the interference. After filtering the out-of-band signal and other physical layer pro-
cedures, the received signal at the output of the antenna is changed into a new signal where
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the interference signal is also changed due to the presence of other blocks. Therefore it is
the signal-to-noise ratio at this level that is mostly important for the performance of the whole
system. For instance, in OFDM-based system, the SNR at each subcarrier is important and
similarly in DSSS system, the SNR at the output of demodulated signal is important. That’s why
their analysis is independently important. At the next step, we also consider those cases where
an indicator of received power is extracted from the received packet of a given technology.

1.4 Interference in OFDM-Based Physical Layer

Consider an OFDM-based system. We chose an OFDM-based system because of its common
usage in PHY layer of many available technologies. Orthogonal frequency division multiplexing
(OFDM) was proposed as a way combating the multipath fading in which the channel is divided
into many disjoint sub-channels and the symbols are transmitted in parallel on all of them
[18]. In this way, the frequency selective channel is converted into multiple flat-fading channels
parallel such that any of these channels can be considered flat and therefore the channel can
be treated as linear time invariant. OFDM-based solutions include different blocks such as
frequency synchronization and channel estimation. Figure 1.1 presents an OFDM system with
the transmitter and the receiver. If a(n) and b(n) are in-phase and quadrature component of
data symbols d(n), i.e. d(n) = a(n)+jb(n). The transmitted signal of an OFDM-based system
is:

d(t) =
N−1∑
n=0

(a(n) cos(wnt) + b(n) sin(wnt)) (1.1)

where wn = 2πfn with fn = (f0 + n
N∆t

) and fs = 1
∆t

as the sampling frequency. Note that in
presence of multipath, the received signal will be:

r(t) =
∑
i

hid(t− τi) +N(t)

Suppose that the channel is represented in discrete time with L taps:

h[n] =
L−1∑
l=0

hlδ[n− l].

Now the received signal is represented in discrete time by:

r[n] =
L−1∑
l=0

hld[n− l] +N [n] (1.2)

Number of channel taps is dependent on delay spread of the channel and the communication
bandwidth. To avoid inter-symbol interference caused by Inter Symbol Interference (ISI), the
cyclic prefix is added to the beginning of signal whose length is chosen bigger that the largest
delay of paths. The role of cyclic prefix is to turn the sum (1.2) into discrete convolution form

c©EVARILOS consortium Page 27 of 171 www.evarilos.eu



Report on Final Results of Interference Robust Localization EVARILOS - 317989

Figure 1.1: OFDM-based receiver and transmitter

which later simplifies the frequency domain relation of signals. Therefore for N input symbols
d = [d[0] . . . d[N − 1]], the signal to be transmitted x[n] is denoted by:

d = [d[N − L− 1] . . . d[N − 1]d[1] . . . d[N − 1]]

The OFDM system can be implemented using Discrete Fourier Transform (DFT) and Inverse
Discrete Fourier Transform (IDFT) blocks. The transmitted signal is obtained through N -IDFT
of d̃(n) and it is as follows:

d[m] = IDFT{d̃[n]} =
N−1∑
i=0

d̃[i]e
2πjim
N =

N−1∑
i=0

d̃[i]e2πjfm(i∆t)e−2πjf0(i∆t)

which is just a sampled version of (1.1). Intuitively d[m] is the strength of the component fm
in frequency domain. The relation between input and output of the channel can be obtained in
frequency domain as

Y [m] = H[m]X[m] +N [m] (1.3)

where N(m) is the noise and H[m] is N -DFT of channel taps. In a similar way H[m] is the
strength of the component fm in frequency domain. It can be seen that using cyclic prefix, we
have a very simple form in the frequency domain.

Now suppose that we are dealing with an interference and we suppose that the interference is
denoted by i(t) . The received signal is then represented as:

y(t) = x(t) ∗ h(t) + i(t) ∗ hi(t) + n(t)
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Figure 1.2: Cyclic prefix operation

where h(t) and hi(t) are the channel impulse responses. With an interference I[m] in fre-
quency domain and using cyclic prefix property, the received signal in frequency domain is
represented as follows:

Y [m] = H[m]X[m] + I[m] +N [m]

Suppose that the power of signal x(n) in a given frame is defined as:

PX =
1

N

N−1∑
i=0

|x(n)|2

Using Parseval’s identity, we know that:

PX =
1

N

N−1∑
i=0

|X(n)|2

Therefore we can write that:
PY = GPX + PI + PN

where G represents the channel power. Also note that the previous result is valid under the
assumption that the interference is uncorrelated from the signal. If this is not the case, we
have:

PY = GPX + PI + ρ
√
PXPI + PN

This means that a jammer who has specifically designed its signal to be correlated with the
input will increase by average the received power. Another important point is that the equa-
tion (1.3) is valid only when a cyclic prefix has been applied at the beginning of frame so that
ISI effect is being removed at the receiver. When an interference is present, the ISI cancel-
lation which uses the cyclic prefix, affect the structure of interference [44]. This means that
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we have two types of interference considering their position with respect to the cyclic prefix
position, called synchronous and asynchronous. They concern the alignment of the interferer’s
cyclic prefix with the original OFDM cyclic prefix. In asynchronous case, these prefixes are not
aligned. Suppose that i(t) represents the interferer’s transmitted signal. In the synchronous
case, I[m] = Hi[m]DFT{i(t)}[m] which means that we are seemingly dealing with another
OFDM frame. In the asynchronous case, the received signal is convolution of the interferer’s
channel and i(t) and therefore has a more complex structure. More precisely, I[m] is as fol-
lows:

I[m] = DFT

{
L−1∑
l=0

hi[l]i[n+ L− l]
}

(m) =
N∑
k=0

L−1∑
l=0

hi[l]i[k + L− l]e 2πjkm
N =

L−1∑
l=0

hi[l]Ĩ[m, l]

where Ĩ[m, l] is DFT of the i[n] in the window of [L− l, N + L− l]. In both cases though, the
interference effect on the received power is additive and proportional to its transmission power.

1.4.1 Adjacent Subcarrier Interference

In previous case, we assumed that the interference at each subcarrier is coming from the
interferer’s signal component at the very same subcarrier. Now consider an interferer using
OFDM system. It should be noted that the aggregate interference at the receiver is not only
caused by the interferer’s signal component at the very same subcarrier. As it can be seen in
Figure 1.3, a single carrier modulated OFDM interferes also with adjacent subcarriers due to
the presence of side-lobes. This can be partially alleviated using proper filtering. If iR(t) is the
interferer’s signal received at the receiver with power spectrum IR(w), then the spectrum of
received interference is as follows:

IN(w) =
1

2πN

∫ π

−π
IR(w)

(
sin( (w−θ)N

2
)

sin( (w−θ)
2

)

)
dθ.

The previous discussions show that the interferer signal at the receiver goes through certain
manipulations including ISI removal and frequency smearing and therefore its structure is not
completely preserved. However it is still possible to infer that the interference effect on the
received power is proportional linearly with transmitted interference power.

1.5 Interference in DSSS Systems

Direct sequence spread spectrum is another technique used in wireless systems with large
bandwidth [85, 107]. Spread spectrum signal is the result of signal modulation in a way that
the final signal occupies larger part of spectrum, as in Figure 1.4. There are variants of spread
spectrum system however we focus on direct sequence spread spectrum due to its usage
in 802.11 systems and also in some variants of 802.15.4. DSSS modulation is done through
multiplication with a Pseudo-Noise Sequence (PN). As it can be seen in Figure 1.4, the original

www.evarilos.eu Page 30 of 171 c©EVARILOS consortium



EVARILOS - 317989 Report on Final Results of Interference Robust Localization

Figure 1.3: Power Density Spectrum of Single Carrier OFDM

signal power spectrum density is spread in a larger bandwidth and makes the signal look like
a white noise. If PN sequence is designed properly, the receiver cannot recover the original
signal without the PN code and the output signal will be uncorrelated to the original data.
Suppose that the original sequence of bits is presented by a pulse train as follows:

d(t) =
∑
n

anPT (t− nT )

where PT (t) is rectangular pulse of duration T . In DSSS systems, the sequence is multiplied
by another higher frequency signal called chips:

c(t) =
∑
n

M∑
j=1

cjPTc(t− jTc − nT ).

We assume that MTc = T , which means that during each symbol duration of p(t), which
is T , there are M bits in the chip. The relation between T and Tc, in this case M , is called
processing gain. The chip structure is used both for synchronization and decoding [65]. The
signal to be transmitted after the modulation is:

x(t) = Ad(t)c(t) cos(2πwt+ θ) = Ac(t) cos(2πft+ θ + πd(t))

where the last part represents the Phase Shift Keying (PSK) modulation. By proper scaling of
chip sequence, we can say that c2(t) = 1 and therefore d(t) can be recovered by multiplication
of x(t) once again with c(t).
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Figure 1.4: Power Density Spectrum of Spread Spectrum Systems

Suppose that there is an interferer for this system, modeled as follows:

y(t) = x(t) + i(t) + n(t).

In an interval [0, T ], the bit a0 is being transmitted and it is then multiplied by
∑M

j=1 cjPTc(t −
jTc). To recover the original sequence, we have:

Y = a0
A

2
T + I +N

where :

I =

∫ T

0

M∑
j=1

cji(t)PTc(t− jTc) cos(2πft)dt.

N =

∫ T

0

M∑
j=1

cjn(t)PTc(t− jTc) cos(2πft)dt.

Now if there is an interference at the carrier frequency itself, it can be seen that the interference
component after post-processing the data would be:

I =
AI
2
Tc(2m−M)

where m is number of ones in M chip sequence. First of all it can be seen that the signal to
interference ratio is equal to:

SIR =
ξPT
PI

(
M

(2m−M)

)2

which means that the interference power PI is still additive but it is attenuated by the factor of
2m−M
M

. First of all, if half of bits in chip sequence is 1, then the in-band interference is totally
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removed. That’s why DSSS systems are more robust to interference. The effect is still additive
however the addition is dependent on the chip sequence.

Finally if we consider out-of-band interference centered at another frequency f1, we get:

I =
AI
2
Tcsinc(δfTc)

M−1∑
i=0

cos(2iπδfTc)

and therefore the received interference power after the process is

P ∗I = PITT
2
c sinc2(δfTc)(1 +

sinc(2δfT )

sinc(2δfTc)
).

Similarly at the received SIR, it can be seen that the interference power is attenuated by the
processing gain M . To sum up, the interference in DSSS systems is attenuated proportional
to the processing gain. The reason is, when the received signal is being multiplied by chip
sequence, the power spectral density of interference signal is changed just like the original
signal was changed at the receiver. The multiplication spreads the interference signal in wider
spectrum and therefore its power spectral density becomes much more flat and its main com-
ponents are attenuated more.

1.6 Interference in Packet-Based Wireless Systems

In this section we consider a wireless system where the information used for localization is
obtained from correctly received packets. In such a scenario, the interference effect is two-fold.
On the one hand, it can affect the very parameter reported in the packet and on the other hand
it can cause loss of whole information due to packet loss. We use the so called Gaussian
collision channel [13] to model this situation. The channel can be represented as:

y(t) = x(t) + i(t) + n(t) (1.4)

where i(t) is the aggregate interference of K users in the network where K follows Poisson
process. The statistics of i(t) can be obtained using models borrowed from stochastic ge-
ometry [108] but we do not consider them right now. We suppose that the wireless system
is equipped with error-correcting block which enable the system to correct certain number of
errors. Beyond this number of errors, the received packet cannot be recovered and collision is
announced. Therefore collision is directly related to effective signal-to-interference-noise-ratio.
By effective signal-to-interference-noise-ratio (SINR), we mean the SINR at part of the system
that directly affects bit-error rate of the system. In the sense, for each system, it is possible
to find the threshold γth such that for all SINR smaller that γth, the packet can be considered
as lost. Correct reception of packet, however, does not mean that interference does not affect
the value of parameter used for localization. For instance if the packet includes received power
value and it is correctly received, then the received power is getting affected by interference
despite the fact that the packet is correctly received.
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Figure 1.5: Hidden Terminal Scenario in CSMA-based Wireless Network

There is another pessimistic model for the collision channel, which is as follows:

y(t) = α(x(t) + n(t)).

In this model, α indicates the presence of interference in which case its value will be zero.
Therefore it is assumed here that whenever interference is present the packet is lost and on
the other hand, whenever the packet is correctly received, the interference is not there and the
information in packets are not affected by interference. However this model is not completely
accurate. Not only it can be possible to decode the packet in presence of interference, it is
also possible to decode the interference itself and recover the packet even in case of collision
[30, 104]. Now, using the equation (1.4), the probability of collision can be written as follows:

Pcol = Pr(SINR < γth).

Note that the previous probability is dependent on both noise and interference power.

The model in (1.4) is still neglecting other aspects of wireless networks and that is existence of
MAC protocol in a wireless system. In this situation, an interferer may not transmit all the time
and on the other hand, even when it has some data to transmit it may defer its transmission
due to MAC mechanism of the wireless system. Therefore the previous model can be modified
as follows:

y(t) = x(t) +
∑

βi(t)xi(di, t) + n(t)

where βi(t) is a binary function which can be dependent on the position of the interferer, namely
di. In this sense βi represents the functionality of MAC and also the traffic pattern of the
interferer. As an example, consider Figure 1.5 [87]. The transmitter and receiver are put in
distance d and an interferer is placed at distance di from the receiver. A CSMA-based MAC is
assumed and therefore it is assumed that the interferer signal cannot be sensed by the other
nodes. In this situation, the interference leads to packet loss if:

di ≤ (γth)
1
αd

where α is path loss exponent. This model provides us with the relation between packet loss
and interference power.
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Chapter 2

Interference Effect on RSSI and ToA in
802.11 and 802.15.4 Systems

2.1 Introduction

We have seen how the received power changes with presence of interference at the output of
the receiver antenna. We have also examined an OFDM-based and DSSS-based system and
we saw that physical layer operation on signals change the signal-to-interference-noise ratio.
The interference effect on received power remains additive, proportional to the transmission
power however its contribution to the total received power varies from one case to another. Also
we discussed the interference effect on packet loss in presence of MAC layer. We explained
that when SINR is above certain threshold, it is still possible to decode the message. On
the other hand we did not discuss interference effect on the parameters used for localization
and usually reported by different technologies. This was partly because these parameters
embedded in a packet are technology dependent and should be considered case by case. In
this chapter we focus on 802.11 and 802.15.4 systems. A 802.11 based system is presented
in Figure 2.1.

First of all, we can draw the same conclusions as previous sections if we are only concerned
with packet loss with relation to interference power or with the received power. However the
main difference is that 802.11 based systems rely on RSSI report of correctly received packets
as an indication of received power. The term RSSI can easily cause confusion for the reader.
The reason is that the term RSSI is used in the same time to refer to the received power
sometimes and to refer to part of packets of certain technology. There are various problems
associated with RSSI at the moment. First of all, some researchers believe that RSSI value
changes from one vendor to another vendor [69]. Another problem is that there is no standard
way of converting the received power into RSSI values. There are some known facts about
RSSI. Authors in [16], discussed the effect of different factors like environment, hardware and
human presence on RSSI values. In [8], the authors study the effect of user orientation on
the mean value of RSSI which can change by 5 dBm with user orientation. In [55], the effect
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Figure 2.1: 802.11 Receiver

of hardware parameters and number of received samples from access points on localization
performance is discussed. In [49], the authors studied the effect of WLAN cards, time and du-
ration of measurement, interference and building environment on RSSI values where different
WLAN card affects RSSI value significantly, mainly due to different quantization bins. Accord-
ing to the standard, RSSI is an optional parameter. For frequency hopping spread spectrum, it
is measured between the beginning of start frame delimiter (Start Frame Delimiter (SFD)) and
the end of the Physical Layer Convergence Protocol (PLCP) header error check. “Absolute
accuracy of the RSSI reading is not specified.” For an OFDM-based physical layer, RSSI is
measured after the reception of the PLCP preamble. This also is referred to as OFDM training
structure with ten short symbols and two long symbols.

RSSI measurements are samples that may vary over packet reception, be mis-calibrated, or be
corrupted by interference [90, 32, 67]. Some of the questions, important to be answered, are
as follows. How is an RSSI value changed by interference coming from other co-existing tech-
nologies? How is it changed by co-channel interference and adjacent channel interference?
For the moment, we consider an interferer working on the same frequency and therefore we are
concerned with the transmission power of interferer, its channel and whether it is modulated or
not. We consider the effect of such interference on RSSI values in the next parts.

Radio Frequency (RF)-based localization algorithms can be categorized based on their used
signal feature as RSSI, ToA and AoA-based. On the other hand, there are some interference
characteristics which are particularly important for the used localization solutions, namely the
transmission power, used modulation and coding schemes, Medium Access Control (MAC)
mechanisms and transmitted traffic pattern. In this section, we focus on RSS and ToA values
and we assume that they can only be obtained based on the correct reception of packets. This
fact couples the problem of signal feature extraction to decoding problem and therefore we
have to consider both simultaneously.

One should not confuse the RSS value at the receiver’s antenna with RSSI value. It is known
that the received total power at the receiver, in mW, is increased by a statistically independent
interference and proportional to the received interference power. The RSSI, on the other hand,
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is a discrete value reported by different technologies and architectures, usually only reported
when a packet has been received correctly. It is also an indicator of the total received power,
however, without a universally accepted procedure for converting the measured received power
to the RSSI values. In this work, we do not consider the effect of MAC mechanisms. However,
it should be noted that the interference avoidance schemes in MAC layers of communication
systems can, to a certain extent, mitigate the effect of interference, specifically when the in-
terference comes in bursts and the sender does not transmit all the time. For the rest of this
document, we assume that RSSI is the quantized version of the RSS. In the next section we
use an information theoretic framework to study the effect of interference on received power.

2.2 Information Theoretic Perspective

In this part, we discuss the problem using a basic information theoretic framework. Consider a
simple Additive White Gaussian Noise (AWGN) channel with interference, from now on AWGN-
interference channel, defined as Y = X + XI + Z, where X is the transmitted channel code
with power PX , PI is the interference with power PI and Z is Gaussian noise with power N .
The channel code is used to transmit messages with rate r. The communication bandwidth is
assumed to be W . From here, if the interference XI is statistically independent of X, then the
received power is the sum of the individual powers, namely PR = PX + PI + N . Therefore,
the received power increases linearly with the interference power. Note that the powers are
measured in W, and not in dB. If the signal powers are expressed in dB, then the received
power is equal to PR[dB] = 10 log(10

PX [dB]

10 + 10
PI [dB]

10 + 10
N [dB]

10 ). Keeping PX and N fixed,
if the interference power increases exponentially, i.e. linearly in dB scale, then the received
power in dB changes as the function y = log(1 + 10x). This means that, when the interference
power is negligible compared to PX and N , one does not observe any significant change in
received power.

The situation is more complicated if the received power is reported only upon the correct recep-
tion of the message. In this case, the increase in interference power will gradually decrease the
capacity of the channel, until the moment it creates an outage and the message cannot be de-
coded anymore with an arbitrarily small probability of error. Since the channel is memoryless,
the error probability will tend to one when operating beyond capacity and therefore there is a
sharp transition when interference makes the capacity to drop below the transmission rate. The
interference effect on received power is only observable below this outage threshold. Therefore
the variation of received power due to RSSI is only observable when the interference is strong
enough but not too strong to cause an outage. It is possible that, whenever the interference is
strong enough to affect the received power, it also causes the outage. In this case, whenever
the message is received correctly, we can assume that the received power in dB is reliable
and it is not getting affected by interference. The following proposition describes when we can
observe variation of the received power and correctly receive the message.

Proposition 1 For AWGN-interference channel introduced above, the maximum observable
change of received power in dB for messages of rate r (in bit-per-second) is obtained as
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follows:
δmax = 10 log(

SNR− γsnr
SNR + 1

1

γsnr
+ 1),

where SNR is the Signal to Noise Ratio (SNR) PX
N

and γsnr is the minimum required SINR to
achieve the rate r given by γsnr = 2

r
W − 1. In the high SNR-regime the previous equation is

simplified as follows:

δmax = 10 log(1 +
1

γsnr
). (2.1)

Proof The Shannon capacity of the AWGN-interference channel is W log2(1 +SINR), where
SINR is the signal-to-interference noise ratio, i.e. PX

PI+N
. Note that the channel satisfies the

strong converse and therefore the probability of error for a code with rate beyond capacity is
one. Now, if the message with rate r is successfully decoded, then W log2(1 + SINR) is not
smaller than r, i.e. r ≤ W log2(1 + SINR). In other words, to correctly receive a message,
the following inequality should be satisfied:

SINR ≥ 2
r
W − 1 =⇒ PI ≤

PX
γsnr
−N, (2.2)

where γsnr = 2
r
W − 1 is the minimum SINR to achieve the rate r. On the other hand, the

variation of received power by interference is as follows:

δ = 10 log(PI + PX +N)− 10 log(PX +N)

= 10 log(1 +
PI

PX +N
).

To observe this variation, the message should be decoded correctly. The maximum variation
occurs if the interference power is its maximum. But it cannot exceed the value in Equation 2.2.
Therefore the maximum interference power is PI = PX

γsnr
−N , the maximum variation of received

power in dB is as follows:

δmax = 10 log(1 +

PX
γsnr
−N

PX +N
) = 10 log(1 +

SNR− γsnr
SNR + 1

1

γsnr
)

If SNR is too high, then we can see that the fraction inside the logarithm can be estimated with
one and we get Equation 2.1.

We call δmax maximal power variation of a wireless system and this is the maximum amount
of change we can expect in the received power under interference. The previous proposition
leads to a very interesting conclusion that the received power is at most changed by a value
which is independent of actual SNR and the interference power. As it can be seen in Equa-
tion 2.1, if the rate r is big, and hence γsnr is big, then δmax is small and one does not see that
much variation in received power. Therefore, when higher rates are transmitted in high SNR
regime, the received power measured in dB is more robust to interference. However, it is also
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more likely that the message cannot be received due to the high SINR requirement. As the
maximum interference power Pmax is PX

γsnr
−N , it can be seen that higher rates require smaller

interference for maximum power variation, however the variation may turn out to be small at
the end. In Proposition 1 we have determined the maximal power variation. However, it is
interesting to see when we start to observe any significant change in the received power due
to the increase in the interference power. If even the slightest change in received power is ob-
tained only by a very strong interference, then in normal conditions the received power should
remain unchanged. Therefore, it is of practical interest to see when the received power starts
to vary due to the interference power. To this purpose we introduce the notion of δ−critical
power, which is defined as the minimum interference power necessary in order to achieve δ dB
variation in received power. It is possible that the δ−critical power Pδ does not exist for some
δ, because it may necessitate so high interference power that the message cannot be correctly
received anymore. From Proposition 1 we know that δ cannot exceed δmax. The following
proposition provides the value of δ−critical power and summarizes the current discussion.

Proposition 2 For AWGN-interference channel introduced above, δ−critical power, Pδ, for a
message of rate r (in bit-per-second) exists if δ ≤ δmax and is as follows:

10 log(PX +N) + 10 log(10
δ
10 − 1) ≈ 10 log(PX +N) + δ.

Proof We have already argued that δ ≤ δmax. In order to cause a variation of δ dB in the
reported received power, the interference power should satisfy 10 log(1 + PI

PX+N
) = δ which im-

plies PI = PX+N
γrss

, where γrss = 1

10
δ
10 − 1

. The rest results from straightforward manipulations.

As an example, consider 1−critical power, which is the variation of 1 dB. The interference
power should satisfy PI ≈ PX+N

4
in order to cause a variation of 1 dB in the reported received

power. The stronger PX , the stronger should the interference be to change the received power.

2.2.1 Interference Effect on Packet-Based RSSI

In IEEE 802.11 based systems, RSSI values are numbers extracted from the radio-tap headers
and another important point is that RSSI values are converted to dBm. The question, therefore,
is whether the RSSI values can change significantly with interference power and yet the SINR
is above the reception threshold, i.e. the packets are correctly received. If this is not the case,
then we can claim that if the packets are received correctly, then the RSSI values do not change
with the interference power and therefore they are robust to interference. This fits exactly the
discussion of previous section. Consider an IEEE 802.11 based system where RSSI values are
extracted from beacon packets with the rate 2 Mbps. Assume a 20 MHz bandwidth. For such
a system, the SNR threshold is γsnr ≈ 0.0718 dB and therefore the maximal power variation
is δmax ≈ 11.7414 dB. Figure 2.2 presents the numerical evaluation of our previous results
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Figure 2.2: RSS and PRR change versus Interference Power

reinterpreted in case of IEEE 802.11 system with packet-based RSSI and Packet Reception
Rate (PRR). We work with RSS to avoid the quantization effect of RSSI and we plot the
variation in RSS values in terms of interference power. It is know that in IEEE 802.11 systems,
there is a sharp transition from very high PRR to a very low PRR [32, 90] and therefore the
adoption of Shannon capacity and its sharp transition is justified.

As a result of this discussion, three operational regimes can be distinguished in general. As it
can be seen in Figure 2.3, in the first regime, the interference does not change the received
power and no packet loss is observed. We call this the noise-limited regime. We then define
the interference limited regime as the case where the packet is received correctly, however the
received power is changed by interference power. Finally we call the regime where the packet
cannot be received correctly, the collision regime. The interference-limited regime appears
for interference power between Pδ and Pmax. Note that although Pmax is a function of system
parameters, Pδ is specifically dependent on δ and it is determined conventionally accordng to
the specific application domain.

2.3 Interference Effect on Packet-Based ToA Ranging

Here we consider ToA ranging between two low-cost 802.15.4 nodes. The ranging scheme
is as described by Mazomenos et al. [73]: A master node transmits a packet to a slave node
that responds with an automatic acknowledgment, a constant delay after reception. The time
between the transmission of the initial packet and the reception of the acknowledgment is
measured at the master node. Due to the low clock resolution on low-cost hardware, the
average of multiple (e.g. 500) measurements has to be used to gain finer distance granularity.
The measured time includes several delays other than the actual ToA. These can, however, be
regarded as a single constant independent of the distance. Calibration consists in estimating
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Figure 2.3: Operational regimes for RSSI-PRR variation
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this constant.

A Cramér-Rao Bound (CRB) can be established for ToA as function of the SNR, as described
by e.g. Lanzisera et al. [53], and it tells us that the lower bound for measurement variance
increases when the SNR decreases. The CRB tells us, however, nothing about any system-
atic error introduced by interference. In this section we describe how interference can cause
the magnitude of range measurements to decrease, and hence result in shorter estimated
distances compared to if no interference is present.

Interference can affect the carrier, symbol and frame synchronization steps in the transceiver.
On a 2.4 GHz receiver, the effect on carrier synchronization is however comparatively small
and can have a maximum error (for a full period) corresponding to 12.5 cm for a single mea-
surement. On low-cost transceivers, the Analog to Digital Converters (ADCs) used to sample
the analog baseband signals, may be sourced by clocks with significantly lower frequency than
the carrier frequency, e.g. 8 or 12 MHz.

The ADC frequency determines the resolution for symbol synchronization and hence also for
frame synchronization. A deviation of one clock tick in symbol and frame synchronization
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results in a deviation in distance with 37.5 m for a single one-way measurement using an
8 MHz clock.

The following is a simplified discussion, but describes well how systematic errors can be intro-
duced under interference. If no interference is present, and the first chip of a signal arrives at
time t which corresponds to transceiver clock tick n = btfclockc, the synchronization process
may determine that the chip starts at either clock tick n or n + 1 depending on the phase dif-
ference between the clock and the incoming signal. Under interference, on the other hand, the
chip may be determined to start at clock tick n − 1, n, or n + 1, and can therefore result in
an earlier reception than for no interference. Figure 2.4 shows an example. The square wave
represents the receiver’s clock. The half sine waves represent the first I-phase chip component
from incoming signals. The solid and dashed lines represent two signals without interference.
The solid one would most likely be determined to start at clock tick 1 because no signal is
present at clock tick 0, and a significantly large segment is present during clock tick 1. The
dashed may be determined to start at either clock tick 1 or 2. The dotted sine is the result of
the solid sine being interfered by the crossed sine, and may be considered to start at clock tick
0 or 1, though the desired signal starts at clock tick 1.

Early reception will result in that the acknowledgment is transmitted one clock tick earlier. At the
reception of the acknowledgment, there is again the possibility of early reception. Moreover,
it is likely that the frequency of early receptions increase with the interference power. We
perform two types of experiment that support this theory in Section 2.4. In the first one we
perform one-way transmissions under different levels of interference, and measure the time
difference between the transmitter’s and receiver’s SFD interrupts. In the second experiment
we perform ToA measurements under different levels of interference.

Different approaches can be used to overcome, or avoid, the effect of interference on ToA
measurements. A simple way is to use measurements from multiple channels, or simply avoid
channels with high interference. Using multiple channels also has benefits regarding compen-
sation for multi-path effects [84]. A second approach is to learn how ToA measurements are
affected under different interference conditions, and use it to improve measurements based on
current interference conditions.

2.4 Experimental Results on Interference Effect

The authors in [71] performed a set of measurements on telosB with CC2420 radio. Their
goal was to verify the classical additive model of signal powers on newer generation hardware.
According to their observation, additive model works quite well in practice barring measurement
noises. Similar empirical work has been done in [98]. Corresponding RSSI (Received Signal
Strength Indication), has shown to be distorted by packet collision (RF interference) distorts
the received signal and typically manifests as an additive increase in RSSI.

The additive effect of interference with its variations in DSSS and OFDM systems is an as-
sumption that we verify in the next sections.
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2.4.1 Interference in 802.15.4

We perform a set of experiments with IEEE 802.15.4 radios, in which we measure ToA and the
per-packet RSSI. Two nodes, that we refer to as master a slave, respectively are placed 3 m
from each other. The master transmits an empty 802.15.4 packet to the slave that answers
with an hardware ACKnowledgement (ACK). The packet RSSI of the ACK is collected, and
the number of clock ticks passed between the event of transmitting the empty packet, and that
of receiving the ACK is measured to compute ToA values based on the round-trip time. In
the middle a third node is placed which we refer to as the jammer. The jammer transmits a
continuous randomly modulated carrier wave at the same channel as the master and slave are
operating (channel 26). We perform two experiments which differ only in the type of hardware
used for the master node. In one, a telosB node (with a MSP430 MCU and a CC2420 radio) is
used, and in the other an STM32W which is a System On Chip (SOC) with an integrated radio.
The slave and jammer nodes are telosB nodes in both experiments. The transmission power of
the jammer cycles through the 32 different available transmission power levels of the CC2420,
including switching off the radio completely. For each power level 1,000 packets are sent by
the master. The cycle is repeated 10 times, and the mean ToA and RSSI is computed over
the 10,000 packets corresponding to each jammer transmission power. Figure 2.7 shows the
result together with the PRR (packet reception rate) for each jammer transmission power level.
The ToA values are shown as the measured number of clock ticks normalized by subtracting
the number of clock ticks for the case in which the jammer is turned off.

There is a clear difference between the ToA results for the two experiments. On the STM32W
platform, the measured number of clock ticks decreases significantly at higher jammer power
levels, while there is only a small decrease for the telosB platform. The two platforms use
different clock frequencies, 12 MHz and 8 MHz, respectively. But the maximum decrease
is approximately 1 clock tick for STM32W, and 0.1 for telosB, which corresponds to 83 µs
and 13 µs, respectively. We assume that the decrease in measured number of clock ticks
is due to hardware implementation details in the platforms, and does not correspond to any
fundamental properties for ToA under interference. Yet, the result is interesting with respect
to practical considerations as to what platforms should be considered for ToA measurement if
high interference is expected.

For the packet RSSI measurements, the results from the two platforms are more coherent,
showing that the packet RSSI increases with the jammer transmission power. Note that the
slow increase of RSSI with increase of jammer power is, as explained, because of processing
gain of DSSS system used in IEEE 802.15.4 which is able to smear the power spectrum of
interferer.

2.4.2 Interference in OFDM 802.11

In this part, we conduct a similar experiment to understand the effect of interference on packet-
based RSSI in OFDM-based IEEE 802.11 systems. The scenario is presented in Figure 2.8.
The receiver is a laptop with an Intel Centrino wireless card from which the RSSI of beacon
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Figure 2.7: ToA, RSSI, and packet reception rate (PRR) for telosB (left column) and stm32w
(right column) in an outdoor environment. At higher jammer power levels no packets were

received. Similar results were also obtained in indoor environment
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Figure 2.8: Experimental setup

packets are sniffed using a python script. The AP has a unique SSID and is regularly transmit-
ting its beacon packets with 100 mW transmission power on channel 11 of IEEE 802.11. The
beacon packets are captured for 5 minutes in this case and the mean RSSI value is calculated.
The number of correctly received packets is counted as an indicator of PRR. The interferer is a
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signal generator which can create three types of jamming signals. The first type is an unmod-
ulated signal with constant power on the channel 11, the second type is an OFDM modulated
signal with WiFi-like traffic on the same band and the third one is a narrow band IEEE 802.15.4
jammer.

Figure 2.9: RSSI and PRR change with interference power

In the first experiment setup, the jammer is 8 m from the AP and 1 m from the receiver, which is
itself 6 m from the AP. As it can be seen, the RSSI value increases proportionally with the inter-
ference transmission power after a threshold until the packet transmission is no longer possible
due to insufficient SINR, having verified that packets are still being transmitted. Figure 2.9, and
also Figure 2.12, shows how the RSSI value and PRR changes with interference power. In
the box plots, the red mark in the middle of rectangular box represents the median while the
rectangular blue box is the 25th and 75th percentiles. The power increase of around 10 dB
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causes an increase in RSSI values of around 10 dB too. For an OFDM modulated jammer,
as it was explained in Section 1.4, the interference effect is mitigated at the receiver due to
OFDM’s demodulation procedure and therefore the increase in RSSI is smaller and packet re-
ception ratio is larger. Since the IEEE 802.15.4 jammer is a narrow-band jammer, the increase
in RSSI values is more than with the OFDM interferer but less than with the wide band jammer.
To examine the low SNR regime of Section 2.2, the wideband jammer and the receiver, with
the same distance, are brought far from the original AP and the results are presented in Fig-
ures 2.10 and 2.11. In the first case, the distance is chosen such that the normal RSSI without
interference is around -88 dBm. In Figure 2.10, one can observe at most 7 dB variation in
RSSI, smaller than the high SNR case because we fall into the collision regime rapidly. In the
second case, the distance is chosen such that the normal RSSI is aruond -76 dBm. It can be
seen the larger difference can be observed, almost around 8-9 dB which is less that the high
SNR case but more than the first case.

Figure 2.10: RSSI change with interference power: low SNR
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Figure 2.11: RSSI change with interference power: low SNR

Figure 2.12: RSSI change with interference power: high SNR
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Chapter 3

Interference Effect on RSSI-Based
Fingerprinting Algorithms

In this part, we present a theoretical framework in which we discuss the interference effect on
RSSI-based fingerprinting algorithms. We first formulate the general localization problem. We
consider the sensitivity of the performance to different parameters of the system. Finally we
study how the interference affects the localization performance through the conclusions of pre-
vious part on interference effect on localization system parameters. For sake of completeness
we provide the overview of fingerprinting algorithms in the next part. As it can be seen the
discussion around interference effect is lacking in the literature.

3.1 Overview

Precise location of people, equipment and materials, both indoor and outdoor, is an essen-
tial information for future networks as enabler of context aware services, location aware and
pervasive computing, ambient intelligence and location-based services. Variety of localization
algorithms have been studied and proposed by researchers during years. These algorithms
are based on the correlation of certain properties with the location in which they are observed.
For instance, they can use propagation model of waves in space to derive wave characteristics
in different locations and use it for localization. Ultrasonic, infrared, and radio-frequency (RF)
waves can be used for localization where the latter is more popular due to its low cost and avail-
ability. RF-based algorithms leverage available technologies such as Wifi, 802.15.4, Bluetooth,
ultra wide band radio, RFID or mobile telephony. Different RF characteristics can be used for
localization including time of arrival (ToA), angle of arrival (AoA) measurements, the received
signal strength (RSS), or the quality of the RF transmission in digital communication channels
(Link Quality Indicator (LQI), Bit Error Rate (BER)). On the other hand, these characteristics
can be used for localization through different localization algorithms such as trilateration which
is a geometry-based methods, fingerprinting and Bayesian techniques [95].

Among all available localization algorithms, fingerprinting algorithms are particularly attractive
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because they can rely on available wireless infrastructure. The fingerprinting algorithms utilize
specific features of environment that is correlated with its spatial characteristics. These specific
features are observed and used to infer these spatial characteristics by creating a database out
of the observed features at different locations and then comparing it with the reported feature
from unknown position. The observed features at a point construct a fingerprint for that point.
The final position is estimated based on the processing of reported fingerprint from unknown
position and recorded fingerprints in the database, which can include similarity analysis and
post-processing algorithms such as k-nearest neighbor. Fingerprinting algorithms are based
on the hypothesis that the specific feature that is inherently related to the coordinate of that
point within a certain coordinate system. The attractive feature of fingerprinting is that we do
not need to know the exact relation between the observed feature and the position of observer.
This is a daunting task in many situations as it involves complex characterization of propagation
environments and solving the wave equation in a non-homogeneous environment. As a matter
of fact, the fingerprinting algorithm provides this functional relation between the feature and the
position through its samples which is recorded in the database. Hence the training database is
nothing but samples of a function relating the position in space to the observed feature in the
same position. One can right away observe the relation between the fingerprinting scenario
and similar problems in signal processing and information theory. Constructing the efficient
training database for a localization environment is similar to the problem of efficient sampling of
a function. On the other hand, finding the closest point in the training database to the unknown
point based on their fingerprints is equivalent to a decoding problem. We will elaborate on this
inter-relation further in this work.

There are various experimental and theoretical works in the literature, studying different as-
pects of fingerprinting algorithms. The literature is abound with these works and we refer to
part of them in the following. A survey of WiFi-based fingerprinting algorithms is provided in
[40] and variants of fingerprinting localization algorithms are provided such as low-dimensional
signal-strength fingerprint-based methods [77], [79], neural network-based fingerprinting with
clustering [54], K-means algorithm, clustering and complexity reduction [10] and spatial signal
prediction-based training method [99].

The impact of the number of access points on the performance of indoor fingerprinting local-
ization has been studied in [70] where the authors claim that localization error is increased,
when number of APs used for constructing training database differs from number of APs used
in localization phase. In [68], the authors provide a comparison of fingerprinting algorithms
based on accuracy, complexity, robustness and scalability. The main theoretical work on the
topic is [48] where the authors provided an analysis of the effect of the number of visible access
points, radio propagation parameters on the performance of the localization algorithms. They
provide a guideline for designing and deploying an indoor localization algorithm which does not
require a large number of access points. Moreover the grid used for training database is cho-
sen according to the application requirements as the more dense grids provide worse accuracy
but finer localization. These results are extended to complexity analysis in [47]. The scalability
of fingerprinting algorithms is discussed in [22] where the authors suggest the improvement of
the scalability by reducing the training database size.
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In [76], the authors discuss the robustness of fingerprinting localization algorithms to outliers
and effects such as shadowing. As received signal strength differs across different devices, a
robust fingerprinting algorithm is proposed in [72] by taking the difference of received signal
strength of two APs as fingerprints. In [11], the authors propose a method to estimate the
different antenna attenuation between different devices, and by considering similarly relative
differences between received signal strengths.

Despite all these efforts, a proper theoretical framework which addresses the impact of differ-
ent localization parameters on fingerprinting performance is lacking. Moreover the interference
effect on localization accuracy has not been yet addressed properly. In this work, we aim to
address these issues. We provide a general framework for theoretical study of fingerprint-
ing localization algorithms. We discuss the effect of radio propagation parameters, number of
access points, number of measurements and heterogeneous measurement devices on local-
ization performance. The asymptotic and non-asymptotic bounds are provided to relate the
localization error to parameters of localization algorithm. We also address the effect of choice
of similarity metric on localization performance. Mainly we consider Euclidean distance-based
and probabilistic similarity metrics and compare their performances. In the next part, we dis-
cuss interference effect on signal strength based fingerprinting localization algorithms. It has
been argued through theoretical considerations that the interference effect on received signal
strength is an additive element proportional to interference power and depends on interfer-
ence characteristics including its modulation and traffic pattern. According to these results, we
discuss how interference is expected to affect the localization performance.

3.2 Fingerprinting Localization Solution

In this section, we define formally a fingerprinting localization solution. Fingerprinting algorithm,
as the name suggests itself, consists in associating a fingerprint to each point which is later
used for identification of that point. An interesting question rises about how well fingerprinting
algorithms perform for localization. The performance is dependent on how well the fingerprint
of a point can uniquely identify it. For instance, if the fingerprint of a point is a vector of its exact
distances to three fixed points with known location, say anchors, then the trilateration method in
two-dimensional space guarantees that the fingerprint is unique to the position. Unfortunately
the exact distance to anchors is known only through processing of noisy measurements and
therefore is subject to inaccuracies.

There are other limitations to fingerprinting algorithms for localization. As the set of points in a
connected region of space is uncountable, it is basically impossible to associate a fingerprint
to each point, not even to countable set of points.

We will examine the performance limit of fingerprinting algorithms subject to these constraints.
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(a) Non-unifrom grid

(b) Hexagonal grid

Figure 3.1: Localization training griding

3.2.1 Fingerprinting Localization Solution

We assume that the localization is done for a bounded connected region R of d−dimensional
space, called localization space. In practical scenarios the dimension d is usually 2 or 3.
Fingerprinting localization algorithm consists of following blocks. First step is to construct a
fingerprinting database consists of pairs of points and their fingerprints. As the localization
space is an uncountable set of points, only finite number of points can be chosen to construct
a fingerprinting database. Therefore, a set of training points, called training grid, is chosen
which is denoted by Λ ⊂ Rd. As it can be seen in Figure 3.1, one can choose an algebraic
structure for griding using lattices or a non-uniform grid.

Using an analogy borrowed from coding theory and quantization, we can compare the localiza-
tion process to a decoding process. In a noisy channel, the constellation points are displaced
from their original position due to noise. The maximum likelihood decoding of constellation
point turns out to be equivalent to nearest neighbor decoding, which is to find the closest point
of the constellation to the received point. The region of nearest points to a constellation point u,
its Voronoi region, is set of those points that should be decoded to u. Same intuition holds for
localization algorithm with the difference that the displacement from training points can happen
quite naturally. These training points in Λ divide the localization space into regions and the
localization algorithm is expected to declare the closest point in training database as the first
candidate for the location of target node. Therefore Voronoi cells, Vu, are associated with each
point u ∈ Λ and those points inside Vu are estimated by localization algorithm as u.

It is worth mentioning that one can use k−nearest neighbor methods to average between
the k closest training points, rather than declaring single training points. The average can
be weighted or not, adaptive or non-adaptive. In any case k−NN methods will have a set of
estimated points Λe which is not equal to the original training points Λ.

After choosing training points u, a specific feature of environment is chosen for measurement.
We chose the term environment to include multiplicity of possibilities whether a particular in-
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frastructure is assumed for localization purpose or not. The value of the feature belongs to the
feature space X . For instance, if one measures the angle of arrival of the signal as the specific
feature, then X = [0, 2π). The feature is assumed to be a random variable X with probability
distribution PX|u which depends on the location of training point u. If the received power from
an anchor, placed at the origin, is measured under shadow fading model, then the respective
random variable X is obviously dependent on ‖u‖. A database is created by measuring the
feature at the training points inside the training grid Λ. At each location u, multiple measure-
ments is done and grouped into a size M vector XM inXM . Therefore the training database,
which consists of pairs like (u, XM), is a subset of Λ×XM . These measurements are used for
localization of the target node located at the position v ∈ R. At the end of this block, a training
database of raw measurements has been constructed.

The next part consists of finding the location of a target node. We are interested in finding the
position of a target node up to certain granularity. In other words, the localization algorithm
reports the position of target node which belongs to a set of points denoted by Λe. We call
these points estimated points. Note that Λe can be equal to localization space in general.

A target node placed at the position v measures the selected feature for M ′ times and creates
another vectorXM ′ ∈ XM ′ . Finally a pattern matching function Ψ is used to estimate the target
node location v̂ based on the measured feature vector XM ′ and the training database.

The pattern matching function can be decomposed into two main blocks, namely fingerprint
Creation and similarity kernel function. A fingerprint creator φ is defined as a function embed-
ding the measured features XM ∈ XM into a fingerprinting space F :

φ : XM → F .

More specifically, for the training database in Λ×XM , a fingerprinting database can be created
based on φ as a subset of Λ×F . The similarity kernel K is a mapping from the product of the
fingerprinting space to the set of estimated points:

K : (Λ×F)×F → Λe.

The operation is taking the fingerprint o the target node and comparing it the fingerprinting
database and report the final location which denote as v̂.

The fingerprinting space F can be the Euclidean space or space of probability distribution.
For instance if a Gaussian distribution is fitted to the vector of M measured received powers,
then the fingerprinting space is space of probability distribution. The kernel is nothing but an
estimator, providing the estimated location-based on the knowledge of fingerprinting database
and fingerprint of target node.

One example of similarity kernel is maximum of a simple function ϕ which takes two finger-
prints and calculate some kind of similarity score between them. In this case, the kernel first
calculates the similarity score between the target node fingerprint with the fingerprints in fin-
gerprinting database and then the estimated location is chosen as the one with the best score.
The function ϕ is defined as:

ϕ : F × F → R.
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If {(u,F(u)),u ∈ Λ} is the fingerprinting database and F(v) is the target node fingerprint, this
similarity kernel is then defined as follows:

v̂ = K({(u,F(u)),u ∈ Λ},F(v)) = max
u∈Λ

ϕ(F(u),F(v)).

In this special case, the similarity kernel is decomposed in first individual comparisons between
the target node fingerprint and training fingerprints and then finding the maximum similar fin-
gerprints. The error is obviously ‖v − v̂‖. Also Algorithms like k-nearest neighbors (k-NN) do
not use the same kernel function. As a matter of fact, instead of a single fingerprint with best
similarity score, fingerprints within top k similarity scores are chosen and then the final location
is offered by averaging between them. There are variants of fingerprinting algorithms which fall
into our definition.

Based on the previous discussions, we can finally specify the fingerprinting localization algo-
rithm.

Definition 1 (Fingerprinting algorithm) A fingerprinting localization algorithm for a localiza-
tion space R, Figure 3.2, consists of following elements:

• Set of training points Λ

• Feature space X is the measured feature used for fingerprinting at each training point
and is related to the location of points through the conditional probability distribution PX|u.

• Training database Λ×XM consisting of pairs of points and their measured feature

• Patter matching function Ψ, Figure 3.3, which reports the final position by comparing the
target node fingerprint to training database. It consists of:

– Fingerprint creator φ creates a fingerprint based on measured feature

– Similarity kernel K reports the final position based on processing of fingerprints.

Feature D

y ∈ Y

ŷ ∈ Y

Localization Space
(R2, . . . )

Grid(X )

Training Database
DM ×X

Fingerprint Creation
(F , φ)

Grid(Y)

Measurements
DM ′ × Y

Fingerprint Creation
(F , φ)

Similarity Kernel
(K)

Figure 3.2: Fingerprinting Localization Algorithm
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3.2.2 Performance of Fingerprinting Localization

We have tried to properly define the fingerprinting algorithms. In this part, we try to introduce
a framework for evaluating the limit on performance of localization algorithms. The first perfor-
mance metric for a localization algorithm is the error. When the target node is located at v1,
two kinds of errors can occur. The first error is about mistakenly locating the point:

αM(v1,v2) = P(Ψ(XM) = v2| Target node is at v1).

This probability αM(v1,v2) is the probability of correct identification. Another source of error is
when we mistakenly locate the target node at v1, when it is really somewhere else:

βM(v1,v2) = P(Ψ(XM) = v1| Target node is at v2).

We are interested in localization algorithms that minimize these probabilities.

Definition 2 (Geometric error) For the fingerprinting localization algorithm specified above,
the geometric error for each v ∈ R is defined as follows;

∆(v) = ‖v̂ − v‖.

Remark 1 Similar to the information theoretic error, it is possible to define the maximum and
average geometric error for all v’s denoted by ∆max and ∆. Moreover, because we have
assume that the feature is a random variable, the geometric error ∆(v) can also be a random
variable

Definition 3 (Achievable Geometric Error) The maximum geometric error of δ is achievable
with probability 1− ε if there is a fingerprinting localization algorithm such that

Pr(∆max > δ) ≤ ε.

It is possible to similarly define achievability notion of average geometric error.

(u, XM ) ∈ Λ×XM

XM ′ ∈ XM ′

v̂ ∈ R

Fingerprint Creation
(F , φ)

Fingerprint Creation
(F , φ)

Similarity Kernel
(K)

Pattern Matching (Ψ)

Figure 3.3: Pattern Matching

It is obvious that if the maximum geometric error δ is achievable by a fingerprinting localization
algorithm then the average geometric error δ is also achievable. Although the main goal of fin-
gerprinting localization algorithm is only the better accuracy and smaller error, the localization

c©EVARILOS consortium Page 55 of 171 www.evarilos.eu



Report on Final Results of Interference Robust Localization EVARILOS - 317989

is done subject to various constraints and the performance of localization algorithms should be
studied from other perspectives too. One constraint is on the number of training points used
for constructing training database. It is interesting to study the minimum number of training
points, |Λ|, in order to achieve a certain geometric error. Another constraint is the latency of
a localization solution which is represented by number of measurements M and M ′. Similarly
we can ask question about the minimum number of measurements to achieve certain geomet-
ric error. Another constraint is the choice of feature space. For instance, the feature space can
be received signal strength from N anchors. It is desirable that a certain geometric error can
be achieved using less number of anchors. Therefore, the fingerprinting localization is done
subject to various constraints which introduces different trade-offs between achievable error
and parameters of fingerprinting algorithms.

3.2.3 RSS-Based Fingerprinting Solution

We have defined so far the framework for theoretical study of fingerprinting localization solu-
tions. As we saw the feature used for fingerprinting has not been explicitly specified and it
is modeled as conditional probability distribution relating the location of training point to the
measured feature. One common choice for feature is received signal strength from multiple
anchors. Multiple anchors belong to a wireless network which is also used for localization
purposes. The anchors are N access points (AP) regularly transmitting their signals. The
anchors are not interfering with each other. This can be obtained by employing proper MAC
mechanisms, although we do not consider specific MAC mechanisms used here. We assume
that the anchors are placed in a 2-dimensional Euclidean space. The anchor i is placed at the
position ui ∈ R2 and transmits with the transmission power P (i)

T . The transmitted signal in time
is presented as x(i)(t) and the received signal at the point v as y(i)(v, t). The received power
is calculated over a communication frame and is denoted by P (i)(v).

A database is created by measuring the received power at the training points u that belong
to the set Λ. The measurements are used for localization of the target node located at the
position v ∈ R. At each training point u, the received power is measured from anchor i
and the measurement is repeated for M times and a measurement vector is constituted as
P(i)(u) =

[
P

(i)
1 (u) . . . P

(i)
M (u)

]
∈ RM . A target node placed at the position v measures the

received power from anchor i and repeats the measurement for M ′ times. Therefore it similarly
constitutes the vectors P(i)(v) =

[
P

(i)
1 (v) . . . P

(i)
M ′(v)

]
∈ RM ′ .

The fingerprint of each point can be a vector of averaged received powers or the empirical prob-
ability distribution (PD). Therefore the fingerprint space F can be the Euclidean space or space
of probability distribution which means that the fingerprint can be vectors in Euclidean space
or probability distributions. For the vector fingerprints, the similarity kernel can be Euclidean
distance between target fingerprints and fingerprints of training database. For PD fingerprints,
we can choose Kullback-Leibler divergence as similarity kernel.
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3.2.4 Channel Model

In order to explicitly express the dependence of received power from an anchor on the distance,
we need to use channel models. For the rest of the work, we use a simple channel models
relating the received signal from the anchor i to its location v ∈ R and time t. The relation is
as follows:

y(i)(v, t) =
h(i)(v, t)x(i)(t)

‖ui − v‖αi/2 + z(i)(t).

where h(i) represents the channel gain which includes multipath fading and shadowing and
z(i) is white Gaussian noise with variance Ni. The variation of these parameters determine
the type of environment we are dealing with, namely indoor and outdoor, fast fading or slowly
fading, frequency selective or frequency flat. Based on the received signal, received power is
calculated as follows:

P (i)(v) =
H(i)(v)P

(i)
T

‖ui − v‖αi +Ni.

For the moment, the channel statistics remains general and we do not assume any specific
channels.

3.3 Fingerprinting under Interference

We assume that the fingerprint is the average value of the received power. The function ϕ
used for fingerprinting comparison is assumed to be Euclidean distance. Moreover we assume
X = Y . We start by evaluation of fingerprinting algorithms without interference, As we will see
later, the interference effect can be studied with minor variation of the results.

Consider first fingerprinting algorithm for free space. The free space channel can be modeled
as follows:

y(i)(v, t) =
x(i)(t)

‖ui − v‖αi/2 + z(i)(t).

P (i)(v) =
P

(i)
T

‖ui − v‖αi +Ni.

where ui is the location of anchor i and v is the location of transmitter. α is the path loss
exponent and z(t) is Gaussian noise. For the moment, we do not consider multi-path and
shadow fading and we use this model as starting point. The fingerprint for a single anchor
scenario, placed at u1 is presented as follows:

F (v) =
PT

‖u1 − v‖α +N.

We have the following proposition:
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Proposition 3 For RSS-based fingerprinting scenario, the distance between two fingerprints
created at x, y ∈ Λ is equal to:

ϕ(F (v1), F (v2)) =
αPT‖v2 − v1‖
‖vm − u1‖α+1

where vm is a point on the line between v1 and v2.

Proof The proof is a simple consequence of mean value theorem for several variables.

Remark 2 From the previous proposition, we can see that those points, with the same distance
‖v2−v1‖, that are closer to access points have larger difference in their fingerprints. The larger
difference between fingerprints provide more robust localization scheme to eventual errors. On
the other hand, we can see that for enough small or enough large α, the distance between two
fingerprints is arbitrarily small.

We finally can address the problem of interference effect on performance of localization solu-
tions. The goal is to confirm theoretically and by using a simple example that the interference
can degrade the performance of localization solutions. We merely focus on the effect of interfer-
ence on RSSI-based fingerprinting assuming that RSSI values are reported in Watt. Because
the interference affects RSSI values by increasing its value, its effect is very similar to the effect
of using different devices.

We assume that the fingerprint is the average value of the received power. The function ϕ
used for fingerprinting comparison is assumed to be Euclidean distance. Consider the previous
fingerprinting algorithm for free space however we have an additional interference:

Y =
X

d
α
2

+XI + Z.

where d is the distance between receiver and transmitter, α is the path loss exponent and Z is
Gaussian noise and I is the interference signal. Note that the database is constructed under no
interference. Therefore for a single power measurement, we can use the following fingerprint
for x ∈ X :

F (v) =
PT

‖u1 − v‖α +N.

where u1 is the location of the anchor. When the measurement is done under the interference
located at uI , we have:

F ′(v) =
PT

‖u1 − v‖α +
PI

‖uI − v‖α +N.

It can be seen that the interference power is added to the the fingerprint. The closest finger-
print to the measurement fingerprint F ′(v) is the fingerprint of location v′ that has the same
fingerprint and therefore the error of such detection can be determined as ‖v − v1‖.

PT
‖u1 − v′‖α =

PT
‖u1 − v‖α +

PI
‖uI − v‖α .

www.evarilos.eu Page 58 of 171 c©EVARILOS consortium



EVARILOS - 317989 Report on Final Results of Interference Robust Localization

Right away, we can see that the declared location v′ should be closer to the real location v. By
using a similar mean value theorem argument, we can see that the geometric error ‖v′ − v‖
can be obtained as follows:

‖v′ − v‖ =
PI
αPT

‖u1 − v‖α+1

‖uI − v‖α . (3.1)

v is a point between v and v′. The following proposition gives us the bounds on maximum
localization error.

Proposition 4 The maximum localization error for RSSI-based fingerprinting algorithm under
interference with one anchor is bounded as follows:

∆max ≤
PI∆I

αPT
.

where PI is interference power and ∆I is defined as follows:

∆I = max
v

‖u1 − v‖α+1

‖uI − v‖α .

Proof We only need to use the fact that ‖u1 − v′‖ is less than ‖u1 − v‖ and the proposition is
obtained from (3.1).

The previous proposition tells us that the effect on interference on fingerprinting localization is
worse at the points that are farthest from the anchor but closer to the interference. This also
means that the close anchors can mitigate the effect on interference on RSSI-based finger-
printing. We will discuss these kinds of guidelines in the next part. The point of this chapter
however is to provide the basic example of performance degradation by interference. We will
return to these results in Chapter 7, where we explicitly consider the ways in which this effect
can be mitigated. For the moment, it suffices to see that the maximum localization error in-
creases linearly with interference power for RSSI fingerprinting solutions. This yields the main
motivation for what follows in the next chapters.
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Chapter 4

Conclusion

In this chapter, we have provided theoretical discussion around interference effect on localiza-
tion solutions. Although the performance of different modulation schemes (OFDM, DSSS) are
well known from signal-to-interference noise ratio, the effect of different types of interference
on received power has not been extensively studied. Different localization approaches are
sensitive to interference in different ways, and to different extent. Below we summarize some
of conclusions made out of our study.

4.1 RSSI (Received Signal Strength Indication)

The first important point of this part is that, one should not take RSSI reported by specific
technology equal to received power and even worse, as indicator of SNR. The RSSI report
is a manufacturer-dependent value which is an indicator of received power. The per-packet
RSSI is a measure of the signal power on the current channel while a packet is received. It is
a mapping of received power to a set of finite values. The mapping can indicate high or low
received power however one should be careful about what RSSI is referring to in reality.

One expected effect caused by interference is decreased PRR (Packet Reception Ratio), re-
sulting in that fewer RSSI measurements are collected, which in turn can lead to less reliable
average values, higher positioning latency, or both.

As long as the packet is received, it can be assumed that the signal to-interference-noise ratio
is above certain threshold however it does not mean that packet is not touched by interference
[35, 66]. Whether packet reception is successful depends on the signal-to-interference-noise
ratio which includes other parameters such as the radio hardware’s co-channel rejection prop-
erties. It has been shown that the received power is increasing as the interference power is
increasing until a threshold above which the packet cannot be received correctly. Experimental
results for a jammer confirm that as jammer power increases the received power and RSSI
increase as well while the PRR decreases.

On the other hand, the effective received power, calculated based on the demodulated signal,
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changes based on whether the interferer is using a modulated signal or not. In other words,
demodulation can potentially reduce the effect of interference on received power as it can be
seen in DSSS-based systems.

We have also discussed the effect of interference on RSSI-based fingerprinting solutions. As
the interference changes RSSI values, the fingerprint based on these values also change.
Difference between RSSI values of two points of same distance decreases as we move away
from the access points. Therefore localization of those points is more sensitive to interference.
The maximum error is shown to be bigger than a lower bound which is related to interference
power, anchor power and the worse placed points for localization.

4.2 ToA (Time of Arrival)

ToA in practical systems typically relies on averaging over many measurements due to the low
(relative to the speed of light) clock frequency. This makes the technique especially sensitive
to low PRR. Even worse is the case in which a two-way scheme is used to overcome the need
for device synchronization, because each measurement requires two packets to be received
correctly: the initiator’s range packet, and the responder’s acknowledgement.

In the experiments presented in this chapter, we observed that, especially for the STM32W
based node, the value of the ToA measurements are decreased under heavy interference.
This counter intuitive result can be attributed to hardware implementation details and it is hard
to pin down the exact unit responsible for this error.
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Chapter 5

Introduction

The theoretical and experimental results obtained in Part I shows that interference has differ-
ent effect on different types of localization solutions. For example, the estimated range for a
given distance decreases for ToA under DSSS interference, while it increases for RSSI-based
ranging.

One option to achieve interference robustness can therefore be to combine measurements
from different types of localization measurements. This is commonly referred to as multi-modal
localization. In Chapter 6, we develop a multi-modal localization platform [110] that we use
to combine measurements from different localization techniques in four different interference
scenarios.

A second option to achieve interference robustness is to learn how the localization solution
should be designed so that the robustness against interference increases. Also, we will see
how new anchors can be introduced to increase the localization accuracy under interference.
In Chapter 7, we discuss this problem through introduction of a theoretical framework.

A third way is what has been referred to as environmental awareness [88]. The idea is that
information about the interference, and the corresponding sources can be used to mitigate
the impact of interference on localization accuracy. In Chapter 8, we develop a procedure for
mitigating the influence of interference by estimating the interference power level in order to
remove the additive variability in WiFi beacon packets RSSI measurements.

65



Report on Final Results of Interference Robust Localization EVARILOS - 317989

www.evarilos.eu Page 66 of 171 c©EVARILOS consortium



Chapter 6

Multi-Modal Localization for Increased
Interference Robustness

One approach to develop interference robust localization solutions is to combine measure-
ments from multiple modalities, i.e., different measurement sources with different properties.

In this chapter we present a multi-modal approach to interference robust localization.

We develop and evaluate a multi-modal localization platform called Spray which we then use
to evaluate different combinations of RSSI, ToF, and fingerprinting-based techniques in the
four different interference scenarios described in Deliverable 2.3 [61] to compare the results of
using fused measurements to that of using the modalities individually. We find that when the
fingerprinting technique, which is the most accurate one, is heavily affected by interference,
then localization estimations can be improved by approximately 28% using RSSI and ToA
range measurements as additional modalities. Spray is also used in Part III in this document,
and in EVARILOS Workpackage 2.1

In Section 6.1 we present the work related to multi-modal localization. In Sections 6.2 and 6.3
we present and evaluate Spray, and finally, in Section 6.4 we perform experiments with the
different combinations of localization techniques in the different interference scenarios.

6.1 Background

For decades, localization has been of high interest in the field of robotics where most of the
associated problems can be divided into two separate categories: tracking and navigation.
Solutions to both these problems typically rely on a motion model that describes the dynamics
of the object to be localized, and information fusion techniques that combine information from
multiple sensors. For this purpose, it is common to use Bayesian filters, such as a Kalman
Filter (KF), Extended Kalman Filter (EKF), or Particle Filter (PF) [5]. A drawback with KF is

1This work has been published and presented at WONS 2014 [110].
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the assumption that the system and measurement processes are linear. This fails to hold in
a variety of realistic scenarios. EKF approximates the linearity assumption by linearizing the
system and measurement prediction functions using Taylor series expansion. While EKF are
easy to use, intuitive, fast and have nice theoretical properties regarding stability, they also
have some drawbacks. Most importantly, EKF assume that both measurement and process
models are smooth (differentiable), and, in fact, are not too far from linear. EKF will not work
for considerable non-linearities, even if models are smooth. An example of such highly non-
linear systems is the use of maps. Second, the computation and programming of the Jacobian
matrices needed by EKF are often complex and error prone. Third, EKF expect that noise is
Gaussian. Particle filters, while much slower than EKF, do not suffer from these drawbacks.

Although particle filters are considerably more computational intensive than KF and EKF, they
are more modular because they represent probability distributions by a set of discrete points
that can be manipulated individually.

All localization scenarios do not fit the typical navigation or tracking methodologies, however.
Stationary Wireless Sensor Networks (WSN) localization is different from tracking and naviga-
tion in two fundamental aspects. First, there is no motion involved in the estimation of static
node locations. This means that there are no ways to obtain a second set of measurements
from a second location if the current measurements are inaccurate or are coherent with mul-
tiple different locations. In a robot navigation application, the robot can move and improve
position estimations by using new sensor readings in combination with the motion model. Sec-
ond, nodes that are far from anchors might have to be estimated recursively in the sense that
their positions are estimated based on previously estimated positions of other nodes, which
results in the propagation of measurement errors.

For this reason, many other schemes have been proposed for stationary WSN node localiza-
tion. Some of these are based on the assumption that nodes have LoS, existing infrastructures,
or specific geographical information [80, 81, 93, 101, 86, 29, 50, 15, 83]. Moreover, most ap-
proaches rely on mathematical models that are difficult to modify to incorporate more than one
localization modality [94, 97, 78]. Within the field of WSN, Bayesian filters have mostly been
used for tracking or navigation applications [96, 103, 51, 6, 38, 52], out of which few exploit the
modularity of particle filters [38, 52, 89]. There are approaches that use particle filter based
solutions for stationary WSN node localization, but these are limited to location estimation
based on a single modality: Rudafshani et al. [92] rely on a PF to estimate locations based on
range-free information; Huang et al. [41] use a decentralized PF to estimate node positions (in
a potentially mobile WSN); and Ihler et al. [42] use non-parametric belief propagation, a gen-
eralization of PF, for the same purpose. For the localization platform developed in EVARILOS,
we build on the same ideas, but take a next step to extend to multiple localization modalities
to minimize the final position estimation errors caused by imperfections in measurements of
individual modalities. The platform provides a framework in which new localization modalities
can be defined in terms of generators, evaluators, and a voting mechanism to determine the
order in which node positions will be estimated.
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6.2 A Multi-Modal Localization System

Numerous methods exist for fusing location information. None of them, however, handles the
case that is common in multi-hop WSN localization, namely, that multiple nodes must be posi-
tioned simultaneously, and some node locations have to be estimated based on previously es-
timated nodes. To handle this case, a new multi-modal localization system, called Spray [110],
has been developed within EVARILOS.

This section presents the system, and we empirically evaluate it in real-world, indoor and out-
door experiments using different combinations of 5 different modalities, of which two are RF-
based. We show that, in many cases, the accuracy can be improved significantly by combining
localization modalities, and by combining all modalities, we obtain node position estimation
accuracy of around 2.5 m, using only 2 anchor nodes as reference points. We also compare
our system, using a single modality, to a traditional localization approach and demonstrate that
it performs well also in this basic case. The core of Spray consists of a centralized particle
filter based algorithm in which the particles represent possible node locations. The two main
differences between Spray and other particle filter based localization systems is that: 1) it is
able to estimate stationary sensor node positions using a small set of anchors, as opposed to
tracking moving objects using an existing infrastructure with known node positions [38, 52], and
2) it provides a component-based framework into which multiple localization modalities can be
easily incorporated, in contrast to other approaches that tightly couple a single modality to the
fusion algorithm [42]. This enables Spray to be tailored to different deployment scenarios in
which different sets of modalities are available.

We now explain the basics of particle filters in general, and then we describe the particle filter
used in Spray.

6.2.1 Particle Filters

A particle filter represents the state st of a system at time t, by a set of N discrete samples
known as particles {pkt }Nk=1, each with an associated weight wkt . The state is updated by
generating a new set of particles {pkt+1}Nk=1 based on a system model, and the current set
of particles {pkt }Nk=1. In the case of navigation and tracking, this system model is typically a
motion model. At each time t, a measurement yt of the world is performed (e.g., by measuring
the distance to walls, etc.,); and each particle pkt is weighted based on the likelihood for the
system of being in state pkt and observing the measurement yt. The weights are, subsequently,
normalized such that

∑N
k w

k
t = 1. The system state can then be estimated by ŝt =

∑N
k=1w

k
t p

k
t .

An additional step known as resampling is typically performed at specific intervals. It consists of
selecting N particles with replacement such that each particle pkt is selected with a probability
wkt . The particles are then, typically, re-weighted such that each weight wkt = 1/N .
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Figure 6.1: Spray decouples the localization modalities from the fusion algorithm by
encapsulating each modality in an individual component. Each component has, potentially, its
own dedicated particle evaluator and generator, which are used to weight, and generate new

particles, respectively.

6.2.2 The Spray Particle Filter

To enable Spray to be tailored to different scenarios in which different sets of measurement
modalities are available, the system represents each measurement modality as a separate
component (See Figure 6.1). Each component has an associated particle evaluator, which is
used to weight particles according to their coherence with the measurements corresponding
to that modality. Components can also have an associated particle generator, which is used
to generate particles in regions where the true node position is likely to be, according to the
measurements. The use of generators is simply an optimization that limits the number of
generated particles. Without this optimization, particles would have to be generated over the
entire area of interest. Some components do not implement generators, such as the map
component because it would not result in an optimization, since particles would have to be
generated over, potentially, very large regions. Figure 6.3 shows the components used in our
evaluation in Section 6.3. Components only define how measurements are used, and are
agnostic how they are collected.

Although the separation of modalities into separate components is one of the key ideas of
Spray, it is possible to combine several modalities into a single component. This can be useful
in cases where modalities are not statistically independent of each other.

As mentioned before, stationary WSN localization is different from traditional navigation or
tracking applications in that it involves no motion, and that it must handle nodes for which there
are no direct measurements available from the anchor nodes. Here follows an overview of the
estimation process.

An Overview of the Estimation Process

The estimation phase is an iterative process. In each iteration, each node’s position is esti-
mated, one at a time, until all unknown nodes have been positioned. Let us consider the single
modality scenario shown in Figure 6.2(a) where three nodes with unknown positions (nodes
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(a) (b) (c) (d) (e)

(f) (g) (h) (i) (j)
Figure 6.2: The estimation process. The positions of nodes 2, 3, and 4 are to be estimated

based on range measurements. Nodes 1 and 5 are anchors. The process consists of
alternating between generation, evaluation, and resampling of particles.

2, 3, and 4) are to be localized with the help of two anchor nodes (nodes 1 and 5). Let us
also assume that only one range measurement for each immediate neighboring pair of nodes
is available.

Initially, particles for node 2 are generated based on the known position of node 1, and the
range measurement between node 1 and node 2 (Figure 6.2(b)). Then, as shown in Fig-
ure 6.2(c), a subset of these particles is selected to represent the temporary estimate of node 2.
However, with only one range measurement, we cannot obtain a better estimate than this cir-
cular cloud. The same process is subsequently executed for node 4 using the range measure-
ment to node 5 (Figure 6.2(d)). Then, node 3 is estimated based on the estimated positions
of nodes 2 and 4, and their corresponding measurements to node 3 (Figure 6.2(e)). There-
after, a subset of these particles is selected based on the weights assigned to them based on
both measurements (Figure 6.2(f)). This concludes the first iteration with a temporal position
estimate computed for all nodes. In the second iteration, all estimated node positions will be
refined. Figure 6.2(g) shows the particles generated for node 2 in this iteration. This time, the
measurement to node 3 is also used, as we now have a position estimation for it. Figure 6.2(h)
shows the selected subset after evaluation. The corresponding procedure is then carried out
for node 4, and the result is shown in Figure 6.2(i). Finally, as shown in Figure 6.2(j), node
3’s position is estimated again with the new position estimations of nodes 2 and 4, and the
corresponding range measurements.

As illustrated by the example scenario, an important aspect of the filter is the order in which
node positions are estimated. One reasonable approach is to start with the nodes that have
direct measurements available to an anchor node, and then, recursively, continue with nodes
that have direct measurements to previously estimated nodes, and so on. Different modalities
may provide measurements between different pairs of nodes, and therefore, it is not possible
to define a generic estimation order that is optimal with respect to all modalities. In Spray, the
estimation order is based on special priority weights that are assigned to nodes by the different
components. The geometric mean is then computed from the individual weights to form the
total weight for each node. We use the geometric mean, rather than the arithmetic mean,
because of its insensitivity to differences in scale between the elements averaged.
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Individual Node Estimation

We now explain the process of estimating the position of a single node as illustrated in Fig-
ure 6.1. In this description, we assume that each node location is represented by N particles,
each with a position and a weight, and that all weights are normalized such that their sum is
equal to 1.

The process of estimating the position for node i is as follows: (1) Each generator generates
a number of particles. (2) Each evaluator e computes a weight zke for each particle pk. Evalu-
ators also compute weights for particles that have been generated by other components. The
manner in which an evaluator computes these weights depends on the nature of its associ-
ated modality. (3) The geometric mean is then computed to estimate the total weight for each
particle pk according to the following equation: wki =

∏n
e=1(zke )

1
n , where n is the number of

evaluators. The reason for using the geometrical mean is that it is insensitive to difference
in scale of the weighting functions of the different components. (4) Finally, the particles are
resampled with replacement as described in Section 6.2.1, such that N particles are selected
to represent the node’s location.

6.2.3 Implemented Components

Generator

Range

Dead Reckoning

Step Counter

(Non)-Proximity

Map

Evaluator

Figure 6.3: The implemented Spray components. (Non)-Proximity, and Map components do
not have particle generators.

In this section, we describe the internal structure of the implemented components. Figure 6.3
shows the components, and whether they implement particle generators or not. Components
estimate node positions, potentially based on previously estimated positions of other nodes.
This involves selecting reference particles, from the node with an already estimated position, for
both generation and evaluation of the particles for the node whose position is to be estimated.
For example, if we have a range measurement r between node i and node j, and node j
already has an estimated position, we select a reference particle from node j, and generate a
new particle at a distance r from it. This reference particle can be selected in many ways. Let
us assume that the position of node j is already estimated, and that we want to estimate the
position of node i. One approach, using the same notation as in previous sections, is to use
all particles of node j to evaluate each particle of node i by computing the weights as: zke =∑N

q=1w
q
jf(pki , p

q
j). Here, e denotes the evaluator corresponding to a specific measurement
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from node i, and f(·) is the weighting function for a particular evaluator. However, if M is the
total number of generated particles, this requires MN computations per measurement. This
can, in many cases, be too computationally intensive to be practical. Instead, we use a single
particle pmod(s+k,N)

j as a reference, where s ∼ U(1, N) is a uniformly distributed random offset

and evaluate the weighting function as f(pki , p
mod(s+k,N)
j ). This results in only M computations

per measurement. Although, there is a risk that an outlier particle is selected as reference, the
consequences of mis-weighting single particles are small when the number of particles is high.

The Range Component

Given a range measurement r∗ and a reference particle q, the range component generates a
new particle p according to Equation (6.1):

p = q + r
[
cos(α) sin(α)

]
(6.1)

where r ∼ r∗ +N (µ, σgen), and α ∼ U(0, 2π). Here, N and U denote the normal and uniform
distributions, respectively. The result is a circular cloud of particles around node j with mean
radius r and width determined by σgen. The range component’s evaluator weights a particle p
by first computing its distance dp,q =‖ p− q ‖ to the reference particle q, and then, computing
the weight using the probability density function fN (·) of the normal distribution with mean r
and standard deviation σeval as z = mfN (dp,q − r∗, µ, σeval), where m = 1/fN (0, 0, σeval) is a
normalization factor.

The Step Count Component

In some scenarios, sensor nodes are deployed by foot. By counting the steps between node
locations, it is possible to get an upper limit of the distance between two nodes. This informa-
tion is, typically, not enough by itself to give accurate node estimates, but together with e.g.
range measurements, it can improve the estimation accuracy by complementing range mea-
surements that have large errors due to multi-path effects. With n as the number of steps and
l as the step length in meters, the generator of the step count component generates particles
on a disc with radius nl from the reference particle q as in Equation (6.1), but with r ∼ U(0, nl).
The corresponding evaluator weights a particle p by first computing the distance dp,q to the
reference particle q, as in Section 6.2.3, and then computing the corresponding weight z = 1 if
d < nl, and z = mfN (d, nl, σeval) otherwise. Again, m is a normalization factor such that z = 1
when d = nl. This way, particles that are within the radius nl are given a weight of 1. Weights
are then decreased at a rate depending on σeval.

The Dead Reckoning Component

The dead reckoning component combines step counting with directional measurements for
each step. Given that the directional measurement βi for the ith step and the total number
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of steps n, the displacement can be computed as: y = nl
∑n

i=1

[
cos(βi) sin(βi)

]
. Using the

polar representation
[
r∗ α∗

]
for y, the dead reckoning particle component generates particles

according to Equation (6.1), but with r ∼ N (r∗, σgenr ) and α ∼ N (α∗, σgenα ). The evaluator
weights a particle p using the bivariate normal distribution fBV N(·), a reference particle q and
its polar representation

[
k γ

]
, according to Equation 6.2, in which we have assumed that the

errors of r∗ and α∗ are mutually independent. m is, again, a normalization factor.

z = mfBV N

([
k − r∗

mod(|α∗ − γ|, π)

]
,

[
0
0

]
,

[
σevalr 0

0 σevalα

])
. (6.2)

The Non-Proximity Component

The non-proximity component exploits the fact that if two nodes are not within each other’s radio
range, it is also unlikely that they are physically close to each other. Nevertheless, this assump-
tion can be false if, for example, there is a thick wall between the nodes. The non-proximity
component has no associated particle generator as very high number of particles can poten-
tially be needed to cover the regions regarded as possible. The evaluator weights particles
based on a reference particle q, and a limit h as z = 1 if dp,q > h, and z = mfN (dp,q, h, σ

eval)
otherwise.

This is very much the opposite to the evaluator of the step counting component. The result is
that particles outside a circle of radius h are assigned a weight z = 1, and weights decrease
within this circle with a rate determined by the parameter σeval.

The Map Component

The map component has no particle generator, for the same reasons as the non-proximity com-
ponent. The evaluator weights particles according to the region in which they are positioned
on a graphical map. It is binary in the sense that it assigns a weight of 1 to particles in regions
defined as possible, and 0 otherwise. Maps can contain useful localization information, and
can, in some cases, be automatically extracted from the Internet. In an outdoor deployment,
for example, all regions covered by buildings can be defined as impossible. The key benefit of
using maps is that they can limit the solution space for position estimation. This is particularly
true if there are nodes without direct measurements to anchors, in which case positions must
be derived from previous position estimates.

6.3 Spray Evaluation

In this section, we evaluate Spray in both an outdoor and indoor environment. First, in Sec-
tion 6.3.1, we present the experiment settings, and the two scenarios used for evaluation. In
Sections 6.3.2 and 6.3.4, although Spray is agnostic to how measurements are obtained, we
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(a) (b)
Figure 6.4: An outdoor (a) and an indoor (b) scenario. Black dots show the true node

positions, and the squares containing numbers show the estimated positions. The lines
between the dots and the squares, show the relation between position estimations and the

true positions.

present the methods we use to collect measurement data, and present micro-benchmarks for
the range and dead reckoning components. The purpose is to report the quality of the input
measurements. In Sections 6.3.5 and 6.3.6, we investigate how different internal parameter
settings affect the performance of Spray. Finally, in Sections 6.3.7 through 6.3.11, we evaluate
our system by: 1) Comparing Spray, using only the range component, to a multilateration-
based algorithm. 2) Analyzing the contribution of the different components by evaluating all
possible combinations. 3) Evaluating it using a single anchor as reference point. 4) Evaluating
the effort of implementing new components, by reporting the lines of code that is specific to
each of the implemented components.

6.3.1 Experiment Settings

Each experiment in this section consists of 100 different runs using the same setup (i.e. com-
ponent parameters, number of particles, anchor nodes, etc). For each run, Spray is executed
for 40 iterations. For each iteration we compute the RMS (Root Mean Square) error as a single
error measurement for all the nodes in the scenario. We then compute the mean for each iter-
ation over the 100 runs, resulting in a single average RMS value for each iteration for a specific
setup. We refer to this error as the mean RMS error. As an error measurement for a whole
setup, we take the average of the mean RMS errors for the 30 last iterations, and present this
value together with the corresponding standard deviation. We evaluate Spray in two different
scenarios. An outdoor, and an indoor scenario shown in Figure 6.4(a) and (b), respectively.
In the outdoor scenario the dark gray regions represent buildings, and the gray region in the
indoor scenario constitutes a corridor in an office area. The distances between nodes 0 and 9
in the outdoor and indoor scenarios are 31 m and 43 m, respectively.

6.3.2 The Range Measurements

We use the ranging method that was first proposed by Mazomenos et al. [74], and further
refined by Pettinato et al. [84]. This method is not as precise as some cross-correlation meth-
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ods under LoS conditions using sound [78], but shows better performance in NLoS conditions.
Moreover, it allows for the use of a standard IEEE 802.15.4 radio transceiver, which is commonly
available on WSN motes. In the outdoor experiment, we use the STM32W based STM32W
RF Control kit development boards from STMicroelectronics. The STM32W has an integrated
IEEE 802.15.4 radio and a 24 MHz crystal oscillator. Ranging with these nodes was performed
without external antennas. In the indoor experiment, we use MSP430-based sensor nodes with
a CC2420 radio, a 8 MHz crystal oscillator, and external antennas. The empirical cumulative
distribution functions (CDF) for the ranging errors, for both the indoor and outdoor experiments,
are shown in Figure 6.5(a). We observe that 75-80 % of the measurements are below 5 m, and
that all ranging errors are below 11 m.
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Figure 6.5: Estimation errors of the ranging (a), and dead reckoning (b) methods. The

ranging errors are given as the difference between true and estimated distances between
nodes. For both scenarios, 75-80 % of the range measurements are below 5 m. For dead
reckoning, the error is given as the difference between the true and estimated absolute

positions of the nodes. 70-90 % of the estimation errors are below 5 m.

6.3.3 Dead Reckoning Measurements and Step Counting

The dead reckoning measurements are collected using an Android smart phone, running a
customized application, attached to the person deploying the sensor nodes. The application
logs both the accelerometer, and magnetometer values from the phone to identify steps and
compute the direction of each step. The same step measurements are also used for the step
counting component. Figure 6.5(b) shows the CDFs of the errors of the absolute position
estimations computed from the raw dead reckoning measurements for both scenarios. This is
computed without the use of Spray, and with node 0 as the only reference point. We observe
that 70-90 % of the measurements are below 5 m, and that all errors are below 8 m.

6.3.4 Maps

Figure 6.4 shows the maps used in the two scenarios. The light-gray regions define the node
placement zones. For the outdoor experiment, only parts that are known to be buildings are
removed. This information can easily be extracted from services available for free on the
Internet. The map for the indoor scenario, however, contains much more detailed information

www.evarilos.eu Page 76 of 171 c©EVARILOS consortium



EVARILOS - 317989 Report on Final Results of Interference Robust Localization

which cannot be obtained automatically from the Internet. On the other hand, emergency
exit maps are available for many buildings. These can be used in combination with drawing
program-like tools to define regions where nodes can be positioned. In this case, there is a
trade-off between the number of nodes that are to be deployed and the extra work of defining
the possible regions.

6.3.5 Component Parameter Settings

Components are typically associated with a set of parameters that determine the behavior of
both generation and evaluation of particles. An example of this is the standard deviation σgen

of the ranging component that determines the width of the particle cloud. The choice of pa-
rameter settings profoundly affects the performance of Spray. We run a parameter sweep for
different combinations of values for all the σ-parameters defined in Section 6.2.3. We select
the best configuration for each of the two scenarios and run it 100 times. The top figure in
Figure 6.6 shows how the mean RMS error evolves over the 40 iterations for these configura-
tions. The errors have converged after approximately 5 iterations in the outdoor scenario, while
almost instantaneously in the indoor scenario. Moreover, the two scenarios yield comparable
results. The middle figure in Figure 6.6 shows the result when the two configurations have
been interchanged such that the best configuration for the indoor scenario is applied to the
outdoor scenario, and vice versa. As expected the errors increase in both cases. Notably is
also that the estimation error for the outdoor scenario decreases to a certain point, and then
starts to increase again. The errors do, however, converge to a reasonable level in both cases.
We now derive a compromise configuration by selecting the configuration that minimizes the
sum ein(ci)

2 + eout(ci)
2, where ein(ci), and eout(ci) are the errors for the indoor, and outdoor

scenarios, respectively, resulting from applying configuration ci. The bottom figure in Figure 6.6
shows the result of applying this configuration to both scenarios. The performance is improved
in both scenarios compared to the switched-configuration setting. This shows that, for these
scenarios, it is possible to find a common configuration that yields reasonable performance

6.3.6 The Optimal Number of Particles

We investigate how the estimation accuracy depends on the number of particles that are gen-
erated for each measurement, and the number of particles that are kept, i.e., resampled to
represent a single node position. We refer to these parameters as gen and keep, respectively.
Each component that has a particle generator (i.e. the range, dead reckoning, and the step
counter components, in our setup), has its own gen parameter that specifies the number of
particles to generate for each measurement. We perform a parameter sweep over all differ-
ent combinations of gen in the domain (50, 100, 200, 400, 800), at different settings for the
keep parameter, (200, 400, 800, 1600). Figure 6.7 shows the results of this sweep. The x-axis
of the figure indicates the sum of the different gen values of all components. That is, if the
range, step counting, and dead reckoning components, in a particular sweep instance, use a
value of gen equal to 50, 400, and 100, respectively, the sum is 550. This is however, not the
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Figure 6.6: Different Parameter Configurations. (top): The evolution of the mean RMS error
for 40 iterations, using the best parameter configuration found for each scenario. (middle):

The best configurations is interchanged (bottom): A common, compromise, configuration is
applied to both scenarios.

actual number of particles that is generated, since that also depends on the number of mea-
surements that exists for each component. In general, multiple sweep instances result in the
same sum. The three stacks in each sub-figure, represent the max, mean, and min estimation
error for all the sweep instances resulting in the gen sum indicated by the x-axis. Hence, the
min curve represents the best configuration for a given sum. From the min curves, we see
that, for the outdoor scenario, the estimation error for the best configuration decreases with the
number of particles up to a certain level. Then it starts to increase again. The performance for
the indoor scenario, on the other hand, seems independent of the different values of gen and
keep. A reason for this could be that the possible locations, as defined per the map, repre-
sent, mostly, relatively narrow corridors, rendering a low number of particles sufficient. From
the figure, we also see that varying gen and keep within these ranges has little impact on the
measurement error (only in the order of cm). The peaks in the max stack, representing the
worst configuration for a given sum, shows that some configurations yield relatively high errors.
These correspond to when few particles are generated for the dead reckoning component, and
a many are generated for, at least one of the range and step counting components.

Figure 6.8 shows the average time it takes to complete an iteration, i.e. to estimate all the node
positions a single time, for different number of generated particles on a quad core 3.4 GHz PC.
The x-axis representation is the same as in the previous figure. It is approximately linear and
does not differ significantly between the two scenarios. The average iteration time for a total of
e.g. 1000 particles is approximately 500 ms. Running the filter for 20 iterations, as suggested
in Section 6.3.5, results in a total estimation time of approximately 10 s.
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Figure 6.8: Average time to complete an iteration for different number of generated particles.
It is approximately linear and does not differ significantly between the two scenarios.

6.3.7 Spray vs. Multilateration

Here, we compare Spray to a multilateration-based algorithm. Multilateration is a standard
method for estimating positions based on range measurements. First, we compare Spray to
multilateration, using only the ranging component. We do this to show that even without addi-
tional information, such as maps or dead reckoning, Spray yields comparable results. Then,
we incorporate the step counting component to demonstrate the benefits of using multiple
modalities. For multilateration, we set up an equation system similar to the one described by
Savvides et al.[94], and use the Gauss-Newton method to solve it.

The performance of the Gauss-Newton method is sensitive to the choice of initial values (i.e.
the initial guess of where nodes are). We use initial positions that are randomly distributed
within the range of 5 m from the true position. To prevent the system from oscillating, we use a
shift cutting factor of 0.1 to re-scale the update vector in the Gauss-Newton method.
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Figure 6.9: Spray vs. multilateration. Spray produces comparable results to the tested
multilateration algorithm. Adding a second component (step counting) improves the

estimation results, and makes Spray produce more accurate position estimations than the
multilateration algorithm, in both cases.

For both algorithms, we use three anchor nodes 0, 2, and 9 in both scenarios. The total errors
for Spray are computed as described in Section 6.3.1, and the errors for the multilateration
algorithm are computed similarly: we run the algorithm 100 times for each scenario. Each
run consist of 2000 iterations to ensure convergence. After each run, we compute the RMS
error for the non-anchor nodes in the last iteration. We then take the average of the 100 RMS
values, and use the total mean RMS error, together with the corresponding standard deviation.
The two leftmost bars in Figure 6.9 represent the RMS errors for the multilateration algorithm
for the outdoor and indoor scenarios, respectively. The third bar is the mean of the first two.
The next three bars show the RMS error for Spray, using only the ranging component. The
two systems perform similar on average. Spray performs better in the outdoor scenario, but
worse in the indoor scenario. The three rightmost bars in the figure show the RMS error
of Spray when the step counting component is added. This improves the accuracy for both
scenarios, decreasing the mean error with approximately 2.5 m. Although the step counting
measurements are similar in nature to ranging measurements, there is no straight forward way
to incorporate this information into the multilateration algorithm.

6.3.8 The Contribution of Individual Components

We now turn to investigate the contribution of the individual components. We run all possible
combinations of components for both the indoor and outdoor scenarios. In this experiment we
use two anchors: node 0, and node 9.

Figure 6.10 shows the result of each combination that contains at least one particle generator.
That is, there is for example no bar representing only the map component, because it does not
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Figure 6.10: The contribution of individual components. The letters R, S, D, M, and P denotes
the Range, Step counting, Dead reckoning, Map, and non-Proximity, respectively. For both
scenarios, the best combination is the one including all five components. The eight best

include both D and M.

have a particle generator, and hence cannot be used alone. In the figure, the letters D, P, M, S,
and R, represent Dead reckoning, non-Proximity, Map, Step count, and Ranging, respectively.

The results also show that the dead reckoning component is the single most important compo-
nent. Removing it, always results in errors of over 7 m in the outdoor scenario. In the indoor
scenario, however, reasonable accuracy can still be obtained, possibly because of the fine
grain information of the map, by combining the map and range components. Moreover, the top
eight combinations include both the dead reckoning, and the map component. We also note
that including an additional component can in some cases actually decrease the performance,
and that it is difficult to see a pattern for when this happens. However, the highest accuracy is
obtained by combining all components.

6.3.9 Simulation Results

Particle Filters are optimal filters, meaning that if the measurement error distributions are per-
fectly known for all modalities then the performance will, on average, be at least as good as if
using only the best modality. That is, estimation accuracy can only increase or remain equal on
average if we add modalities. This is because modalities with high variance will not be trusted
as much as modalities with low variance.

The results from the real-world experiments reported here seems to indicate that this is not al-
ways the case for Spray. It should be stressed, however, that 1) in the real-world experiments,
the error distributions are not perfectly known. 2) The theorem holds only on average, and it is
possible that less modalities give better results than using more modalities, for individual mea-
surement points. 3) Some node estimations are made recursively in the reported experiments,
depending on previously estimated (non-anchor) nodes. 4) The number of measurements is
limited. These circumstances make it difficult to conclude from the real-world experiments
whether or not Spray has the properties of optimal filters.

We therefore perform simulated experiments in which we evaluate the benefits of using two
modalities compared to using a single modality, for different error distributions. All distributions
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are zero-mean normal distributions, but with different standard deviations. In the first exper-
iment, we let the standard deviation of the model used to evaluate particles remain fixed at
σeval=3, while in the second experiment we let σeval vary according to the actual error distri-
bution that was used by the simulator to generate the measurements. The results from the
two experiments are shown in Figures 6.11 and 6.12, respectively. The lines labeled single
represent the case in which a single modality is used, with measurement standard deviations
σ0 according to the x-axis. The other lines show the result for when two modalities with mea-
surement standard deviations σ0 and σ1. Each line represents a specific value of σ1, while σ0

is still given by the x-axis.

In the first experiment it is actually better to use a single modality (if we pick the best one) if one
modality has low measurement errors, and the other one has high. This is because the particle
filter expects the two modalities to be equally accurate, and hence weights measurements from
both modalities equal.

In the second experiment, in which the σevals reflects σ0 and σ1 of the actual measurement
errors, the result is at least as good for all measurement points (with an exception for σ0 =
1). This is the expected result when the error distribution is perfectly known, and shows that
Spray performs optimally under such circumstances.
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Figure 6.11: Simulation experiment: fixed
error distributions (N(0,3)) for all settings.

Figure 6.12: Simulation experiment:
perfectly known error distribution.

6.3.10 Single Anchor Localization

We now evaluate the system with a single anchor node (node 0), in the two scenarios. We
use two different settings. One with only the dead reckoning component, and another with all
components. The purpose is to see to what extent the performance can be attributed to the
dead reckoning component alone. The results are shown in Figure 6.13. The two scenarios
yield very different results: errors decrease when all components are used in the indoor sce-
nario, but increase in the outdoor scenario. The error, when averaged over both scenarios is,
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Figure 6.13: Estimation errors for localization using a single anchor. Using the dead reckoning
component alone, gives lower errors in the outdoor case, while a combination of all

components give lower errors both on average, and in the indoor case.

however, lower when all components are used as indicated by the last bar in each group in
the figure. The fact that the performance, in the dead reckoning case (i.e. in the first group
in the figure), is significantly higher for the outdoor scenario than for the indoor scenario is
counter intuitive, taking into account the results of Figure 6.5(b) that shows that the indoor
dead reckoning measurements are of higher accuracy than in the outdoor case. The reason
can be that different parameter settings are used for the dead reckoning component in the two
experiments.

6.3.11 Adding New Components

To demonstrate the ease of adding new components to the system, we specify the number
of lines of component specific Java code that has been written to implement the component:
All generators: 4 lines, evaluators between: 4 and 9 lines, and ranking mechanisms: between
21 and 40 lines of code. The ranking mechanisms are the functions used to compute the
evaluation order of the nodes. It should be noted that the dead reckoning and step count
components share the same code for computing ranks, which indicates that ranking code can
in some cases be reused by new components. The generators, evaluators for each component
implement the respective mathematical functions described in Section 6.2.3.

6.4 Multi-Modal Localization Under Interference

Here we experimentally investigate how interference robustness can be improved by combining
multiple modalities using Spray. We use the results from fingerprinting, ToA, and RSSI experi-
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ments from the TWIST testbed, collected in Tasks 2.2 and 2.3. In some interference scenarios,
using all modalities significantly improves localization over using the best single modality alone,
while in the others no significant improvement is obtained.

To incorporate fingerprinting into Spray we designed a new component we call the proximity
component. It generates particles p around the believed location x according to p ∼ x +
N (µgenloc , σ

gen
loc ), and evaluates particles according to fN (p − x, µevalloc , σ

eval
loc ), where fN (·) is the

probability density function of the Normal distribution.

6.4.1 Modality Error Distributions

We evaluate the experiments with both a Gaussian distribution which parameters are esti-
mated from the experiment measurements, and a distribution estimated using kernel density
estimation (KDE), also using the experiment measurements for estimation. Figure 6.14 shows
the empirical and the estimated distributions for the different modalities for each of the inter-
ference scenarios. In most cases both the Gaussian and the KDE distributions fit well with the
measurement data, and give similar results except for in one case where the KDE distribution
failed to produce a location estimation due to assigning zero-weights to all particles. Another
draw-back of KDE is the computational overhead it induces in the evaluation phase of the par-
ticles. For these reasons we use only the Gaussian distributions in the results presented in the
following sections.

Moreover, the different interference scenarios give rise to similar distributions for a given modal-
ity, and experiments using different distributions for different interference scenarios give similar
localization accuracy as if a single distribution (estimated using all scenarios) for all scenarios
is used. The results presented in the following sections are obtained using the latter. For par-
ticle evaluation we use σeval as suggested by the distributions, and for particle generation we
use σgen = 2σeval.

6.4.2 Testbed Experiment

Figure 6.15 shows a standard box-plot the localization error for the different combinations of
modalities in the four scenarios. Red “+”s indicate mean errors. Figure 6.16 shows localization
error CDFs for the different combinations in the different scenarios.

RSSI and ToA perform better in interference scenarios 1 and 3 than in the reference scenario
and in interference scenario 2. Interference has little impact on these modalities because
measurements are taken on different channels, which avoids much of the interference.

Using single modalities, fingerprinting outperforms the ranging methods in the reference sce-
nario and interference scenario 2, but is comparable to RSSI ranging in interference scenarios
1 and 3. RSSI ranging performs better on average than ToA in all scenarios.

Using an additional modality improves, or gives comparable accuracy for all combinations in all
scenarios. In the reference scenario and in interference scenario 2, only a small improvement
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Figure 6.14: Modality error distributions for the different modalities in the four different
scenarios.

is obtained by using all modalities compared to using only fingerprinting, and it is most likely
not worth the extra overhead. However, in interference scenarios 1 and 3, which correspond to
802.15.4 and 802.11 jamming, respectively, the average improvement is approximately 28%.
These are the two scenarios in which interference has greatest impact on fingerprinting. Jam-
mer interference can typically be detected by continuously measuring the signal strength, and
on detection, the target node could collect and incorporate the two range modalities.

6.4.3 Multivariate ToA / RSSI Component

Figure 6.17 shows the RSSI range errors plotted against the ToA range errors. There is a
positive covariance (6.81) between the two. We create a new component that combines the
two modalities which takes into account this covariance during the particle evaluation process,
using a bivariate Normal distribution according to Equation 6.3, with same notation as in Sec-
tion 6.2.3.

z = fBV N

([
dp,q − r∗toa
dp,q − r∗rssi

]
,

[
µtoa
µrssi

]
,Σeval

toa,rssi

)
. (6.3)
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Figure 6.15: Different combinations of modalities for the four different scenarios in TWIST.

Figure 6.18 shows the results together with the results from using ToA and RSSI as individual
modalities. Comparing the multivariate version, labeled mv, with toa_rssi, we observe that the
results are almost identical with respect to the mean estimation errors. Adding the fingerprint-
ing modality (mv_fp) also yields comparable results to if ToA and RSSI are treated separately
and adding the fingerprinting component (toa_rssi_fp).
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Figure 6.16: Localization error distributions for the different combinations of modalities in the
four different scenarios.
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Figure 6.17: The RSSI range errors vs. ToA range errors. An empirical covariance of 6.81
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Figure 6.18: Comparison of treating ToA and RSSI as two separate modalities to combining
them into a single multivariate modality taking accounting for the covariance.
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Chapter 7

Interference Robust Fingerprinting
Localization

In this chapter, we provide the theoretical framework for studying the performance of finger-
printing localization solutions. Specifically this framework can be employed to study and design
interference robust fingerprinting solutions.

Despite all these efforts, a proper theoretical framework which addresses the impact of dif-
ferent localization parameters on fingerprinting performance is lacking. A proper theoretical
formulation of fingerprinting localization problem is useful as it can be used to derive guide-
lines and limits of fingerprinting localization algorithms. Thereby we can avoid designing the
localization system inefficiently. Also the general theoretical framework can be used to address
many existing problems and derive insights from their studies. The contribution of this chapter
is as follows.

• We provide a general framework for theoretical study of fingerprinting localization algo-
rithms. Fingerprinting algorithms are decomposed into different blocks and formal defi-
nition of each block is provided. We define a notion of achievability, in a similar spirit to
information theory, for geometric error. Based on this framework it is possible to define
new problems related to fingerprinting algorithms such as fingerprinting under different
constraints on number of training points or number of measurements.

• We prove a series of theorems establishing fundamental limits of fingerprinting algo-
rithms. First of all, we establish a connection between fingerprinting algorithms and
hypothesis testing problem. Based on that, the accuracy of fingerprinting algorithms
is shown to be related to Kullback-Leibler (KL) divergence between probability distribu-
tions of selected feature for fingerprinting at two different locations. As long as the KL-
divergence between these probability distributions is non-zero, it is possible to correctly
localize the target node with asymptotically vanishing error. Large deviation analysis is
provided on how fast the error vanishes with number of measurement. Different conse-
quences of these theorems for tuning fingerprinting algorithms are discussed.
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• We focus in particular on RSS-based fingerprinting algorithms. The effect of different
parameters such as path loss exponent, fading statistics, using heterogeneous devices
and anchor selection are discussed on localization performance. Specifically we show
that the shadowing and fading act in general in favor of fingerprinting algorithms.

• At the end, we provide the verification of these claims through experimental results.

We discuss the effect of radio propagation parameters, number of access points, number of
measurements and heterogeneous measurement devices on localization performance. The
asymptotic and non-asymptotic bounds are provided to relate the localization error to param-
eters of localization algorithm. We also address the effect of choice of similarity metric on
localization performance. Mainly we consider Euclidean distance-based and probabilistic sim-
ilarity metrics and compare their performances. In the next part, we discuss interference effect
on signal strength based fingerprinting localization algorithms. It is argued through theoretical
considerations that the interference effect on received signal strength is an additive element
proportional to interference power and depends on interference characteristics including its
modulation and traffic pattern. We verify these claims by conducting experiments. According
to these results, we discuss how interference is expected to affect the localization performance.
In the last part, previously derived theoretical conclusion are put into experimental evaluation
where we provide experimental results evaluating the performance of different localization so-
lutions under different interference scenarios. During the whole chapter, we expect that the
reader has already in mind the materials of Chapter 3. To ease the flow of this chapter, we
have included some of previously presented results.

Notation: Random variables are denoted by capital letters X, Y etc. Xn denotes (X1, . . . , Xn).
Vectors are denoted by bold letters like x. For sake of conciseness, we did not discuss techni-
calities around using abstract measures. It is implicitly assumed that for abstract measures, all
the claims of this chapter remain valid with additional assumptions such as respective absolute
continuity of measures in Kullback-Leibler divergence.

7.1 Theoretical Limits of Fingerprinting Methods: General
Case

In this section we will consider the general fingerprinting scenario and find bounds on their per-
formance. We do not assume anything about the conditional distribution PX|u except that the
measurements of the feature are independent and identically distributed. The following theo-
rem provides fundamental limits on the performance of fingerprinting localization algorithms.

Theorem 7.1.1 Consider a localization algorithm which uses M samples of the feature X
with conditional distribution as PX|u for localization. If the distribution PX|u is known to the
localization algorithm, then there is a pattern matching Ψ, such that for each pair of points
(v1,v2) and for any 0 < ε < 1 and large enough M ,

αM(v1,v2) ≤ ε (7.1)
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lim
M→∞

1

M
log βM(v1,v2) = −D(PX|v1‖PX|v2). (7.2)

Proof Consider two points v1 and v2 in localization space. Suppose that the target node is
placed at one of these points and we would like to find out the location using measurements
XM . The problem relates to statistical hypothesis testing in which we decide between PX|v1

and PX|v2 based on M samples. The decision is made using a test T on sample data. The
errors αM(v1,v2) and βM(v1,v2) are respectively missed detection and false alarm. The the-
orem is then equivalent to find bounds on previous errors in a hypothesis testing scenarios.
The proof is well known from [20] however we present the sketch the proof here. Knowing the
probabilities PX|v1 and PX|v2 , we define the following set:

AMε′ (X) =

{
xM ∈ XM :

∣∣∣∣∣ 1

M

M∑
i=1

log
PX|v2(xi)

PX|v1(xi)
+D(PX|v1‖PX|v2)

∣∣∣∣∣ ≤ ε′

}
.

Then from law of large numbers, as M goes to infinity, the term 1
M

∑M
i=1 log

PX|v2 (xi)

PX|v1 (xi)
tends to

its average value which is −D(PX|v1‖PX|v2). Therefore for large enough M , we can say:

αM(v1,v2) = PXM |v1
(XM ∈ AMε′ (X)) ≥ 1− ε.

Indeed, AMε′ (X) acts as a decision region for PX|v1 and the preceding inequality guarantees
that we can correctly identify v1 based on the measured feature XM with probability bigger
than 1− ε. Now let’s move to bounding βM(v1,v2). Suppose that the samples are obtained at
v2. We find an inner and upper bound on βM(v1,v2). The upper bound is obtained as follows:

βM(v1,v2) = PXM |v2
(XM ∈ AMε′ (X)) =

∑
xM∈AM

ε′ (X)

PXM |v2
(xM)

≤
∑

xM∈AM
ε′ (X)

PXM |v1
(xM) exp(−M(D(PX|v1‖PX|v2)− ε′))

≤ exp(−M(D(PX|v1‖PX|v2)− ε′)).

On the other hand, the inner bound is obtained as follows:

βM(v1,v2) = PXM |v2
(XM ∈ AMε′ (X)) =

∑
xM∈AM

ε′ (X)

PXM |v2
(xM)

≥
∑

xM∈AM
ε′ (X)

PXM |v1
(xM) exp(−M(D(PX|v1‖PX|v2) + ε′))

= αM(v1,v2) exp(−M(D(PX|v1‖PX|v2) + ε′))

≥ (1− ε) exp(−M(D(PX|v1‖PX|v2) + ε′)).

By taking the logarithm from both sides and tending M to infinity, the theorem is proved.
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Remark 3 Theorem 7.1.1 provides the fundamental bounds on error probability if minimum
geometric error is intended. In other words, the localization algorithm achieves the best error
probabilities subject to localizing every point in localization space.

Bounds on αM(v1,v2) and βM(v1,v2) are reminiscent of hypothesis testing problem, as it is
also mentioned in the proof. Basically the fingerprinting algorithm should decide between two
hypothesis, in this case between two locations, based on some observation. It can be seen
from the theorem that if D(PX|v1‖PX|v2) is non-zero, i.e. strictly positive, then the probability of
error asymptotically tends to zero with the exponent of D(PX|v1‖PX|v2). It can also be shown
that this is the best exponent one can get under the first constraint on αM(v1,v2) [20]. If
the KL-divergence of two probability distributions is small, this means that the error decays
with smaller exponent and therefore the more training point is needed to guarantee the fast
decay in error. In other words, M should be increased to compensate for small divergence and
provide smaller error. This makes sense intuitively because we need more observation to spot
the difference between very similar phenomenon.

The previous theorem provides also the guideline for choice of the feature used for fingerprint-
ing. For instance, consider RSS-based fingerprinting in open space with one anchor. Basically
if two points have the same distance from the anchor their probability distributions PX|v1 and
PX|v2 should be the same which means that the error cannot be bounded and the geometric
error in this case is equal to ‖v1 − v2‖ . Therefore the maximum geometric error δ that is
achievable with probability 1− ε, is as follows:

δ = max{‖v1 − v2‖
∣∣D(PX|v1‖PX|v2) = 0}.

The errors in (7.1) and (7.2) are obtained under the strong assumption that the localization
algorithm knows the conditional probability distribution. One point of using fingerprinting is
exactly to avoid the complexity behind relating the location to the received feature. So it is
interesting to see what happens if we do not know the conditional probability distribution. If
conditional probability distribution is not known, one option is to use the training phase to learn
the probability distribution at each point. Suppose that in the training phase, XM is measured
at v. The empirical distribution of XM can be defined as:

QX|v(X) =
1

M

M∑
i=1

1(X = Xi).

For finite feature space X , we know from law of large numbers that QX|v(X) will be almost
surely equal to PX|v as M tends to infinity. Therefore with large M , it is guaranteed that
the conditional probability distribution PX|v is recovered during training phase. However the
number of measurements required to have good estimation of conditional probability, also
depends on how good the estimation should be. A metric of good estimation is total variation
distance and it is defined as follows:

d(QX|v,PX|v) =
1

2

∑
x∈X

|QX|v(x)− PX|v(x)|.
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We know that d(QX|v,PX|v) tends to zero as M tends to infinity. The following proposition
provides bounds on how fast the empirical distribution tends to the original distribution.

Proposition 5 Consider the empirical distribution QX|v calculated based on M i.i.d. samples
Xi from PX|v. We have:

lim
M→∞

1

M
logP(d(QX|v,PX|v) > a) = − inf

P′X∈B(a,X )
D(P′X ||PX|v) (7.3)

where
B(a,X ) = {P′X : d(P′X ,PX|v) > a}.

Proof The proposition is direct consequence of Sanov’s theorem [21]. Note that a similar
analysis can be conducted for a general feature space X , not necessarily finite. We avoid the
technicalities here as the main conclusions remain similar. For the general analysis refer to
[21], Chapter 6.

The previous proposition has two interpretations, one related to the number of measurements
at training points and the second related to the number of measurements at the target node.
Because if the probability distribution has been estimated well during the training phase, then
the target node can runM ′ number of measurements and find the empirical distribution QX|v as
the fingerprint. The similarity kernel can be either the total variation distance or KL-divergence,
as they are related through Pinsker’s inequality [20] as follows:

d(Q,P) ≤
√

1

2
D(Q||P).

Similar to Theorem 7.1.1, if KL-divergence at the right hand side (7.3) is non-zero, Proposition 5
guarantees that the error will tend to zero asM ′ goes to infinity. Hence, we have shown that the
fingerprinting localization algorithm does not need to know a priori the probability distribution
relating the feature to the location. This can be learned during the training phase, especially if
an adequate amount of time is spent on gathering measurements.

The proposition also shows that the set B(a,X ) becomes larger as a becomes smaller and
therefore the minimum value at right hand side (7.3) potentially decreases which means that
the probability of error decays slower. This confirms the general trend, observed so far that, to
have better accuracy one has to increase the number of measurements.

The theorem 7.1.1 presents the limit on localization of two points. If the explicit conditional
distribution is not known and fingerprinting algorithm is used, then we are forced to use training
points in Λ which is a finite set. Suppose that also the estimated position belong to the same
training grid Λ. Localization in this scenario is equivalent to finding the Voronoi region Vu that
contains the target node which determines the closest training point to the target node. In this
scenario, we use the conditional probability distribution of observing feature X = x if the target

c©EVARILOS consortium Page 93 of 171 www.evarilos.eu



Report on Final Results of Interference Robust Localization EVARILOS - 317989

node is inside Vu. The estimation is done by finding the region that maximizes this probability.
We can define following errors for this scenario:

αM(Vu1 ,Vu2) = P(Ψ(XM) = u2| Target node is inside Vu1).

βM(Vu1 ,Vu2) = P(Ψ(XM) = u2| Target node is inside Vu2).

Following theorem provides the fundamental limit of localization under finite training point as-
sumption.

Theorem 7.1.2 Consider a localization algorithm which uses M samples of the feature X with
conditional distribution as PX|Vu for localization. Under the assumption of known distribution
PX|Vu for training points u ∈ Λ, there is a pattern matching Ψ, such that for any 0 < ε < 1,

αM(Vu1 ,Vu2) ≤ ε (7.4)

lim
M→∞

1

M
log βM(Vu1 ,Vu2) = −D(PX|Vu1

‖PX|Vu2
). (7.5)

Proof The proof follows the same line as Theorem 7.1.1.

The theorem 7.1.2 provides the justification for choosing coarser training grid to improve the
localization error. Even if there are points where D(PX|v1‖PX|v2) is very small, it is possible
to find a training grid for which D(PX|Vu1

‖PX|Vu2
) is much bigger. This scenario can happen

if the selected feature has limited variability in the localization space. For example, received
signal strength indicator (RSSI), reported in available off-the-shelf devices, is usually the quan-
tized version of received power and takes only finite number of values. The locus of points
corresponding to single RSSI value, say in two dimension, is therefore a region rather than a
circle.

7.1.1 On Training Grid

The geometric error depends on the shape of of Voronoi regions. For the target nodes in Vu1 ,
those that are farthest from the training point u1. To make sense of this value, we use the
notion of covering radius borrowed from lattice literature [24]. The covering radius of Voronoi
region Vu is defined as follows:

rcov(Vu) = inf{r : Vu ⊆ u + rB}

where B is unit-radius ball in space. The covering radius is indeed the smallest ball centering at
u and covering its Voronoi region. The covering radius will provide a lower bound on maximum
error as follows:

δ1 = max{rcov(Vu) : ∀u′ 6= u ∈ Λ, D(PX|Vu1
‖PX|Vu2

) 6= 0}.
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The previous error is due to the choice of training grid. Another source of error is related to
statistics of used feature. If the KL-divergence D(PX|Vu1

‖PX|Vu2
) for two training points is zero

then one cannot distinguish between the two using the sample feature. The maximum error is
occurred when two farthest points of Vu1 and Vu2 are identified. The maximum distance of two
Voronoi region is defined as:

d(Vu1 ,Vu2) = sup
x1∈Vu1 ,x2∈Vu2

‖x1 − x2‖.

This will provide another geometric error that can occur in this system when the feature in two
regions have same statistics. The error is

δ2 = max{d(Vu1 ,Vu2) : u1,u2 ∈ Λ, D(PX|Vu1
‖PX|Vu2

) = 0}.

The final error will be δV = max{δ1, δ2} which is due to granularity of training grid and the
statistics of selected feature. As we increase the granularity of training grid, i.e. reducing
δ1, the Voronoi region becomes smaller. This is not always desirable because, for instance,
D(PX|Vu1

‖PX|Vu2
) becomes smaller for RSS-based localization solutions as Voronoi regions

become smaller and therefore the geometric error can increase. In general a trade-off can be
observed between δ1 and δ2.

The choice of training points is important, both because of the effect of covering radius and
the maximum distance on the performance of localization algorithm. For example, for the
hexagonal lattice with the minimum distance between points d, the covering radius will be d√

3
.

The square lattice with the same minimum distance d has larger covering radius d√
2
. This

means that the hexagonal grid is better that square lattice with respect to its coverage radius
while keeping same minimum distance between training points.

7.2 RSS-based Fingerprinting Methods

We assume that the fingerprint is the average value of the received power. The function ϕ
used for fingerprinting comparison is assumed to be Euclidean distance. Moreover we assume
Λ = Λe.

7.2.1 Fingerprinting with Heterogeneous Devices

Consider first fingerprinting algorithm for free space. The free space channel can be modeled
as follows:

y(i)(v, t) =
x(i)(t)

‖ui − v‖αi/2 + z(i)(t).

P (i)(v) =
P

(i)
T

‖ui − v‖αi +Ni.
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where ui is the location of anchor i and v is the location of transmitter. α is the path loss
exponent and z(t) is Gaussian noise. For the moment, we do not consider multi-path and
shadow fading and we use this model as starting point. The fingerprint for a single anchor
scenario is presented as follows:

F (v) =
PT

‖u1 − v‖α +N.

We have the following proposition:

Proposition 6 For RSS-based fingerprinting scenario, the distance between two fingerprints
created at x, y ∈ Λ is equal to:

ϕ(F (v1), F (v2)) =
αPT

‖vm − u1‖α+2
(v2 − v1).(vm − u1) ≤ αPT‖v2 − v1‖

‖vm − u1‖α+1

where vm is a point on the line between v1 and v2.

Proof The proof is a simple consequence of mean value theorem for several variables.

Remark 4 From the previous proposition, we can see that those points, with the same distance
‖v2−v1‖, that are closer to access points have larger difference in their fingerprints. The larger
difference between fingerprints provide more robust localization scheme to eventual errors. On
the other hand, we can see that for enough small or enough large α, the distance between two
fingerprints is arbitrarily small.

Suppose that a fingerprinting database is created based on previous measurements and for the
moment suppose that we are interested in evaluation of fingerprinting localization algorithm for
points that are not at the same distance from the anchor. Suppose that the target node creates
its own fingerprint at the location v. The fingerprint at the target node is:

FT (v) =
PT

‖v − u1‖α
+N ′.

If the target node collects the measurements with a different device than the one used for
training phase, then N ′ is not in general equal to N because of the difference between mea-
surement devices. Authors in [72] proposed using the difference of RSS values from different
anchors to mitigate this effect. We can assume that the variation of noise variance in different
devices is bounded by a certain threshold, denoted by ∆N . Therefore the distance between
the measured fingerprint and the target node fingerprint at the same location will be as follows:

0 < ϕ(F (v), FT (v)) ≤ ∆N.

This value implies that the distance between fingerprints of training points cannot be less that
∆N , otherwise we cannot say whether the change in RSS values is caused by using heteroge-
neous measurement devices or because the displacement of the node. The localization error
can occur if there is a fingerprint for v1 in fingerprinting database such that:

αPT‖v2 − v1‖
‖vm − u1‖α+1

< ∆N.

This discussion provide the following proposition.
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Proposition 7 The maximum localization error for one anchor RSS-based fingerprinting algo-
rithm with heterogeneous measurement devices is bounded as follows:

∆max >
∆Ndα+1

max

αPT
.

where dmax is the maximum distance between training points and the anchor. On the other
hand for each two training points of v1 and v2, with v1 closer to the anchor, we should have:

αPT‖v2 − v1‖
‖v2 − u1‖α+1

> ∆N.

The preceding bounds provide us with some guidelines about how to design the localization
algorithm. For instance, we can use denser training points close to the access point because
of the larger variation in RSS value with small position change.

It is clear that a single anchor in free space is not enough for localization as it identifies all
points lying on a circle around it. Measurement with heterogeneous devices will lead to a
similar analysis if we use multiple anchors. For multiple anchors, we can have the following:

ϕ(F(v1),F(v2)) =

(
K∑
i=1

(
F (i)(v1)− F (i)(v2)

)2

) 1
2

≤ αPT‖v2 − v1‖
(

K∑
i=1

(
1

‖vm,i − xi‖α+1

)2
) 1

2

.

The localization error is bounded by the following term:

∆max >
∆Ndmax,α

αPT
.

where dmax,α is defined as follows:

dmax,α = max
v∈Λ

(
K∑
i=1

(
1

‖v − ui‖α+1

)2
)−1

2

.

The main advantage of using K anchors is that we can basically reduce dα+1
max by using nearby

anchors to compensate the effect of far anchors. This also provides guidelines for anchor
placements which is intuitively meaningful. The new anchor should be added in those places
where the points are farthest from all existing anchors. The previous discussion can extend to
the case where the reported received power is distorted by noise with variant variances.

7.2.2 Fingerprinting under Fading

In this part, we consider the situation in which we assume the channel gains are random
variables. The randomness can be due to different reasons including shadowing and multi-
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path fading. For the anchor i, the RSS value is modeled as:

P (i)(v) =
H(i)(v)P

(i)
T

‖ui − v‖αi +Ni.

Let’s assume a single anchor scenario again. From Theorem 7.1.1, we have to look at the
KL-divergence of RSS values for different locations. Let’s start by considering two points of
same distance to the anchor. Of course, from geometric point of view, if the channel gain was
a constant equal value at all points, it would not be possible to distinguish these two points.

An interesting consequence of channel gain H(v) is that if the channel gain statistics vary from
one point to another, then the localization is possible even with a single anchor. This is the case
for indoor localization with irregular walls and obstacles which breaks the symmetry in local-
ization and creates different channel statistics at different locations. The following proposition
presents the exponent of error probability.

Proposition 8 For two points v1 and v2 that have the same distance from the anchor, the
exponent of error probability is equal to KL-divergence between their respective channel gains
D(H(v1)‖H(v2)).

Proof From Theorem 7.1.1, the exponent is KL-divergence between H(v1)PT
‖u1−v1‖α+N and H(v2)PT

‖u1−v2‖α+

N . Now because ‖u1 − v2‖ is equal to ‖u1 − v1‖, the divergence is equal to KL-divergence
between their channel gains.

In other words, shadowing and fading is expected to improve the performance of fingerprinting
algorithms as they create much more variability in the RSS pattern of different points.

7.3 Interference Robust Fingerprinting: Design Guidelines

We have seen before that if an interference is present in RSSI-based fingerprinting solution,
then the RSSI values are affected by it depending on interference power, transmission power
of the anchors and measurement location. In this section we assume that the interference is
constantly present with the same transmission power. The main question of this section is how
to design the fingerprinting localization solution to improve interference robustness.

We have discussed in previous sections, and specifically through Theorem 7.1.1 that the per-
formance of fingerprinting localization solutions depends on KL-divergence between the con-
ditional probability distribution of signal features given the location namely D(PX|v1‖PX|v2).
Since it was assumed that the environment remained the same in both training and measure-
ment phase. Therefore if the training database has been constructed under the same inter-
ference as the measurement phase, the same theorem applies and there is no degradation in
performance. However if the interference hits only in the measurement phase, then the theo-
rem is not valid anymore. In this case, the fingerprinting pattern matching algorithm proposed
in Theorem 7.1.1 will not work anymore.

www.evarilos.eu Page 98 of 171 c©EVARILOS consortium



EVARILOS - 317989 Report on Final Results of Interference Robust Localization

Suppose that the feature X, that is supposed to be observed at each place is changed under
interference. Denoted the observed feature under interference by Y which is related to X by
the conditional probability PY |X,v1 . If this conditional probability is known or can be learned,
then it is also possible to extract the new feature probability PY |v1 . Knowing this probability
distribution is enough to construct a new training database similar to Theorem 7.1.1 and re-
design the same fingerprinting algorithm and therefore we can state the following proposition.

Proposition 9 For a fingerprinting-based localization algorithm, if the distribution PX|Vu for
training points u ∈ Λ and the statistics of the interference at different places, i.e. PY |X,v1 , is
known, there is a pattern matching Ψ, such that for each pair of points (v1,v2) and for any
0 < ε < 1 and large enough M ,

αM(v1,v2) ≤ ε (7.6)

lim
M→∞

1

M
log βM(v1,v2) = −D(PY |v1‖PY |v2). (7.7)

This also hints on the best design of the interference for worse localization performance. On the
other hand if the statistics of interference is not known at each place, we cannot come up with
the similar results in which the localization can be done correctly. One fundamental difference
is that in the previous case, we can guarantee that the probability of missed detection goes to
zero. In other words, the correct fingerprint is always included in the list of possible locations.
However if the statistics of interference is not known, we cannot guarantee the diminishing
missed detection probability. In this case, we can limit our attention to correct detection of
grid in which the point is placed. In this scenario, the KL divergence can be chosen as the
pattern matching function. The grid is correctly found if the KL divergence D(PX|v1‖PY |v1)
is the smallest for all other probability distributions of training points namely for all PX|vi with
i 6= 1. Unfortunately this analysis does not provide us with useful quantitative and qualitative
results. In the next section, we focus on the RSS-based fingerprinting under interference.

7.3.1 Interference Robust Anchor Placement

In this section, we focus on RSSI-based fingerprinting algorithms. This is the natural extension
of what has been presented in Chapter 3 and therefore we do not repeat all the materials
here. Suppose that the fingerprint is the average value of the received power with Euclidean
distance as fingerprinting comparison metric. We have seen that the fingerprinting algorithm
for free with an additional interference can be modeled as follows:

Y =
X

d
α
2

+XI + Z.

where d is the distance between receiver and transmitter, α is the path loss exponent and Z is
Gaussian noise and I is the interference signal. The following fingerprint for v is used:

F (v) =
PT

‖u1 − v‖α +N.
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where u1 is the location of the anchor. When the measurement is done under the interference
located at uI , we have:

F ′(v) =
PT

‖u1 − v‖α +
PI

‖uI − v‖α +N.

It can be seen that the interference power is added to the the fingerprint. The closest finger-
print to the measurement fingerprint F ′(v) is the fingerprint of location v′ that has the closest
fingerprint and therefore the geometric error of this detection can be determined as ‖v − v1‖.

PT
‖u1 − v′‖α =

PT
‖u1 − v‖α +

PI
‖uI − v‖α .

Right away, we can see that the declared location v′ should be closer than the real location v
to the anchor. We have seen that the geometric error ‖v′ − v‖ can be obtained as follows:

‖v′ − v‖ ≥ PI
αPT

‖u1 − v‖α+1

‖uI − v‖α . (7.8)

where v is a point between v and v′. The maximum localization error for RSSI-based finger-
printing algorithm under interference with one anchor is bounded as follows:

∆max ≤
PI∆I

αPT
.

where PI is interference power and ∆I is defined as follows:

∆I = max
v

‖u1 − v‖α+1

‖uI − v‖α .

This tells us that the effect on interference on fingerprinting localization is worse at the points
that are farthest from the anchor but closer to the interference. This also means that the close
anchors can mitigate the effect on interference on RSSI-based fingerprinting. Therefore one
solution for mitigating the effect of interference is proper anchor placement.

For the rest, we will see how introducing new anchors can mitigate the effect of interference on
localization algorithms. The first effect of new anchor is to reduce ∆I by using nearby anchors
to compensate the effect of far anchors.

For multiple anchors, say K, the fingerprint is constructed as follows:

F(v) =

(
PT

‖u1 − v‖α +N, . . . ,
PT

‖uK − v‖α +N

)
.

The measurement fingerprint constructed under interference is then equal to:

F′(v) =

(
PT

‖u1 − v‖α +
PI

‖uI − v‖α +N, . . . ,
PT

‖uK − v‖α +
PI

‖uI − v‖α +N

)
.
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For the measurement fingerprint F′(v), the Euclidean distance-based pattern matching an-
nounces the following as the estimated position:

v̂ = arg min
v′
‖F′(v)− F(v′)‖.

The following manipulation will derive the localization error out of the fingerpring comparison.

‖F′(v)− F(v′)‖ =

√√√√∑
i

(
PT

‖ui − v‖α +
PI

‖uI − v‖α −
PT

‖ui − v′‖α
)2

≤

√√√√∑
i

(
αPT‖v − v′‖
‖v − ui‖α+1

− PI
‖uI − v‖α

)2

≤
√
K max

i

(
αPT‖v − v′‖
‖v − ui‖α+1

− PI
‖uI − v‖α

)
.

Therefore we can roughly characterize the worse case localization error using the following
term:

∆max ≈
PI∆I

αPT
.

where ∆I is defined as follows:

∆I = max
v

min
i

‖ui − v‖α+1

‖uI − v‖α .

This clearly shows that by introducing the access points closer to the interference or closer to
the farthest training points we can reduce the localization error. Using multiple anchors reduce
the performance of worse users.

7.3.2 Interference Robustness and Measurement Numbers

In this section, we try to address the question about the effect of number of measurements on
the localization performance. We have seen previously that the false alarm error is decreased
exponentially by number of measurements. The same principle is true when interference is
principle. In other words, the false alarm error is decreased exponentially by number of mea-
surements according to Proposition 9. However it is interesting to see what happens to the
decay speed under interference, i.e. the exponent of exponential decay of false alarm proba-
bility. In other words, we would like to see if the interference affects the error exponent.

The proposition 9 provides us with partial answer to this question. The interference changes
the exponent from D(PX|v1‖PX|v2) to D(PY |v1‖PY |v2). It is interesting to see that there is no
general verdict about the effect on interference on the error exponent. Everything depends on
the way interference affects the signal feature.
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For the moment, we focus on the case of RSSI fingerprinting algorithms under interference.
Firstly the Rayleigh fading model is taken to model the channel based on which the received
signal is denoted by:

Y =
hX

d
α
2

+ I + Z,

where I is the interference signal and h is the Rayleigh distributed fading signal. If the statistics
of interference, PY |v1 is known, then the equivalent hypothesis testing problem is to decide
whether the source is placed at distance d1 or d2:

Y =
hX

d
α
2
1

+ I + Z or Y =
hX

d
α
2
2

+ I + Z.

The error exponent of this hypothesis testing problem is determined by the following:

D(PY |v1‖PY |v2) = (
d2

d1

)α − 1− α log(
d2

d1

).

The surprising result is that the interference has no effect whatsoever on the error exponent
in this case. One explanation of this phenomenon is that the interference will be the same for
both hypothesis and it appears as the common element for both cases. Therefore it has no
effect on the KL-divergence of two probabilities which intuitively indicates their difference.

The same argument can be set up for any additive term that is not related to the source.
If the quantization noise is added to model beside the additive Gaussian noise using Y =
hX

d
α
2

+ Z + Z1, we can see that the error exponent is obtained as:

D(PY |v1‖PY |v2) =

N + ( P

d
α
2
1

− P

d
α
2
2

)2

N
− 1

2
.

In any case, the final conclusion is that the interference does not change the error exponent of
RSSI fingerprinting algorithms and the same number of measurements as before is enough to
bound the false alarm probability with the similar decay exponent.

7.4 Experimental Evaluation

7.4.1 Testbed Description and Scenarios

The TWIST testbed is located at the 2nd, 3rd and 4th floor of the TKN building in Berlin [34], [59].
The TWIST testbed environment can be characterized as with brick walls, more than 1200 m2

area (approx. 30 x 15 m, 3 floors) with more than 50 rooms. The training points of the testbed
are given in Figure 7.1. The localization algorithm is evaluated at the evaluation points indicated
in the same figure. Black dots in the figure present locations of the dedicated APs, while red
dots present the location of training points used in the fingerprinting procedure.
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(a) Training Points

AP3$

AP2$

AP1$

AP4$

(b) Evaluation Points

Figure 7.1: Localization Grids

The dedicated wireless AP used used for localization are TL-WDR4300 wireless router, with a
fixed channel allocation scheme set on channel 11 (2462 MHz), with the transmission power
of dedicated AP set to 20 dBm (100 mW). All experiments are performed during weekend
afternoons, in an environment with minimized interference. The wireless environment was
monitored using WiSpy 2.4x spectrum scanners, and all samples taken in the presence of
interference above a threshold of -80 dBm were repeated. As a client’s device MacBook Pro
notebook with the AirPort Extreme NIC was used.

The scenario description follows the guidelines provided in the EVARILOS benchmarking hand-
book (EBH) [105]. According to the EBH, the scenario is characterized as “Small size office
environment” and it is instantiated on the 2nd floor of TWIST testbed. The training database
has been created in the testbed environment on training points of Figure 7.1. The training grid
for this scenario then consists of 41 training points and each point consists of 40 scans of the
RSSI measurements. If some AP are not visible at some training points or some scans, the
RSSI measurements are given a default RSSI value (-100 dBm). The evaluation points of the
environment, used for performance evaluation, are shown also in Figure 7.1.
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AP1$

(a) Fingerprinting with AP1

AP2$

AP1$

(b) Fingerprinting with AP1 and AP2
AP3$

AP2$

AP1$

AP4$

(c) Fingerprinting with all APs

Figure 7.2: Spatial distribution of errors with different AP selection

7.4.2 Experimental Results

In this section, we put on examination the implications of developed theory in previous part.
Note that the fingerprint of each point is the vector average RSSI values measured from each
access points. The similarity kernel is the Euclidean distance between vectors.

Figure 7.2 presents spatial distribution of errors for three different situations, each one using
different number of anchors for localization. First of all, it can be seen from Figure 7.2a that
those points far from AP1 tend to have larger errors. As we explained in the text, this is because
the inverse relation of RSS values, also RSSI values, with distance such that those points
closer to AP1 enjoy from a finer RSSI granularity. It is interesting to see that fingerprinting
localization algorithm performs acceptable in indoor environment even with one anchor due to
shadowing and multipath effects.

On the other hand, the access points are added with the guideline discussed in the chapter.
AP2 is put at farthest point from AP1, inside the testbed. It can be seen in Figure 7.2b that
such placement decreases the error at points close to AP2. Finally, in Figure 7.2c, four APs
are put at four corners of the testbed which in turn improve the localization error in general.
Both average and maximum geometric error is improved in this way as it can be seen in Figure
7.3.

We previously discussed, specifically in Theorem 7.1.1, that the number of measurements has
an important effect on the accuracy of localization solutions. It was shown that the error in
localization is expected to decrease exponentially with the number of measurements. Figure
7.4 presents this trend when the number of measurements is increased from 4 to 20. The
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Figure 7.3: Effect of AP numbers on geometric error

average and maximum error rapidly fall with the increase in number of measurements.

Figure 7.4: Effect of number of measurements on localization error

7.5 Experimental Results on Interference Robust Fingerprint-
ing

In this section, we experimentally study the RSS-based fingerprinting localization under inter-
ference.

The experiment setup is similar to what has been presented before. Two interference scenarios
are considered. In the first scenario, a jammer is assumed to transmit on the same frequency
band than the WiFi anchor. The signal generator plays the role of the jammer. In the second
scenario, WiFi traffic is assumed over the network. Firstly, we are interested in spatial distri-
bution of RSSI values. This will indicate the effect on interference on RSSI-based localization
algorithms.

The reference scenario of spatial distributions is presented in Figure 7.5a. When the jammer is
turned on, Figure 7.5b shows the spatial distribution of RSSI values. It confirms out theoretical
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(a) Spatial distribution of RSSI values
from AP

(b) Spatial distribution of RSSI values
from AP- Jammer interferer

(c) Spatial distribution of RSSI values
from AP - WiFi interferer

Figure 7.5: Spatial distribution of RSSI values

results that three regions can be distinguished in this sense. Closer to the jammer, we have
collission regime and packets are lost. Closer to the anchor the RSSI values are unchanged
and in between, we have so called interference limited regime where RSSI values are changed
by the interference.

The Figure 7.5c shows the spatial distribution of RSSI values for the third scenario. As CSMA
is activated in this case it can be seen that the effect of interference is less significant than the
previous case.

In the next experiment, we discuss the anchor placement for interference robust fingerprinting.
It is assumed that originally two anchors, AP1 and AP2, are present in the localization system.
Figures 7.6a and 7.6b present a localization scenario where a new anchor, AP4, is introduced.
Figures 7.6c and 7.6d on the other hand present a localization scenario where a new anchor,
AP3, is introduced. It is clear that introducing an anchor closer to the interference has signif-
icant effect on the maximum localization errors. On the other hand introducing other anchors
decrease the localization errors of points closer to them.
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(a) Signal generator as the interference source -
First repetition - AP 4 introduced
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(b) Signal generator as the interference source -
Second repetition - AP 4 introduced
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(c) Signal generator as the interference source -
First repetition - AP 3 introduced
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AP3$

(d) Signal generator as the interference source -
Second repetition - AP 3 introduced

Figure 7.6: Signal generator as the interference source.
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Chapter 8

Interference-Aware Fingerprinting

8.1 Introduction

In recent years, indoor localization is gaining high popularity, since it is an enabler of differ-
ent location-based services and applications [46]. It is known that usage of RF signals is a
promising candidate for an accurate indoor localization, which can be judged by the amount
of work done on this topic, with just some examples being [9, 111, 102, 17]. Among different
approaches in RF-based indoor localization, WiFi-based fingerprinting using beacon packets
RSSI measurements is one of the most promising candidates, due to its various advantages in
details described in [40].

The number of wirelessly connected devices is constantly increasing, as well as the wireless
traffic generated by each device [106]. Naturally, with the increase in the number of connected
devices and the overall traffic, the probability of wireless interference among them is also in-
creasing. In our previous work [64], we have shown that the RF interference can dramatically
degrade the performance of a large number of RF-based indoor localization solutions in the
2.4 GHz ISM frequency band. This effect is mostly visible through the increased localization
errors in the evaluation scenarios with RF interference, in comparison to the evaluation sce-
narios with minimized interference.

The interference has a concrete effect on the performance of localization solutions. This means
that there is a correlation between the interference characteristics present in the environment
and those parameters used for localization. The information about this correlation can act as
side information which can be exploited, firstly to mitigate the interference effect and secondly
to improve the localization performance. Of course this is dependent on the nature of infor-
mation provided by the existing environmental awareness techniques. This information can
be roughly classified as geometrical information (position) and RF information (transmission
power, used spectrum, technology). One can select the least interfered frequency to be used
for the localization procedure. It is also possible to adjust the expected precision of the result
based on the amount of expected interference.

The interference effect on localization solutions differ according to the solution and the used
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technology. For instance, in WiFi fingerprinting, the interference manifests itself initially as
packet loss. However the interference can affect additionally the value of measured parame-
ters, for instance the RSSI values. If this is so, then the environmental awareness can provide
a set of characteristics of the interferer which may be later used to mitigate the interference
effect by using this information. Some candidates for these characteristics are the position of
interferer, used technology, and its transmission power.

Later on, these information can be used for interference robust localization. For instance, if
the interference affects the value of RSSI proportional to the transmission power of interferer,
then the information about the interferer’s position and transmission power can be utilized as
side information for statistical processing of measurements and hence the correction of the
estimated position. Moreover, the localized node can alter its operational features (e.g., its
communication channel or anchor in use) to mitigate the effect of interference.

This work builds on our recent findings [12], where we have theoretically characterized the ad-
ditive effect that RF interference has on the RSSI measurements obtained from WiFi beacon
packets. To this end, we propose a procedure for reducing the observed effect of RF inter-
ference on the WiFi RSSI-based fingerprinting algorithms. The proposed procedure, to which
we refer as interference mitigation procedure, can be applied after the RSSI measurements
collection procedure of fingerprinting algorithms in order to adjust the RSSI measurements
before their processing for location estimation. Our work is based on the assumption that a
fingerprinting system leverages a certain level of environmental awareness, the power levels in
the 2.4 GHz ISM frequency band, in order to estimate the interference power levels at different
frequencies. In this work we also propose two methods for the interference power estimation
using the spectrum power levels. By using the estimated interference power level it is possible
to calculate the additive variability in the RSSI measurements due to RF interference. Once
this variability is estimated, the proposed procedure for reducing the influence of interference
can leverage this information to adjust the RSSI measurements. This results in the improved
performance of the fingerprinting algorithms based on RSSI measurements from WiFi beacon
packets.

We compared the performance of two fingerprinting algorithms with the performance of the
same algorithms with inserted interference mitigation procedure. The evaluation was carried
in four different interference scenarios where different types of artificial RF interference were
generated. The obtained results firstly confirm that RF interference can severely degrade the
performance of WiFi-based fingerprinting algorithms. Secondly, the results show that the pro-
posed procedure for reducing the influence of interference can significantly improve the robust-
ness of evaluated fingerprinting algorithms to interference, without practically affecting their
processing time.

The rest of the chapter is structured as follows. In Section 8.2 the most important theoretical
findings from our previous work are highlighted and extended in order to obtain the estimate of
the additive variability on the RSSI measurements due to interference. In Section 8.3 we show
how in general RSSI-based fingerprinting algorithms can be extended with the procedure for
reducing the influence of RF interference. Section 8.4 provides an overview of two methods for
the interference power estimation and of the algorithms used for the evaluation. In Section 8.5
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we describe the methodology and scenarios used in the evaluation and present the results of
the performance evaluation.

8.2 Interference Effect on RSSI Measurements

In this section, a theoretical framework is adopted to study the effect of interference on RSS
values. We assume the AWGN channel and a signal source with power PX , a destination
with noise variance N and an interferer. The interferer is a continuously transmitting source
with fixed power PI . The transmission rate of the source is r and it is also assumed that
RSS values can only be obtained if the destination can correctly decode the source messages.
This assumption is used to model the packet-based nature of RSS values, where RSS values,
reported by some technologies, can only be obtained if the packet is correctly decoded. In this
scenario, if all powers are measured in mW it is well known that the effect of interference on the
RSS value is additive [12], until the moment that the destination SINR is below the necessary
level for decoding the source messages. However, if all powers are measured by dBm, the
situation is different. As it is shown in [12], the effect of interference power on received power
is not additive. As a matter of fact, if the interference power is below a certain threshold, not
even 1 dB change can be observed in the RSS values. To see the change of δ dB in RSS
value, the interference power should increases above certain threshold which is dependent on
δ. As shown in [12], the change of RSS value, in dB, caused by the RF interference can be
described as follows:

δ = 10 log(1 +
PI

PX +N
). (8.1)

However, increasing interference power PI leads to decreasing SINR, which eventually falls
below the threshold γsnr needed for correct decoding of the message and hence no RSS value
can be reported. In this situation, the maximum observable change of RSS value is as follows:

δmax = 10 log(1 +
1

γsnr
). (8.2)

The interesting point is that if δmax is too small, with respect to a previously set threshold, then
no change in RSS value is observed as long as the source message is correctly decoded.
Suppose that the visibility threshold is set to δ. This value represents the change in RSS value
that can be observed and interpreted as an increase by interference. Based on this thresh-
old, we can distinguish three different operational regimes. In the noise-limited regime, RSS
values are not affected by RF interference. In the interference-limited regime, RSS values are
changed with interference power according to Equation 8.1. Finally, in the collision regime,
RSS values cannot be reported since the source message can not be decoded correctly. This
corresponds to the case in which the full packet-loss occurs. A graphical presentation of differ-
ent regimes detected in our previous work is given in Figure 8.1. In figure the red and blue lines
show the increase in variability of RSS values and decrease in the PRR with the interference
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power, respectively. Note that the RSSI measurements, which are usually used in fingerprinting
algorithms, are the discretized RSS values which are shown in figure.

Figure 8.1: Operational regimes for RSS-PRR variation

As it can be seen in Equation 8.1, the amount of change in RSS value can be measured if one
has access only to PI and PX + N . The destination can measure the total received power,
namely PRX = PI + PX + N which corresponds to the numerator of the fraction inside the
logarithm in Equation 8.1. If the interferer transmits continuously and if the destination can
measure the power before the start of the transmission, the destination can also find PI + N .
But these two values are not enough to find the change δ in RSS value. In general, when the
noise power N is comparable with interference power PI , nothing can be said about δ based
on two measurements done by the destination. However, if PI is much bigger thanN , the value
PI +N can be roughly approximated by PI and hence δ is given as follows:

δ = 10 log(
PRX

PRX − PI
). (8.3)

The previous equation provides the change of RSS in dB in terms of two measurements done
by the destination. Let us assume that the RSSI measurements, reported by different tech-
nologies and specifically WiFi, are the quantized versions of RSS values discussed here. In
this case Equation 8.3 can be used to correct the RSSI measurements in interference-limited
regime, under the assumption that the WiFi receiver provides the PRX power level and the PI
is provided by leveraging the spectrum information.

8.3 System Overview

The overview of a general workflow of WiFi fingerprinting using beacon packets RSSI measure-
ments from different APs in the environment of interest is given in [56]. In the first step of the
workflow, i.e. in the procedure for collection of raw RSSI measurements, the user generates
a WiFi scan of an indoor environment at an unknown location. This scan is then sent to the
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fingerprinting server, and using some method in the fingerprint creation procedure a fingerprint
is created out of the raw RSSI measurements. The workflow continues with a pattern match-
ing procedure, in which the generated fingerprint is compared with fingerprints from a training
database, where the training database consists of a set of fingerprints previously surveyed in
the environment of interest. Using some method in the pattern matching procedure the dif-
ference between a fingerprint generated by the user and training fingerprints is calculated. A
training fingerprint with the smallest difference, i.e. highest similarity, with the user’s generated
one is reported as the estimated location. Optionally, a set of training fingerprints with the high-
est similarities to the user’s generated fingerprint can be post-processed using some method
in the post-processing procedure, and the result of the post-processing procedure is reported
as the estimated location.

WiFi$scan$ Spectrum$scan$

Interference$
power$es4ma4on$

RSSI$values$from$
visible$APs$

RSSI$values$
adjustment$

RSSI$variability$
calcula4on$

Adjusted$RSSI$values$
from$visible$APs$

Training$
fingerprints$

Fingerprint$crea4on$

PaAern$matching$
and$postCprocessing$

Loca4on$es4mate$

RAW$DATA$COLLECTION$
PROCEDURE$

INTERFERENCE$
MITIGATION$
PROCEDURE$

FINGERPRINT$
CREATION,$PATTERN$
MATCHING$AND$
POST5PROCESSING$

PROCEDURES$

Fingerprin4ng$
algorithm$

Inserted$
procedure$

Figure 8.2: Overview of the workflow of fingerprinting

We extend this general workflow of fingerprinting algorithms by inserting a procedure for re-
ducing the effect of RF interference on the RSSI measurements. This procedure is applied
on both the RSSI measurements collected in the training survey of the environment of inter-
est and on user’s generated RSSI measurements at an unknown location. The reason lies in
the fact that both in training and runtime phase of fingerprinting algorithms the collected RSSI
measurements can be influenced by RF interference. An overview of the extended workflow of
fingerprinting is given in Figure 8.2. Similar to the general fingerprinting workflow, in the work-
flow with inserted interference mitigation procedure the user collects raw RSSI measurements
at an unknown location in the environment of interest. In addition, in the raw data collection
procedure the user also samples the spectrum in the 2.4 GHz ISM frequency band and sends
it to the fingerprinting server. Firstly, using the spectrum scan provided by the user, the in-

c©EVARILOS consortium Page 113 of 171 www.evarilos.eu



Report on Final Results of Interference Robust Localization EVARILOS - 317989

terference power estimation method is used to estimate the interference power on each WiFi
channel. Using the user’s provided beacon packets RSSI measurements, which also indicate
the WiFi channel of each AP operates, and using the estimated interference power on each
channel, according to Equation 8.3 the additive variability for RSSI measurements from each
AP can be estimated. The estimated variability for each AP is then subtracted from the original
RSSI measurements, and these adjusted measurements are used as an input to the finger-
print creation procedure. The fingerprinting workflow continues further in the same way as in
the general workflow of fingerprinting, with the exception that the same interference mitiga-
tion procedure is performed in the training step of fingerprinting to adjust the collected RSSI
measurements before storing them in a training database.

8.4 Interference Power Estimation Methods and Fingerprint-
ing Algorithms

We select two well-known WiFi RSSI-based fingerprinting algorithms and extend them with
interference mitigation procedure. We firstly present two proposed methods for estimating
interference power level in the interference mitigation procedure, which is followed with the
used fingerprinting algorithms.

8.4.1 Interference Power Estimation Methods

The knowledge about spectrum on an unknown location is expected to be available for the
users’ end-devices. In other words, in the era of cognitive radios and seamless coopera-
tion between heterogeneous devices this knowledge will become essential in enabling all the
envisioned capabilities. Either in a form of a connectivity brokerage as a central entity for
providing the information [113, 88], or by embedding the spectrum sensing capabilities in the
end-devices [33], the information about the spectrum is envisioned to be available. It is already
possible to leverage the functionalities of various WiFi chipsets to measure 2.4 GHz spectrum
information, e.g. for Atheros [1] and Intel [2] chipsets. Under this assumption we use the
information about the spectrum as given, in order to show the feasibility of our system as a
proof-of-concept.

In this work we propose two methods for interference power estimation using the power lev-
els in the spectrum. The first method uses the sampled spectrum power levels on different
sampling frequencies and estimates an interference power level on each IEEE 802.11 channel
in 2.4 GHz frequency band. The method firstly filters all the samples that are considered as
noise, i.e. smaller than the threshold of -99 dBm. This threshold is selected firstly because it is
a standard noise level for WiFi devices and secondly because the power level below this thresh-
old has no influence on RSSI measurements, as previously discussed. Secondly, the method
for interference power estimation arranges the samples sampled on different frequencies into
groups corresponding to IEEE 802.11 channels in 2.4 GHz frequency band. For example, all
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samples taken at sampling frequencies between 2400 and 2422 MHz are arranges in a group
that corresponds to IEEE 802.11 channel 1. The frequencies are arranged corresponding to
IEEE 802.11 channels since the fingerprinting algorithms are WiFi-based. In other words, the
RSSI measurements used in fingerprinting algorithms are related to one IEEE 802.11 channel,
making it reasonable to estimate interference level corresponding to IEEE 802.11 channels.
Finally, the method does averaging of the samples in each group and the result of averaging is
the estimated interference power on each IEEE 802.11 channel in 2.4 GHz frequency band.

The second method additionally to the sampled spectrum power levels uses the probability of
interference occurrence for estimating the interference power. Instead only averaging the sam-
ples in each group, this method takes into account the ratio between the number of samples in
which interference occurs and a total number of samples in one group (including noise sam-
ples). The method uses the calculated ratio as a weight with which the averaged samples in
each group are multiplied. This ratio is a rough estimate of the probability of interference occur-
rence, and is used with the following intuition. If one IEEE 802.11 channel is highly occupied
and the other one is less occupied, but they both have the same spectrum power levels when
interference occurs, this methods will provide different RSSI variables for these two channels,
while the previous method will result in the same variabilities.

Since both methods provide rough estimates of interference power levels, it is hard to indicate
which one performs better, so we presented them both. The proposed interference mitigation
methods can reasonably be used under the condition that a probability of signals in the spec-
trum is much lower than the probability of interference. Otherwise the methods would provide
the estimated signal level from the spectrum information. Since for WiFi fingerprinting RSSI
measurements from beacon packets are used, and beacon packets are by default transmitted
periodically every 100 ms and have a short duration of around 50 µs, described methods can
reasonably be used and will provide an estimate of the interference power levels at different
IEEE 802.11 channels in 2.4 GHz band.

8.4.2 Fingerprinting Algorithms

In this section we present two used WiFi beacon packets RSSI-based fingerprinting algorithms.

Euclidean distance of averaged RSSI vectors This simple, yet popular fingerprinting algo-
rithm [77] is computing an average value of the RSSI measurements obtained from each AP
used for localization. The fingerprint is an average value of the RSSI measurements obtained
from each AP used for localization in both training and runtime steps, where Kr,t is the length
of the vector. Let µt,m = [RSSI t,1, ..., RSSI t,k, ..., RSSI t,Kr,t ] be the vector of averaged RSSI
values RSSI t,i from each AP i obtained in training step at point m ∈ 1, ...,Mt, i.e. training
fingerprint. In the same manner, let µr = [RSSIr,1, ..., RSSIr,k, ..., RSSIr,Kr,t ] be the vector
of averaged RSSI values RSSIr,i from each AP i obtained in runtime step, i.e. runtime finger-
print. The pattern matching procedure uses the Euclidean Distance (ED) between a training
fingerprint at the cell m and the runtime fingerprint and it is given as:
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DE(Xt,m,Xr) = |X t,m −Xr|. (8.4)

Xt,m and Xr are fingerprint vectors in training and runtime step, respectively. Cells with the
smallest distance (also called smallest weight) are then used in the post-processing proce-
dure. In the post-processing procedure we used the non-weighed k-Nearest Neighbors (kNN)
method with the parameter k set to 3, since it is shown in [56] that this method achieves the
best performance results for this environment, in comparison to a set of other evaluated post-
processing methods.

Pompeiu-Hausdorff distance RSSI quantiles A recently proposed procedure [26] uses q
quantiles of the RSSI values from each AP as fingerprints, which are calculated in two steps.
First the Cumulative Distribution Function (CDF) of the RSSI measurements from each AP
is computed. Second, the quantiles, i.e. RSSI values with probabilities k/(q − 1), where
k = 0, 1, ..., q − 1, are calculated. The result of the quantile calculation in both training and
runtime steps is a quantile matrix QK,q, where K is the number of APs visible at the given
location and q is a number of quantiles. The pattern matching procedure of this algorithm uses
the Pompeiu-Hausdorff (PH) metric for capturing similarities between fingerprints in a training
dataset and the runtime fingerprint [26]. The Pompeiu-Hausdorff (PH) distance between two
sets is given as follows:

DPH(Xt,m,Xr) = max
xt,k∈Xt,m

min
xr,k∈Xr

d(xt,k, xr,k) (8.5)

Here d(xt,k, xr,k) is the Euclidean Distance measurement between elements of the runtime
fingerprint Xr and training fingerprint Xt,m at point m. The training point with the smallest PH
distance with the runtime fingerprint is reported as an estimated location. In this chapter we
use PH as pattern matching procedure for RSSI quantile fingerprints. Same as in the previous
algorithm, here we use the non-weighed 3NN method in the post-processing procedure.

8.5 Experimental Evaluation

In this section we provide a description of the evaluation procedure and an overview four differ-
ent artificially generated interference scenarios used for the performance evaluation. Finally,
this section presents the evaluation results and discusses the benefits of using the proposed
procedure for reducing the influence of RF interference on the performance of WiFi beacon
packets RSSI-based fingerprinting algorithms.
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8.5.1 Evaluation Methodology

The evaluation methodology in this work follows the guidelines established in the EVARILOS
Benchmarking Handbook (EBH) [36], which is aligned with the upcoming ISO/IEC 18305 stan-
dard “Test and Evaluation of Localization and Tracking Systems”. The EBH promotes the
usage of a well defined evaluation procedure and evaluation scenarios, with the particular aim
on scenarios with artificially generated RF interference. The result of the evaluation, according
to the EBH, is a set of performance metrics, from which in this work we select point accuracy,
room-level accuracy and processing time as the most relevant ones.

All the evaluation experiments presented in this work were performed using a testbed infras-
tructure specifically designed for the evaluation and benchmarking of RF-based indoor local-
ization algorithms in the scenarios with artificially generated RF interference context [58, 60].
The leveraged testbed infrastructure provides the possibility of collecting highly accurate mea-
surements with minimized external influences, such as uncontrolled interference, influence of
experimenter’s body, etc. The experiments were performed during weekend afternoons, so the
influence of uncontrolled interference, people walking and slight movements of objects (chairs,
tables) in the testbed premises have been minimized.

Figure 8.3: Locations of training points

As described before, fingerprinting algorithms generally require a training step in which the
localization environment is surveyed for a set of distinguishable features (training fingerprints).
The locations of training points for both fingerprinting algorithms used in the evaluation are
given in Figure 8.3. The testbed infrastructure was used for collecting the raw RSSI measure-
ments in different interference scenarios. For each interference scenario two sets of measure-
ments were collected at 20 evaluation points with locations indicated in Figure 8.4.

Two repetitions of the same experiment provide additional insight into the temporal stability of
the obtained results, which strengthens reliability of our observations. The collected raw RSSI
measurements were stored in a web-based platform for streamlined experimental evaluation of
RF-based indoor localization algorithms using the previously collected raw datasets [63, 62].
This web-based platform provides a simple way of reusing the same datasets for the evaluation
of different RF-based indoor localization algorithms. Leveraging the platform we were able to
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Figure 8.4: Locations of evaluation points

use the same raw datasets for the evaluation of two described fingerprint algorithms without
and with the procedure of mitigating the influence of RF interference and with two different
methods for estimating interference power level in the interference mitigation procedure.

(a) No interference (b) 802.11 traffic

(c) 802.15.4 jamming (d) 802.11 jamming

Figure 8.5: Spectrum information provided by a WiSpy device in four interference scenarios at
an example evaluation point
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8.5.2 Interference Scenarios

The evaluation was performed in four interference scenarios which are adopted from the EVAR-
ILOS project and in details described in [64]. The spectrum information at an example location
in the environment for each interference scenario is depicted in Figure 8.5.

Reference scenario (no interference) The name reference scenario reflects the fact that in
this scenario no artificial interference was generated and the presence of uncontrolled inter-
ference was minimized, making the performance of fingerprinting algorithms achieved in this
scenario a “reference” for evaluating the impact of interference generated in the interference
scenarios.

Interference scenario 1 (IEEE 802.11 traffic) The second interference scenario was com-
prised of several interference sources that are typical for office or home environments. Inter-
ference was emulated using 4 WiFi embedded Personal Computers (PCs) having the roles of
a server, access point, data client, and video client. During this scenario, the server acted as
a gateway for the emulated services. A data client was emulated as a TCP client continuously
sending data over the AP to the server. Similarly, a video client was emulated as a continuous
UDP stream source of 500 kbps with bandwidth of 50 Mbps. The AP was working on a WiFi
channel 11 (2462 MHz) and with the transmission power set to 20 dBm (100 mW).

Interference scenario 2 (IEEE 802.15.4 jamming) In the first interference scenario the in-
terference was created using the IEEE 802.15.4 Tmote Sky nodes. The interference type was
jamming on one IEEE 802.15.4 channel with a constant transmit power equal to 0 dBm. Five
of these jamming nodes were present in the testbed environment. The wireless channel on
which the jamming was selected was IEEE 802.15.4 channel 22 (2460 MHz).

Interference scenario 3 (IEEE 802.11 jamming) For the third interference scenario, a signal
generator was used to generate synthetic interference with an envelope that reflects WiFi mod-
ulated signals, but without Carrier Sensing (CS). The transmission power was set to 20 dBm,
while the wireless channel was set on WiFi channel 11.

8.5.3 Experimental Setup

The environment used for evaluation is given in Figure 8.3, in which also the location of training
points are indicated with red dots. Fingerprinting algorithms leverage the information from
all visible WiFi APs in the 2.4 GHz ISM frequency band. In addition to that, we set-up four
additional WiFi APs in the corners of the environment, with their locations marked in figure
with black dots. Those APs are set-up to work on IEEE 802.11 channel 11 (2462 MHz) with
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the transmission power of 20 dBm (100 mW). These APs are working constantly and generally
provide the highest RSSI measurements in the environment of interest, meaning that they have
a high relevance for the fingerprinting procedure.

As a localization device for collecting the raw RSSI measurements a MacBook Pro laptop with
an AirPort Network Interface Card (NIC) was used. We leveraged the RSSI measurements
provided by the AirPort driver’s method airport –scan, which provided us a scan of all visible
WiFi APs every 0.5 sec. Twenty of these scans were used in the training phase, and eight in
the runtime phase of fingerprinting.

For the collection of the spectrum measurements we used a WiSpy 2.4x device [4], which pro-
vides power levels in 2.4 GHz spectrum. The WiSpy device samples the spectrum by sweeping
through the frequencies from 2400 MHz to 2495 MHz with a frequency step of 333 kHz. The
example spectrum information provided by a WiSpy device is graphically presented in Fig-
ure 8.5. This type of information was used for estimation the interference power levels at each
evaluation point. While a WiSpy device is limited in the granularity of spectrum and sweeping
frequency, the obtained data is sufficient for use in this work as a proof-of-concept.

8.5.4 Evaluation Results

(a) Euclidean distance of averaged RSSI vectors

(b) Pompeiu-Hausdorff distance of RSSI quantiles

Figure 8.6: Evaluation results for both fingerprinting algorithms in different interference
scenarios

The localization errors achieved by two fingerprint algorithms in four different interference sce-
narios are given in Figure 8.6. The evaluation in each scenario is repeated two times in order
to evaluate the stability of the obtained results. Furthermore, statistical information about the
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Table 8.1: Summarized evaluation results - point and room-level accuracy

Metrics No interference 802.11 traffic 802.15.4 jamming 802.11 jamming
Rep. 1 Rep. 2 Rep. 1 Rep. 2 Rep. 1 Rep. 2 Rep. 1 Rep. 2

Euclidean distance of averaged RSSI vectors without interference mitigation procedure
Median error [m] 3.03 3.51 4.73 3.85 4.05 3.81 5.16 5.89
Average error [m] 4.48 4.69 6.63 5.73 4.41 4.29 6.37 6.85
Minimum error [m] 0.17 1.46 0.17 1.61 0.79 0.41 1.31 0.96
Maximum error [m] 14.4 14.72 17.28 15.67 10.11 11.01 19.32 16.77
Room-level accu-
racy [%]

55.0 40.0 50.0 50.0 30.0 50.0 40.0 25.0

Euclidean distance of averaged RSSI vectors - method 1
Median error [m] 2.57 2.52 3.87 2.71 3.27 2.91 3.45 3.40
Average error [m] 3.06 3.00 4.21 3.69 4.33 3.86 4.55 4.46
Minimum error [m] 0.17 0.58 0.17 0.52 0.79 0.41 0.38 1.09
Maximum error [m] 8.23 8.51 17.82 14.84 10.11 11.01 12.72 12.75
Room-level accu-
racy [%]

60.0 70.0 65.0 65.0 40.0 50.0 40.0 35.0

Euclidean distance of averaged RSSI vectors - method 2
Median error [m] 2.06 2.17 2.49 2.59 2.91 2.91 3.48 3.12
Average error [m] 2.42 2.46 2.93 2.72 3.84 3.86 4.94 4.32
Minimum error [m] 0.38 0.18 0.41 0.52 1.01 0.41 0.79 0.38
Maximum error [m] 7.11 6.57 7.60 6.19 10.27 1.01 11.76 12.72
Room-level accu-
racy [%]

75.0 80.0 80.0 75.0 40.0 50.0 45.0 50.0

Pompeiu-Hausdorff distance of RSSI quantiles without interference mitigation procedure
Median error [m] 2.60 2.45 2.52 3.63 3.62 3.04 3.61 3.83
Average error [m] 2.81 2.91 3.38 3.59 3.81 3.67 4.66 3.90
Minimum error [m] 0.11 0.19 1.17 1.07 0.56 0.38 1.34 0.05
Maximum error [m] 6.10 6.41 6.36 6.45 8.31 11.20 14.66 12.07
Room-level accu-
racy [%]

70.0 70.0 45.0 55.0 50.0 40.0 55.0 60.0

Pompeiu-Hausdorff distance of RSSI quantiles - method 1
Median error [m] 2.47 2.28 2.59 2.89 3.44 3.03 3.26 3.71
Average error [m] 2.60 2.81 2.98 2.82 3.58 3.77 3.78 3.89
Minimum error [m] 0.19 1.50 1.16 0.18 0.38 0.38 0.53 1.06
Maximum error [m] 6.07 5.64 5.34 7.31 8.31 11.20 9.30 14.66
Room-level accu-
racy [%]

75.0 80.0 70.0 60.0 50.0 45.0 70.0 65.0

Pompeiu-Hausdorff distance of RSSI quantiles - method 2
Median error [m] 2.49 2.38 2.42 2.41 3.06 2.83 2.86 2.41
Average error [m] 2.88 2.49 2.48 2.44 3.28 3.34 3.39 3.08
Minimum error [m] 0.19 0.38 0.19 0.19 0.54 0.03 1.03 0.05
Maximum error [m] 8.05 6.10 5.25 3.64 6.04 11.20 7.39 8.39
Room-level accu-
racy [%]

80.0 85.0 65.0 70.0 55.0 40.0 75.0 70.0

point and room-level accuracy achieved by two fingerprinting algorithms is given in Table 8.1.
The understanding of the results presented in the table is threefold.

A first observation concerns the stability of the obtained results. While it is impossible to have
an entirely stable evaluation results, due to the intrinsic randomness of wireless environments,
our results show that different repetitions of the same experiment result in comparable local-
ization errors and their relevance and reliability is for that reason increased. This can be seen
by comparing the localization errors obtained in two different runs of the same experiment, as
shown in Figure 8.6 and Table 8.1. The reason for high repeatability of the obtained results is
related to using the specifically designed automated testbed infrastructure for data collection.
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Namely, the infrastructure removes the need of a test-person for carrying the localization de-
vice to different evaluation points, which decreases the shadowing and fast-fading caused by
the person’s body and shaking of the person. The infrastructure further allows highly accurate
and repeatable positioning of a localization device, with the average error in positioning being
less than 10 cm [58]. Finally, the height of a localization device is exactly the same for all
evaluation points and equals 55 cm above the floor level.

Secondly, the results show that RF interference can increase the obtained localization errors
and thus decrease the accuracy of the evaluated fingerprinting algorithms. This observation
can be seen by comparing the localization errors obtained by algorithms without applying the
interference mitigation procedure. In other words, the localization errors obtained in the eval-
uation in different interference scenarios are generally higher than the errors obtained in the
scenario where no artificial interference is generated. It can also be observed that the least
influence of interference to the accuracy of the algorithms occurs when the interference source
is IEEE 802.11 traffic. The reason for this effect is the standard Carrier Sense Multiple Ac-
cess (CSMA) mechanism in the IEEE 802.11 APs, which reduces the possibility of interfering
with the beacon packets used for the localization purposes. The influence of interference is
generally higher when interference source is jamming, since the CSMA mechanism does not
exist. Finally, in the jamming scenarios, higher degradation of the accuracy of fingerprinting
algorithms is observed when jamming is performed on the IEEE 802.11 channel. The reason
for that is the higher transmission power (20 dBm) and wider channel (20 MHz), in comparison
to the scenario where jamming is done on one IEEE 802.15.4 channel with the transmission
power of 0 dBm and and the channel band of 2 MHz.

A third observation is related to the improvements in the accuracy of evaluated fingerprint-
ing algorithms by leveraging the spectrum information and applying the interference mitigation
procedure. As results show, the accuracy of fingerprinting algorithms is improved in the inter-
ference scenarios when the interference mitigation procedure is used. On the other side, in the
scenarios where the influence of interference on the accuracy of fingerprinting algorithms is
not high, the interference mitigation procedure has no influence, i.e. does not degrade the per-
formance. It is also visible that, in general, comparable or better performance is achieved when
the interference estimation method used in the interference mitigation procedure takes into ac-
count the probability of the occurrence of interference, in comparison to the other method for
interference power estimation. The reason lies in the fact the first method only performs aver-
aging of a set of spectrum samples on a given IEEE 802.11 channel, which for the case when
interference does not occur with high probability results in too high estimates. For that reason,
the difference in performance of methods 1 and 2 is clearly visible in the interference scenario
1, where the interference is IEEE 802.11 traffic. For the jamming scenarios the probability of
interference is high, so both methods achieve comparable evaluation results.

Naturally, a trade-off of introducing a new procedure in a fingerprinting algorithm is the increase
in the processing time of an algorithm, i.e. increase in time needed for reporting a location
estimate. We evaluated the processing time of two used fingerprinting algorithms by request-
ing the algorithms to 100 times provide the location estimates for the 20 evaluation points in
the reference scenario. The time needed for providing each location estimate was measured
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Table 8.2: Summarized evaluation results - processing time

Metric No interfer-
ence mitiga-
tion

With interfer-
ence mitiga-
tion

Euclidean distance of averaged RSSI vectors
Average processing
time [s]

0.7249 0.9649

Median processing
time [s]

0.7255 0.8523

Minimum processing
time [s]

0.6967 0.8138

Maximum processing
time [s]

0.8024 2.2834

Pompeiu-Hausdorff distance of RSSI quantiles
Average processing
time [s]

0.7340 0.8951

Median processing
time [s]

0.6931 0.8603

Minimum processing
time [s]

0.6705 0.7805

Maximum processing
time [s]

1.0091 1.5935

and afterwards the statistical information about the processing time needed for providing one
location estimated was calculated. The same procedure was repeated for the case when in-
terference mitigation procedure is introduced in the fingerprinting algorithms. In Table 8.2 the
obtained results are presented. Note that presented processing times do not include a time
needed for collecting the raw data, which is constant for both cases and depends on the mea-
suring device and used device driver. Furthermore, the processing times in the interference
scenarios are statistically the same to the processing times obtained in the reference scenario,
so only results for the reference scenario are presented. The selection of a method for esti-
mation of the interference power also has small influence on th overall processing time of an
algorithm. For that reason we only present results in which the used interference power esti-
mation method is “method 2”, i.e. the one that provides higher accuracy of indoor localization.
The obtained results show that the increase in processing time of a fingerprinting algorithm
due to the interference mitigation method is in average around 200 ms, which practically does
not have much importance.
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Chapter 9

Conclusion

In the first chapter, we develop a multi-modal localization platform called Spray [110], and, first,
evaluate its performance in two real-world scenarios without controlled interference. In these
experiments we find that the best result was obtained by combining all modalities. We also
perform simulation experiments in which the error distributions are perfectly known. In such
cases then Spray performs optimally in the sense that if additional modalities are used the
localization accuracy is at least as good as if only using the best one.

Then we use Spray to combine different localization techniques in four different interference
scenarios in the TWIST testbed.

We find that when the fingerprinting technique, which is the most accurate one, is heavily
affected by interference, then localization estimations can be improved by approximately 28%
using RSSI and ToA range measurements as additional modalities. This occurs for continuous
interference that do not use carrier sensing. Such interference can typically be identified at run-
time. This can be used as a heuristic to decide when the extra overhead in time and energy
from using additional RSSI and ToA measurements can pay off. However, if this overhead is
not an issue, all modalities can always be used, because including the extra modalities does
not decrease accuracy in any of the scenarios.

Localization algorithms are usually multi-faceted and complex and therefore it is hard to directly
study the effect of their operational blocks and environmental parameters on their performance.
In the second chapter, we introduced the theoretical framework for analysis of fingerprinting lo-
calization algorithms with the goal of providing guidelines on design and performance of anal-
ysis of these algorithms. We proved a series of theorems establishing fundamental limits of
fingerprinting algorithms. We have shown that the performance of fingerprinting localization is
dependent on the feature that is used for fingerprinting and also the way this feature is depen-
dent on the position. First of all, we establish a connection between fingerprinting algorithms
and hypothesis testing problem. Based on that, the accuracy of fingerprinting algorithms is
shown to be related to Kullback-Leibler divergence between probability distribution of selected
feature at two different locations. As long as the KL-divergence between these probability dis-
tributions is non-zero, it is possible to correctly localize the target node with asymptotically van-
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ishing error. Large deviation analysis is provided on how fast the error vanishes with number of
measurement. Smaller the KL-divergence, the more measurements should be used to achieve
better error probability. The localization error is decreased exponentially with the number of
measurements. Different consequences of these theorems for tuning fingerprinting algorithms
are discussed . The effect of training grid on localization algorithms has been discussed where
it was argued that hexagonal lattices provide better error than square lattices while keeping
same distance between training points. We focus in particular on RSS-based fingerprinting
algorithms. We have also discussed RSS-based fingerprinting algorithms where the effect of
using heterogeneous devices has been discussed. The effect of different parameters such as
path loss exponent, fading statistics, using heterogeneous devices and anchor selection are
discussed on localization performance. Specifically we show that the shadowing and fading
act in general in favor of fingerprinting algorithms. It is then shown that the interference does
not affect the latency of fingerprinting as long as all packets are correctly received. All of these
results are used to design interference robust localization solutions. Particularly we discuss
the problem of anchor placement for increasing robustness in fingerprinting localization. At the
end, we provide the verification of these claims through experimental results.

In the last, chapter we proposed a procedure for mitigating the influence of interference by
leveraging a knowledge about 2.4 ISM frequency spectrum. The procedure uses the esti-
mated interference power level in order to remove the additive variability in WiFi beacon pack-
ets RSSI measurements due to interference. We also proposed two methods for estimating
the RF interference power level from the spectrum information. In our testbed we evaluated the
performance of two fingerprinting algorithms in four RF interference scenarios with and without
applying the interference mitigation procedure. In our experimental setup we showed firstly that
our evaluation results are stable in time, which increases their reliability. Secondly, the results
show and confirm previous findings claiming that RF interference can reduce the accuracy of
WiFi fingerprinting algorithms [64]. Finally, we demonstrated that by leveraging the proposed
procedure for reducing the effect of RF interference the accuracy of evaluation algorithms is im-
proved. The processing time of evaluated algorithms increases by roughly 200 ms in average
when interference mitigation procedure is introduced to the system, which is not of practical
importance. A cost of our system, in comparison to usual fingerprinting, is the necessity of
having the spectrum information. Although in this proof-of-concept work we used a low-power
spectrum analyzer (WiSpy) as a source of spectrum information, some WiFi chipsets also can
provide this information.
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Chapter 10

Introduction

The localization environments are usually exposed to the frequent appearance of different
kinds of RF sources which can be considered for potential improvement in localization accu-
racy. In this context, we define interference to be any RF signal emissions from sources that
does not belong to the dedicated localization system that we refer to as the principal local-
ization system. Therefore, in the general case, interfering signals are not decodable by the
target devices which are to be localized. This results in that the source from which specific
signal originates may be unknown, which, in turn, implies that the localization measurements
derived from such signals cannot be attributed to a specific source. In this sense, the mea-
surements can considered anonymous. This constitutes a problem for traditional approaches
to RF-based localization that rely on this knowledge. Therefore, to enable the use of such
anonymous measurements, new types of localization methods are required.

The use of anonymous measurements leads to higher uncertainty compared to using non-
anonymous measurements. This is a result of that multiple combinations of assigning mea-
surements to anchors can result in different, seemingly valid location solutions. It is therefore
unlikely that anonymous information is sufficient to achieve localization performance compara-
ble to traditional localization solutions by itself.

However, anonymous measurements can be combined with measurements from the principal
localization system to improve the positioning accuracy in cases where an insufficient number
of anchors are available.

The applicability of a specific localization approach depends on the type of information that is
available about the signals, on one hand, and about the sources, on the other. We consider
two scenarios with different levels of environmental awareness:

• First, we consider a rudimentary scenario in which we assume that no extra information
regarding the interfering sources is available, except for the knowledge of what signal
features are stable over time, and that these features varies in space.

• As a second scenario we consider a higher level of environmental awareness by as-
suming that the interfering sources have known positions, and that some features of the
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signal are correlated to the distance to the source. The source-position information must
in some cases be provided by the organizations that control the sources.

In the first scenario, approaches based on spectral fingerprinting can be applied. Spectral
fingerprinting aims to determine the location by matching features from signals in the whole
spectrum with previously recorded such features at different locations. In most cases, the
interference patterns varies in space. That is, different locations would typically have different
interference patterns. If the patterns also are stable over time, then fingerprinting methods can
be applied for localization. An example of this is interference sources with fixed locations and
fixed transmission power in a static environment. In Chapter 11, we discuss theoretical aspects
of spectral fingerprinting as well as an experimental evaluation of the idea as proof-of-concept.

The second scenario opens up a wider range of applicable localization approaches, such as
distance or directional-based solutions. Although positions of the interfering sources are known
in this case, the measurements are, however, still anonymous because the observed signals
cannot be attributed to a specific source. Depending on the specific signal features used, ad-
ditional information may be required. In Chapter 12 we develop a system that uses information
from WiFi interference on a IEEE 802.15.4 localization system. It is shown that the interference
can be used constructively to improve localization performance.1

1This work is accepted for presentation at DCOSS 2015.
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Chapter 11

Spectral Fingerprinting

11.1 Spectral Fingerprinting: Theoretical Analysis

The pattern of received power in the spectrum at a given point is correlated with the spatial
characteristics of that point and therefore it can be used for localization purposes. Basically,
one can measure the received power at different frequencies fi ∈ F for each position x taking
value on X ⊂ R2, where F is the set of all observed frequencies. At each frequency fi, we
repeat the measurements n times and therefore we get a vector P (i)

x = [P
(i)
x (1) . . . P

(i)
x (n)] ∈

Rn for each position x. This will constitute the basic database for fingerprinting.

The target node also measures the received power at each frequency and constitute the vector
P

(i)
y ∈ Rm, wherem can be different than n in general. The position of target node can be found

based on the measured power at each frequency
(
P

(i)
y

)
fi∈F

. We define a Kernel function, K

a similarity measure between measured vectors and the database. For instance, the function
K can be defined on Rn × Rm and taking value on R. For each frequency fi, and the position
of the target node can be found as follows:

x̂i = arg max
x∈X

K
(
P (i)
x , P (i)

y

)
.

Later on, x̂i’s can be combined using maximum ratio like combining methods to provide an
aggregate result.

Despite the striking similarity with classical fingerprinting solutions, the problem here is to justify
the choice of kernel function. We need to study the statistical characteristics of the received
power at each frequency and based on that pick up the proper kernel function.

11.1.1 Statistical model for network interference

The conventional model for the aggregate interference, using central limit theorem, has been
the Gaussian process. There is recent progress which shows the heavy tail of interference
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Figure 11.1: Distribution Wireless Sources in Space

and suggest symmetric α-stable distribution for this case. However we address the following
questions regarding this issue:

1. What are the available statistical models for network interference?

2. What are the main assumptions for each model and which one is more suitable for indoor
localization?

The answers to these questions provide us the candidates for fingerprint creation in spectral
fingerprinting scenario. In this part, we discuss first about the statistical model for interfer-
ence, and next we use the model to study the performance of a simple spectral fingerprinting
approach.

11.1.2 Mathematics of Network Interference

It was a common assumption in theoretical studies of interference in cellular networks, to con-
sider the interference as Gaussian distributed random variable. However the correctness of this
assumption is being thoroughly investigated [14, 28]. On the other hand it is well known that
the interference in cognitive radio networks and packet-based networks cannot be modeled as
Gaussian and it has heavy tail distribution. In this part, we use the mathematical framework of
stochastic geometry to model the interference in wireless networks [108, 7]. In this model we
assume that access points (APs) are distributed according to Poisson point processes (PPPs)
in two dimensional space. An example is presented in Figure 11.11.

We assume that APs are distributed according to homogeneous PPP, denoted by ΦX , with
intensity λb. An example of this distribution is presented in Figure 11.1. There is an empirical

1We do not present the preliminaries of stochastic geometry here. The theory can be found in standard
references (for instance [7] and references therein).
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evidence for use of stochastic geometric model in context of cellular networks and heteroge-
neous networks where the model is used to model spatial characteristics of networks, including
placement of different base stations and also user distribution in space. Given that the inter-
ference experienced at each user is basically dependent of geometrical characteristics of the
network, namely the distance from base stations and other users, the model is particularly
appealing because it can provide tractable mathematical framework for taking into account the
geometrical aspect of the network. There are other variations of point processes that take into
account the possibility of repulsion or clustering between points but we consider here homo-
geneous PPP because the choice of the model will not be essential for the kind of result we
present here.

Each point corresponds to an access point. Here we are interested in the sum of received
signals from APs at a given point by user u. Suppose a user u, located at xu. The total
received signal Yu at the user u is as follows:

Y =
∑
i

qiuXi

d
αi
2
ui

+ Nu (11.1)

where Xi is the signal amplitude of AP i, αi is path loss exponent of AP i and qiu is a random
variable representing shadow and multipath fading coefficient and also traffic pattern of the AP
i. Nu is the complex circularly symmetric Gaussian noise with variance Nu. Finally dui is the
distance between AP i and user u defined as:

dui = ‖xu − xi‖.
We are interested in characterization of total received power at a given point.

PY = Nu +
∑
i

QiuPi
dαiiu

.

It can be seen that PY is a function of Poisson point process. Statistics of the sum over PPPs
are obtained using Campbell’s theorem and it is standard in the literature. However we give an
outline of the process and start by the amplitude of the interference.

We start to find the characteristic function of Y by assuming that qiu’s are i.i.d. random vari-
ables, and also assuming equal transmission power and path loss exponent. Therefore we
assume Xi = 1 and αi = α We have:

E(ejYuθ) = E

ejθ(
∑
i

qiu

d
αi
2
ui

+ Nu)


= C1E

∏
i

Eq

ejθ(
qiu

d
αi
2
ui

)



= C1E(
∏
i

φq(θ
1

d
αi
2
ui

)).
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Note that C1 is a constant value related to noise. Now we use our assumptions with Campbell’s
theorem applied to the last term and we get:

φY (θ) = C1 exp(−2πλb

∫ (
1− φq(θ

X

r
αi
2

)

)
rdr)

As it can be seen the characteristic function is available and we can use it to derive statistics
of interference. One common option is to change the variable of integration to get rid of θ. We
assume here, as in [108], that the distribution of Q is spherically symmetric which means that:

φq(θ) = φ0(|θ|).

With choosing θ 1

r
αi
2

= t, we can see that the characteristic function is basically simplified to
the following:

φY (θ) = C1 exp(−πλb|θ|
4
α

4

α

∫ (
1− φ0(t)

t
4

α+2

)
rdr)

and hence:
φY (θ) = C1 exp(γ|θ| 4α ).

The previous characteristic function corresponds to the characteristic function of interference
amplitude. As for the received power, we have:

φP (θ) = C1 exp(γ|θ| 2α ).

The first interesting remark on this result is that the Gaussian assumption about the probabil-
ity distribution of interference is not true. In indoor environments, where path loss exponent
is fairly assumed to be bigger than 2, the characteristic function of power is not Gaussian.
The characteristic function is indeed corresponds to stable laws which are generalization of
Gaussian distributions [108]. These distributions have heavier tails. This intuitively means that
the received signals have lower rate of getting concentrated around their mean and therefore
the mean value cannot be a good option to capture stable features of received signal nor is
Gaussian fitting which are two common approaches of usual fingerprinting.

11.1.3 Performance limits of basic spectral fingerprinting

We briefly consider here the performance limit of basic spectral fingerprinting. We assume
that we just use the raw measured signal values (power or amplitude) and we use simple
Euclidean distance as similarity kernel. We want to see what is the performance of spectral
fingerprinting in comparing the average power of two distinct points. In other words, if two
points are distanced by value d, how close their average received power can be. Suppose that
these two points are y0 = (0, 0) and y1 = (0, d). We have from previous section that received
power is as follows:

P0 = Nu +
∑
i

QiuPi
|xi|αi

.
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P1 = Nu +
∑
i

QiuPi
|xi − y1|αi

.

The goal is to find how far P0 and P1 are as a function of d. We use the following estimate
using the mean value theorem:

P0 − P1 ≈ Nu +
∑
i

dαiQiuPi
|xi|αi+1

.

Therefore the difference is yet another sum over PPP which means that, according the above
argument, it follows Stable law distribution. Here the heavy tail of interference is a good and
bad element in the same time because this makes P0 and P1 more like independent random
variables but in the same time, decreases the probability that two empirical average from the
same point is enough close. The bottleneck of performance, therefore, is not really the dis-
tinction between the measured feature at different points, but rather the similarity between two
measured features at the same point. On the other hand, the distinctiveness of feature is also
related to d and is decreased by d. To put it simply, the pure received power is unique in space
but not stable in time and therefore the performance is really limited.

Therefore we go for another approach in which we look for the sources of transmission that are
stable in time and can provide unique features in space too.

11.2 Feasibility Analysis of Spectral Fingerprinting

As we discussed in the previous section, the fingerprinting based on mere RSS of spectrum
might lack the time stability. Therefore we need to find sources for which we can assume
stability in time. The main candidates of these sources are AP from different technologies
installed in the environments. The main question is how one can detect the presence of these
anchors without actually decoding their transmitted signals and hence implementing the whole
technology. The detection of their presence or absence is possible if, generally speaking, the
samples of spectrum vary statistically with the presence or absence of the source. Therefore
the problem is equivalent to classical hypothesis testing problem and the same approaches
borrowed from the hypothesis testing literature can be used to detect the presence/absence of
the source. However this will only be useful for localization purpose if spectrum samples of the
source signal vary in space and remain stable in time.

Consider a WiFi AP that transmits periodically beacon packets. Therefore we can say that if
one can detect the periodic jump in spectrum with similar length in time and similar strength
corresponding to the beaconing periods of WiFi then we can argue that this comes from a
WiFi AP. The averaged power of each transmission period can be used as RSSI values of this
access point. The time length of each transmission depends on the information of each beacon
packet as well as the transmission rate. The higher the transmission rate, the smaller will be the
length of beacon transmissions. This procedure can be done over different frequency bands.
Therefore a set of APs can be detected at each point. Unfortunately since the packets are not
decoded, these APs can only be distinguished based on their used frequency band and their
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transmission length. In other words the set of observed APs, with the same length in the same
frequency band, can be exactly the same at different locations. Having RSSI values of X and
Y from respectively APs 1 and 2 will lead to the same set as having RSSI values of X and Y
from respectively APs 2 and 1. Therefore in RSSI-based fingerprinting localization, huge error
can occur because of two distant points can have the same set of RSSI values. This error
decreases by increasing the number of used APs.

In this section, we assume that we have detected correctly all APs. However, we cannot
determine which RSSI values correspond to which AP. Therefore each fingerprint consists
of, at each location, a set of RSSI values namely Px = {P (1)

x , . . . , P
(k)
x }. The fingerprinting

localization boils down to solving the following problem:

x̂i = arg max
x∈X

K (Px,Py) .

Without loss of generality we assume that P (1)
x ≤ P

(2)
x ≤ · · · ≤ P

(k)
x . One option for the Kernel

function is the Euclidean distance of vectors of ordered pair [P
(1)
x , . . . , P

(k)
x ], namely:

x̂i = arg max
x∈X

∑k

i=1

(
P (i)
x − P (i)

y

)2
.

To examine the feasibility of this approach, we assume that we have detected correctly all

Figure 11.2: Spectral fingerprinting in ideal situation

APs used in the scenario of Chapter 7 with the same AP placement. Using the fingerprinting
algorithms explained above, we can evaluate the performance of the spectral fingerprinting.
Figure 11.2 presents the result of the algorithm compared with the classical fingerprinting with
known APs. It can be seen that the average error increases for spectral fingerprinting however
increasing the number of APs decreases the error. Nevertheless the approach seems feasible
specifically in case the interference makes the reception of beacon packets difficult.

In the next chapter, we provide practical solutions for extracting beacon packets.
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Chapter 12

Localization using Anonymous
Measurements

Interference can be harmful to the performance of RF-based localization systems through its
influence on signal features used for localization, as described in Part I. Nevertheless, signals
from interfering systems may also contain information that is useful for localization. In this
chapter we present methods for identifying WiFi beacons on IEEE 802.15.4 devices, and use
the corresponding RSSI values for localization purposes.

This is of high relevance for range-based IEEE 802.15.4 indoor localization systems. Such
systems currently require relatively high anchor density, due to the fact that at least three an-
chor nodes are required to produce a unique solution, and that IEEE 802.15.4 radios typically
have a limited transmission range in indoor environments. If only two anchors are available,
two possible solutions exists, as shown in Figure 12.1. Moreover, extending the range by in-
creasing the transmission power, potentially results in a high ratio of non-Line-of-Sight (nLoS)
measurements which typically have lower accuracy compared to Line-of-Sight (LoS) measure-
ments. Therefore, it can be beneficial to use external sources of transmission as possible
additional anchors.

However, WiFi signals are not decodable by IEEE 802.15.4 devices and hence the extracted
RSSI values are anonymous. That is, it is unknown to which APs they correspond. Current
range-based and fingerprinting approaches rely on this information. Therefore, to enable the
use of anonymous RSSI measurements, new types of localization methods are required. It is
unlikely that the anonymous information is sufficient to achieve localization performance com-
parable to traditional localization solutions by itself. This is because multiple combinations
of assigning measurements to anchors can result in seemingly valid location solutions. In
this chapter, we show that the anonymous measurements can be used in combination with
other non-anonymous localization measurements of the principal localization system to im-
prove localization in scenarios where only two range-based anchors of the principal system
are available. To this end, we develop a range-based and a fingerprinting method adapted
for anonymous measurements, and use them to select the most probable of the two solutions
obtained in such scenarios.
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Figure 12.1: The two solutions obtained from range-based localization with only two anchors.

Depending on the method used, different types of prior information about the anonymous
sources is needed. We refer to this as environmental awareness [88]. For range-based meth-
ods the locations of the anchors must be known, and some feature of signal must be correlated
to the distance to the source. For fingerprinting methods, the only requirement is the existence
of a signal feature that is stable over time and that varies in space.

These requirements determine the applicability of the methods with respect to the level of en-
vironmental awareness available in a given scenario. However, fingerprinting methods require
an extensive calibration phase for learning the fingerprints of different locations, while range-
based methods require a much simpler calibration step to estimate different parameters for
the transformation of signal features into range estimations. For anonymous localization ap-
proaches, however, additional information may be needed. In our case, for the range-based
method, we also need to know the channels used by the APs. Moreover, we use a list of
relevant beacon-periods to identify the WiFi beacons. This information is provided by the envi-
ronmental awareness layer in our system, as shown in Figure 12.2.

To our knowledge, this is the first work that uses anonymous measurements for range-based
and fingerprinting methods. Even though the identification of the WiFi beacons, and the ex-
traction of their RSSI values is specific for our approach, the range-based and fingerprinting
methods we develop for combining the anonymous and non-anonymous measurements are
generic and work with any anonymous range or fingerprinting measurements.

We evaluate our system using simulated and real-world measurements. In the simulated ex-
periment, we have perfect knowledge of the accuracy of the anonymous measurements, and
only two anonymous anchors are used which results in a lower degree of uncertainty than in
the real-world experiment.

With real-world anonymous measurements, our beacon identification method gives a false-
positive rate of only 3%. For moderate accuracy of the non-anonymous measurements with
measurement standard deviation of 3 m, we obtain a localization accuracy improvement of
24% compared to using only the two non-anonymous measurements. For the simulated ex-
periment, the corresponding accuracy improvement exceeds 40%. For high-accuracy non-
anonymous measurements with standard deviation of 1 m, the improvement for the real-world
and simulated experiments is 47% and 60%, respectively.

The chapter continues as follows. In Section 12.1 we present related work. In Section 12.2.1,
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we present our approach for extracting signal features used for localization from WiFi signals
that are sampled by IEEE 802.15.4 devices, and Section 12.2.2 describes how RSSI mea-
surements can be transformed into range measurements. Sections 12.2.3 and 12.2.4 describe
how measurements from anonymous sources can be used under the two different scenarios
outlined above, namely using a fingerprinting approach and a range-based approach. Finally,
we evaluate the system in Section 12.3.

12.1 Related Work

The use of anonymous measurements has previously been proposed by Franchi et al. [27] for
mutual localization in multi robot systems. In their work they combine the output from a robot’s
odometer with anonymous bearing and range measurements to other neighboring robots to
determine their relative configuration. Cognetti et al. [19] extend this to bearing-only measure-
ments in 3D to enable localization of Unmanned Aerial Vehicle (UAV). A main difference to our
work is that we use range-only measurements and fingerprinting. Moreover, the anonymous
RSSI measurement have a much lower level of accuracy than the laser measurements in [27]
or the simulated bearings in [19].

The idea that devices of various technologies can be detected by mere processing of the
sampled spectrum has already been mentioned in [39] where the authors use hidden structures
of signals such as cyclic prefix of OFDM-based technologies to identify different devices. The
detected devices and their respective information can constitute a localization system which
was implemented in [45]. However a very high sampling rate is needed to reveal these hidden
structures. As the transmission period of beacon packets is in the order of milliseconds, e.g.
100 ms, and given the transmission rate, its length is in the order tens of microseconds, we do
not need a sampling rate that is as high as the one use by Hong et al. [39].

A major part of our work focuses on the identification of WiFi beacons from sampled IEEE
802.15.4 RSSI traces. This has previously been done by both Hermans et al. [37], and Iyer et
al. [43] for the purpose of classifying interference. Hermans et al. use patterns in corrupted
IEEE 802.15.4 packets to distinguish between four different types of interference. However, two
things make this approach unsuitable for our purposes. Firstly, the crucial information of the
RSSI from the interfering WiFi signal is unknown. Secondly, the system does not distinguish
between beacons and other WiFi traffic.

On the other hand, the system presented by Iyer et al., which is the inspiring source for this
work, fulfills these two requirements, but is, for other reasons unsuitable for our purposes. We
need, for example, higher resolution for the duration of RSSI bursts.

We use Spray [110] to fuse the anonymous and non-anonymous measurements. Spray is
a multi-modal, particle filter based localization system that separates different modalities into
different components that are isolated from each other. Particle filters [31] is a widely used
approach for highly non-linear localization problems. We implement a new component in Spray
for dealing with anonymous range measurements.
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Figure 12.2: System diagram.

12.2 System Description

The system consists of three phases as shown in Figure 12.2: A feature extraction phase, a
feature processing phase, and a fusion phase. The feature extraction phase is responsible
for sampling the wireless medium, and filter out RSSI bursts that correspond to WiFi beacons.
The output is the mean RSSI value for each group of beacons believed to correspond to the
same AP.

The mean RSSI values are then processed in the feature processing phase. The output de-
pends on the target localization method. In case of fingerprinting, the RSSI values are matched
against a database, and the output is a set of location candidates. If the target is the range-
based method, the RSSI values are transformed into range estimations.

Finally, the output from the feature processing phase is fused with the non-anonymous mea-
surements from the principal localization system. For this purpose, we use Spray [110], a
multi-modal, particle filter based localization system we have developed earlier. Spray sepa-
rates different modalities into separate components that are isolated from each other. Spray
works in two phases. First a particle generation phase in which each component is allowed to
generate particles in areas suggested by their measurements, and then, a particle evaluation
phase in which each component weights all generated particles based on how well they fit their
measurements. We implement a new Spray-component for the anonymous range measure-
ments, that we present in Section 12.2.3. In Section 12.2.5 we describe the fusion phase.

The first phase is specific to our approach of using WiFi beacons for localization. The second
phase is applicable to any RSSI measurements, regardless of the methods of acquisition, and
the last phase is applicable to any type of range measurements or set of location candidates.

Depending on the used method, different types of prior information is also needed about the
anonymous sources, as described in Section 12. These are represented in the environmental
awareness block. The different types of information are described throughout the succeeding
subsections.
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12.2.1 Feature Extraction

WiFi beacons have the following properties that make them useful for localization: 1) WiFi APs
are typically stationary with some exceptions like mobile hotspots. 2) A given AP typically uses
a fixed transmission power. 3) Beacons usually have a fixed length for a given SSID (each
AP can have multiple SSIDs), and 4) beacons are transmitted periodically. The periodicity is a
multiple of 1.024 µs and is typically set to a value around 100 ms. However, periodicity may
be broken due to the back-off mechanism of CSMA. Properties 1 and 2 are necessary for the
localization data to be meaningful, and properties 2, 3 and 4 can be used to identify the WiFi
beacons even if the packets are not decodable.

RSSI Sampling

We use an IEEE 802.15.4 based sensor node to sample RSSI traces. We use a threshold of
-90 dBm and treat any signal below the threshold as silence. Timestamps are stored for each
time the RSSI transits from silence to non-silence and vice versa. The maximum RSSI of each
burst, i.e. non-silent period, is also stored.

Beacon Identification

Once the sampling phase is finished, the sampled data is off-loaded to a central computer. The
data can be compressed before transmission to minimize traffic load and energy consumption.
For example, applying a simple dictionary-based compression scheme to the RSSI samplings
used in Section 12.3.4, we achieve an average compression ratio of 1.49 in under 100 ms on
a sensor node.

At the central computer, the relevant information is extracted using a probabilistic approach in
which each burst is compared with all other bursts and weighted according to how similar they
are in signal strength, duration, and how well the time interval between the bursts fits one of a
given set of relevant beacon periods. This information is represented by the AP Periods box
in Figure 12.2. In the evaluation of Section 12.3, the relevant beacon periods are 0.1024 or
0.104448 seconds.

Equations 12.1, 12.2, and 12.3 show how the weights representing the similarity between
bursts i and j are computed for duration, signal strength, and periodicity, respectively. fN (·)
is the normal distribution’s PDF function, and σdur, σrssi, and σper are standard deviations
for the different features. di, si, and ti denote burst i’s duration, signal strength, and start
time, respectively. Q is the set of expected periods. In our case Q = {0.1024, 0.104448}. In
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Equation 12.3, the square brackets denote the round function.

wduri,j = fN (di − dj, σdur) (12.1)

wrssii,j = fN (si − sj, σrssi) (12.2)

wperi,j = fN

(
min
∀q∈Q

(∣∣∣∣ti − tj − [ti − tjq

]
q

∣∣∣∣) , σper) (12.3)

We then compute a total weightwtoti,j as the product of the individual weights: wtoti,j = wduri,j w
rssi
i,j w

per
i,j ,

and define a cluster Ci as all the bursts j that with respect to burst i have a total weight higher
than a threshold h, i.e, Ci =

{
j|wtoti,j > h,∀i, j

}
. For the evaluation in Section 12.3, we use

h = 0.9 We chose 0.9 since in our preliminary experiments it gave a good trade-off between
false-positive and false-negatives. We remove any duplicated clusters.

Since our main goal is to extract reliable information, and not the identification of beacons
per se, it is preferable to have false-negatives over false-positives. Therefore, we use a strict
approach that aims to only select the two clusters that are most “useful” and most likely to
correspond to beacons. We do this by yet another weighting procedure in which high signal
strength, number of bursts in the cluster, and a high mean weight of the bursts of the cluster
is rewarded. Clusters with high signal strength are more useful since they are more likely to
correctly correspond to the estimated distance because there is a higher probability that the
corresponding source is in LoS.

12.2.2 RSSI-Based Ranging

We now describe the RSSI-to-Range step shown in Figure 12.2. For the range-based ap-
proach, once the RSSI values are extracted from the RSSI samplings, they are transformed
into range estimations. We use the free space propagation model [112] in Equation 12.4 to
transform an RSSI measurement to a range estimation d.

Pr =
PtGtGrλ

2

(4π)2d2L
(12.4)

In the equation, Pr and Pt are the received and transmitted power, respectively. Gr and Gt

are the receiver’s and the transmitter’s antenna gains, λ is the wavelength, and L is called the
system loss factor. Instead of determining these constants individually, we combine them into
on single constant K as in Equation 12.5. The value of K is determined through calibration by
collecting a number of RSSI measurements and compute an average value for K.

Pr = K
1

d2
(12.5)

Because the constant K depends on the transmission power, different values of K must be
used if APs use different transmission powers. This is represented by the AP Tx Power box in
Figure 12.2. Therefore, each RSSI value is transformed into multiple range estimations, each
one corresponding to a single AP. This does not imply that one needs to know from which
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Figure 12.3: The measured RSSI depends on distance between the receiving and
transmitting channels.

AP the signal originates. But the calibration constant K must be known for each AP, and is
provided by the environmental awareness layer.

Moreover, the environmental awareness layer must also provide information about the channel
used by each AP. This is represented by the AP Channel box in Figure 12.2. This is because
the RSSI sample traces contain bursts from all WiFi channels that overlap the 802.15.4 channel
used during sampling. The RSSI values observed from an overlapping WiFi channel decrease
with the distance between the two channel center frequencies. This constitutes a problem if
the channels used by the different APs of interest are relatively close to each other, because
a low power signal on a channel close to the sampling channel, and a high power signal on a
channel further away can result in similar observed RSSI values on the sampling channel.

However, if the transmission channels of the AP of interest are known, we can compensate the
observed RSSI values based on the distance between the sampling channel and the AP chan-
nel when constructing the range measurements for a specific AP. That is, if s is the observed
RSSI, we can compute the RSSI value, si, it corresponds to if the signal originated from AP i
with center frequency fc,i, as si = s − g(fc,sample − fc,i), where g(·) is the empirical spectral
mask for the used WiFi technology. Figure 12.3 shows the spectral mask specified by the IEEE
802.11g standard, and relative RSSI values measured using a IEEE 802.15.4 node on different
channels for WiFi transmissions on channel 7.

12.2.3 Using Anonymous Range Measurements

Once the RSSI values are transformed to range measurements, we need to solve the following
problem: Given a set of anonymous measurements and a set of possible anchors to which the
measurements correspond, select the most probable of the two localization solutions provided
by the principal localization system.

Figure 12.4(a) gives an intuition of the problem. The blue dots and circles represent non-
anonymous anchor nodes that are part of the principal localization system, and their corre-
sponding measurements, respectively. Yellow dots indicate the location of anonymous an-
chors. The green and red dots represent the correct and incorrect solutions provided by the
principal localization system. Finally, the green and red circles around the anonymous sources
represent the two anonymous measurements. Green is used for the measurement that cor-
responds to the source at the center of that circle. As the example in the figure illustrates, if
measurements are perfect, the correct location is likely to fit with a higher number of measure-
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(a) (b)

Figure 12.4: A simple example of using anonymous ranging (a) and anonymous fingerprinting
(b) to resolve a case where too few non-anonymous anchors are available.

ments.

We implement a new anonymous-range component in Spray which we now describe. The
component is used in the fusion process described in Section 12.2.5.

As previously mentioned, Spray works in two phases: a particle generation phase, and a par-
ticle evaluation phase. The particle generation phase for the anonymous-range component
is straight-forward: For each anonymous measurement, the new component generates par-
ticles in a circular cloud with radius corresponding to the measurement, around each of the
anonymous anchors.

The goal in the particle evaluation phase is to assign weights to each particle in a way such
that the particles near the most likely location obtains the highest weights. This phase is more
complex and can be done in different ways.

Solving this optimally requires running the particle filter once for each possible combination of
measurement - anchor assignments. If there are n anchors and m range measurements, there
are n!

(n−m)!
different such combinations. It can be seen as the number of ways to select m from

n without repetition, which is n!
m!(n−m)!

, and for each such combination find all m! permutations.
Already with modest settings such as n = 5 and m = 3, there are 60 such combinations.
Hence, this rapidly becomes prohibitively computationally expensive.

Instead, each particle is assigned a weight from the measurement-anchor combination that
agrees most with the particle. That is:

wp = max
∀i,∀j

(f(rj − di,p), (12.6)

where rj is range measurement j, di,p is the distance between particle p and the anonymous
anchor i, and f(·) is the weighting function. This is a greedy solution, and the result can be
inconsistent in the sense that anchors can be assigned multiple measurements, and multiple
anchors can be assigned the same measurement. This approach is of the order O(mn).
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Figure 12.5: An illustration of a successful case for fusing two anonymous range
measurement with anonymous information to select one of the two possible solutions: (a)

Particle generation for anonymous and non-anonymous measurements. (b) Particle
evaluation. Two clusters are formed, but cluster 1 (orange) is heavier because of the

anonymous measurements (c) Generation for non-anonymous measurements and a proximity
component with center at cluster 1. (d) Particle evaluation. The alternative solution (cluster 2)

has been completely abandoned.
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As weighting function, we use the PDF, fN (µ, σa), of the normal distributions with µ = rj−di,p.
The value of σa determines the level of importance given to the anonymous measurements, and
should, on one hand, reflect the measurement standard deviation (i.e. the expected accuracy
of the measurements), but on the other hand also take into account the uncertainty resulting
from the fact that the measurements are anonymous. The measurement standard deviation
can easily be estimated for a given environment, by performing and analyzing a series of
measurements. The uncertainty resulting from anonymity is, however, harder to predict. This
makes it difficult to determine an optimal value for σa. In Section 12.3, we use σa = 6 which
was found to give good results in our preliminary experiments.

12.2.4 Matching Anonymous Fingerprints

We now describe the step labeled FP Matching in Figure 12.2. We use the RSSI values from
the feature extraction phase as fingerprints. In traditional WiFi fingerprinting techniques, the
learning phase consists of collecting RSSI measurements and label them with the IDs of their
corresponding APs. At run-time, more labeled RSSI values are collected, and compared to
those from the learning phase using a matching function. Finally, the locations associated with
the best match is reported [40].

For anonymous measurements, however, the identifying labels are not available, and each
learned fingerprint consist of a set of unlabeled RSSI values associated with a specific location.
Similarly, the run-time fingerprint for a specific location is also a set of unlabeled RSSI values.
We use a simple method for comparison between the learned and the run-time fingerprints.
The RSSI values of both the run-time fingerprint and the learned fingerprints are sorted and
compared so that the highest run-time RSSI value is compared to the highest learned value,
and so on. The distance di between the run-time fingerprint r and the fingerprint li, learned at
the ith location is computed as the squared Euclidean distance given by Equation 12.7, where
n is the number of RSSI values output by the beacon extraction phase.

di =
n∑
k=0

(li,k − rk)2 (12.7)

Then we select the two locations with the smallest Euclidean distance di, and create proximity
components in Spray with center points according to these locations, as illustrated by the yellow
discs in Figure 12.4(b). The proximity component generates particles in a disc shaped cloud
around its center point, and weights particles based on how close they are to this center. If
the resulting locations are accurate, the proximity component will cause the particles at the
true location to have higher weights. These proximity components are then used in the fusion
process described in the next section.

The fingerprinting comparison approach in Equation 12.7 has a drawback, because there is
no guarantee that the learning and runtime phases will detect beacons from the same APs.
However, as explained in Section 12.2.1, the beacon identification phase is biased towards
selecting clusters with high RSSI, which increases the probability of selecting clusters corre-
sponding to the same APs compared to if two clusters were to be selected at random. We
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Anonymous

Non-anonymous

Clustering Proximity

Figure 12.6: The localization process. Anonymous and non-anonymous measurements are
fused, the heaviest cluster is selected, and finally the non-anonymous measurements are

fused and higher weight is given to the particles close to the selected cluster.

show in Section 12.3 that even with this simple matching approach we can improve localization
accuracy.

In this approach we have not exploited the fact that different APs in the same environment often
are configured to use different channels to minimize congestion. In such cases, the channel
can be used to de-anonymize the beacons to some extent.

12.2.5 The Fusion Process

Here we describe the fusion phase shown in Figure 12.2, and illustrated in further detail in
Figure 12.6. This phase is identical for the anonymous ranging and fingerprinting methods,
with the difference that the anonymous range component described in Section 12.2.3 is used
for the ranging method, while the proximity components described in Section 12.2.4 are used
for the fingerprinting method. The box labeled Anonymous in Figure 12.6 represents either
one of these components, while Non-anonymous represents Spray’s range component that is
used for the non-anonymous measurements.

Spray is run once with the anonymous and non-anonymous components. This generates a
number of particles that correspond to both types of measurements. Figure 12.5(a) shows
an example for the anonymous range method. Then each particle is weighted with respect to
all components, and the particles with the highest weights are selected. If there are only two
non-anonymous anchors available, this typically results in two clusters of particles, which both
agree equally well with the non-anonymous measurements. This is shown in Figure 12.5(b).
However, the cluster that agrees more with the anonymous measurements will have a slightly
higher weight sum than the other. We use a clustering algorithm to identify the two clusters,
and we compute the weight sum for each of them. The cluster with the highest weight sum is
selected and a proximity component with same center as the cluster is generated.

The proximity component is then combined with the non-anonymous component, and Spray
is run a second time, as shown in Figure 12.5(c). Finally, the outcome is, ideally, a single
cluster of particles, as shown in Figure 12.5(d). The two-step approach is used to increase
the probability that the final estimated location is one of the two possible solutions given by
the non-anonymous measurements. Using only the first step can easily result in that the final
estimated location is different from these two solutions, in cases where multiple anonymous
sources are available.

The level of importance given to the proximity component in the second run is determined by
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Figure 12.7: Bursts classified to different clusters compared to ground truth. The bottom
figure is a zoomed version of the top figure. Blue bars are sampled RSSI values. Colored bars

represent WiFi beacons from sources indicated by letters. The red zero represents a burst
incorrectly classified as belonging to cluster 0. Green numbers represent bursts correctly

classified to the cluster corresponding to the given number.

a constant σp that, due to the same reasons as for σa, also is difficult to determine optimally. In
Section 12.3.4, we use σp = 5 which was found from performing preliminary experiments.

12.3 Evaluation

In Section 12.3.1, we present results regarding the beacon identification phase. In Sec-
tion 12.3.2, we evaluate the accuracy of the range measurements formed from the RSSI values
obtained from the beacon identification phase.

In sections 12.3.3 and 12.3.4, we evaluate the benefit of using anonymous measurements to
find a unique positioning solution in the case when only two non-anonymous anchors are avail-
able. In Section 12.3.3, we perform a simulated experiment to find a baseline of the improve-
ment that can be obtained by using anonymous ranging measurements. In Section 12.3.4 we
perform a semi-real-world experiment in an office environment. In this experiment, all anony-
mous measurements are real, but the two non-anonymous measurements are simulated. This
approach is chosen because we want to decouple the results from any specific deployment or
technology of the non-anonymous anchors. It turns out that the outcome depends consider-
ably on the location of these anchor relative to the target device, and on the accuracy of the
non-anonymous range measurements. Using a fixed real setup would give results for only a
single instantiation of the problem.

12.3.1 WiFi Beacon Identification

We record over 100 different 802.15.4 RSSI traces in an office environment, and use the ap-
proach described in Section 12.2.1 to extract WiFi beacons. To get the ground truth we sam-
ple the WiFi medium using two WiFi devices on neighboring channels simultaneously to the
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802.15.4 sampling. We then align the two logs to get a mapping between WiFi packets and
bursts sampled by the 802.15.4 radio. Figure 12.7 shows an example of this. The bottom figure
is a zoomed version of the top figure. The blue lines correspond to the bursts sampled by the
sensor node and the multi-colored bars below correspond to WiFi beacons sampled using the
two WiFi devices. Beacons of the same color (and letter) correspond to the same AP. The num-
bers 0 and 1 above the blue bursts indicate the cluster they belong to. Cluster 0 corresponds
to AP Q, and cluster 1 corresponds to R. The red “0” indicates that the corresponding burst
has been miss-classified to belong to cluster 0.

As mentioned in Section 12.2.1, we select the two best clusters with respect to the weighting
mechanism, to use for localization. There are two different types of false-positives that can
occur. One type is false-positive clusters, which are clusters in which the bursts not corre-
sponding to any beacons is the largest group. The other type is false-positive bursts which are
incorrectly clustered bursts. We consider a burst to be correctly clustered if it corresponds to a
WiFi beacon from the AP that has the greatest support in that cluster. That is, the AP to which
the largest group of bursts in that cluster corresponds. Similarly, a burst is incorrectly clustered
if it corresponds to a beacon from a different AP or to no beacon at all.

False-positive clusters are more severe than false-positive bursts because they will result in
range measurements that potentially do not correspond to any AP at all. For the false-positive
bursts, however, because of the clustering mechanism used, bursts belonging to the same
cluster are guaranteed to be very similar in signal strength which is the feature used for local-
ization. A false-positive burst will therefore not have any greater impact on the final localization
accuracy.

Figure 12.8(a) shows the CDF for the false-positive burst ratio of a given cluster. That is, the
ratio of the number of incorrectly classified bursts in a specific cluster to the total number of
bursts in that cluster. Approximately 50% of the clusters have no false-positive bursts, and in
3% all bursts are false-positives. The latter occurs when the bursts not corresponding to any
beacons is the largest group in a cluster, that is, for a false-positive cluster. Hence, we have a
3% false-positive cluster rate.

The CDF for the ratio of true-positive bursts is also shown in the figure. This is the ratio of the
correctly classified bursts in a cluster, to the total number of bursts that correspond to beacons
from the AP with the greatest support in that cluster. More than 60% of all the bursts in a
sampling are found in 50% of the cases. In the worst case, 30% are found, and 100% are
found in 2% of the cases.

12.3.2 RSSI-Based Ranging

We perform a micro benchmark in a LoS environment to investigate the accuracy for using
the sampled bursts RSSI values as range measurements as described in Section 12.2.2. We
collect measurements every meter up to 10 m away from a single AP. We calibrate using a
leave-one-out approach, that is, to estimate the distance to a specific measurement location,
all other measurements are used for calibration, except the ones corresponding to that location.
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Figure 12.8: (a) CDFs for false-positive and true positive bursts in the beacon identification
step. (b) Range estimation based on sampled WiFi beacons in LoS.

Figure 12.8(b) shows the result. The accuracy is higher for shorter distances. The mean error is
0.8 m, and the standard deviation is 1.03 m. The average value of K as given in Equation 12.4,
is 0.00055.

12.3.3 Simulation Experiment

In this experiment, we use simulation to evaluate the improvement of using anonymous range
measurements for selecting the most plausible of the two solutions obtained when only two
non-anonymous anchor nodes are available. As opposed to the semi-real-world experiment in
Section 12.3.4 in which the anonymous APs have fixed locations, here we also want to evaluate
how the result varies depending on the locations of these APs. In addition to the anonymous
AP locations, we also evaluate for different configurations for non-anonymous anchor node
locations, and different measurement variances for both the anonymous and non-anonymous
measurements.

Only two anonymous APs are used in the simulations. Typically, in a real situation, as in the
experiment presented in Section 12.3.4, more anonymous APs are available which leads to
higher uncertainty of which measurement corresponds to which AP. Therefore, the results from
this simulated experiment should be seen as upper limits for the improvement of using the
proposed anonymous ranging approach for the evaluated configurations.

For each simulation run, we locate the two anchor nodes at one of 8 different positions indicated
by the red dots in Figure 12.9(a). These are four different locations, π

2
radians apart, at two

different distances from the target location: 10 and 30 m. We use the same procedure to
select the anonymous AP locations. For the non-anonymous anchors, we do not evaluated the
case when both anchors have the same angular configuration, to avoid the degenerate case
in which both anchors have the same position. We use four different values (1,3, 5, and 8 m)
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Figure 12.9: (a) The evaluated anchor locations relative to the target location, for the
simulated experiment. (b) Simulation results for different standard deviations of the

anonymous (σa) and non-anonymous (σn) measurement errors. Red “+” indicate mean
values.

for the standard deviations σn and σa used to simulate non-anonymous and anonymous range
measurements, respectively.

Figure 12.9(b) shows a standard box plot for all different configuration of σn, and σa, with a
red “+” indicating the mean error for each setting. For high-accuracy anonymous and non-
anonymous measurements with σn = σa = 1 m, the benefit, with respect to the mean errors,
is approximately 60% for combining non-anonymous measurements with anonymous ranging,
compared to using only the non-anonymous measurements. In the figure, these are labeled
range and none, respectively. For σn = σa = 3 m and σn = σa = 5 m, the benefit is approx-
imately 40% and 20%, respectively. For low-accuracy measurements with σn = σa = 8 m,
the benefit is negligible. That the benefit decreases when σn increases is intuitive, because if
the error is high for both solutions given by the non-anonymous measurements, it matters less
which one we chose. This is also illustrated in Figure 12.10(b), in which en is the mean error
from using only non-anonymous measurements, and eb, and ew are the errors if we always se-
lect the best and the worst solutions, respectively. As can be seen in the figure, the difference
between en and eb decreases with increasing σn. The results in Figure 12.10(b) is obtained
by analytically computing the two possible solutions for a high number of random positions for
both anonymous and non-anonymous anchors.

The accuracy of the non-anonymous measurements (σn) has a higher impact on the estimation
error than the accuracy of the anonymous measurements (σa). The reason for this is that the
final position estimation is, in general, one of the two solutions given by the non-anonymous
measurements.

Figure 12.11 show the results for a measurement standard deviation of σn = σa = 3 m, sliced in
two different ways. The left graph shows the results for each evaluated location configuration of
the two non-anonymous anchors, averaged over all AP configurations, while graph to the right
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Figure 12.10: The difference of errors when using only non-anonymous measurements (en),
and always selecting the best solution (eb), and the worst (ew), respectively

shows the results for each anonymous AP configuration, averaged over all non-anonymous
anchor configurations.

In the left graph, the anchor location configuration is shown in the three bottom graphs of the
figure as the angle and distance from the target location. For example, for configuration number
10, anchor 1 is located 30 m away in direction π

4
from the target position, and anchor 2 is located

10 m away in direction 7π
4
. This corresponds to anchor locations 5 and 4 in Figure 12.9(a). In

the right graph, the three bottom graphs shows the AP configuration in the same way.

The top graphs in the two figures show the average probability of selecting the correct cluster for
each configuration. The dashed lines indicates the average overall ratio. We define the correct
cluster to be the one that is closest to the true target position. In the left graph of Figure 12.11,
there are two low-probability regions in which the probability decreases to between 55 and
65%. This corresponds to the cases when the difference between the two anchor nodes’
angular configurations is π radians. In these cases the target node lies on a straight line
between the anchors, and a unique solution is actually available. The resulting particles are,
however, still divided into two clusters by the localization algorithm. Because the two clusters
are relatively close to each other, it is difficult to select the correct one. However, because
the clusters are close to each other, there is only a limited impact on the localization error,
if the wrong one is selected. This can be seen in the second graph from the top in which
shows the estimation errors for running the simulation with and without the use of anonymous
measurements, labeled range and none, respectively. When anonymous range measurements
are used, the estimation error has low variance for all anchor configurations, also in the low-
probability regions. In this region, however, not using the anonymous measurements results in
a smaller error. Therefore, detecting the cases when the two anchor nodes and the target are
positioned on a straight line, could further improve the results. This is possible by computing
the sum of the two non-anonymous range measurements. If the sum is close, or equal to the
distance between the two anchors, then the target must be on a straight line between the two.
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non-anonymous anchors, averaged over all configurations for the anonymous anchors, and
(right) the different configuration of the anonymous anchors, averaged over all configurations

for the non-anonymous anchors.

This has, however, not been implemented in our system.

The results also show that, when not using anonymous measurements, the errors depend on
the anchors’ distances to the target location when the non-anonymous anchor nodes are not
π radians apart. For the error peaks of approximately 20 m, both anchors are at a distance of
30 m from the target, and the lowest error for a given angular configuration is found when both
anchors are at a distance of 10 m. This is expected because the distance between the two
solutions resulting from the non-anonymous measurements increases with the anchor-to-target
distances, unless the target is on a straight line between the anchors.

In the right graph of Figure 12.11, the ratio for correct cluster selection has smaller variance
than in the graph to the left. This means that this ratio is less sensitive to the locations of
anonymous anchors than to that of the non-anonymous anchors. The highest probabilities of
selecting the correct cluster are found when the APs are π radians apart. The lowest errors
for anonymous ranging are, as expected, found when the two APs are π radians apart and
the target-to-AP distances are short. Naturally, if anonymous measurements are not used, the
error is not affected by the AP locations.

The small variances of the mean errors for range in Figure 12.11 show that the performance
of anonymous ranging is stable with respect to the positions of both anonymous and non-
anonymous anchors. This is not the case if anonymous measurements are not used, as in
the left graph. However, the errors in the two figures are, as previously mentioned, averages
over the anonymous anchor configurations, and the non-anonymous anchor configurations,
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Figure 12.12: (a) Evaluation points (red) and anonymous WiFi APs (blue) for the real-world
experiment. (b) Estimation error for all different standard deviations of the non-anonymous

measurements (σn) for the real-world experiment.
respectively. The individual errors have a much higher variance, as Figure 12.9(b) shows.

12.3.4 Semi-Real World Experiment

We perform a real world experiment in an office environment. The purpose is to evaluate the
entire system described in Section 12.2 in a real environment. Figure 12.12(a) shows the eval-
uation points of the experiment as red dots. The points are 2 m apart. The experiment is
carried out by letting a mobile robot [3] visit the evaluation points in order and collect measure-
ments using an STM32W sensor node [100], equipped with an external antenna. The sensor
node samples RSSI as described in Section 12.2.1. The timestamps are taken using a 24 MHz
clock, and the sampling frequency is approximately 1.5 MHz. The sensor node has 16 KB of
RAM that is shared with the Contiki OS [23], and can therefore only store a limited number of
bursts at the same time. The total sampling time therefore depends on the current traffic load.
The sample traces are transferred via USB to a central computer for processing.

The robot uses information from its odometers and a Kinect 3D camera to localize itself. The
ground truth is given by the predefined evaluation points, which means that there is a built-
in error due to inaccuracies in the robot’s own localization mechanism. This error is in our
experiments in the order of up to 1 m. At each evaluation point the medium is sampled on three
different 802.15.4 channels which overlap with the channels of the APs of interest. The APs are
shown as blue dots in Figure 12.12(a). In addition to these APs, other APs from neighboring
floors are present on the sampled channels. These APs have unknown locations and cannot
be used for localization. Due to the anonymity, however, it is impossible to differentiate these
beacons from the beacons of interest. We also construct a second data set by repeating the
procedure at each location in between the evaluation points shown in Figure 12.12(a). This
data set is used as a database for the fingerprinting method.
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Figure 12.13: (a) Estimation error per angle, averaged over all distances and locations for the
semi-real-world experiment, and (b) per distance, averaged over all angles and locations for

the semi-real-world experiment.

Rather than deploying non-anonymous anchors throughout the evaluation area, we use sim-
ulation to generate range measurements to imaginary anchor node locations. This approach
is chosen so that we can evaluate multiple settings for both the anchors relative locations to
the evaluation points, and the accuracy of the non-anonymous range measurements. As for
the simulation experiment in the previous section, the benefit of using the extra information
obtained from the anonymous sources largely depends on these parameters.

For each evaluation point, we use 448 different anchor-location configurations, and evaluate
this for four different values (1, 3, 5, and 8 m) on the measurement standard deviation σn that
controls the simulated accuracy of the evaluation-point-to-anchor measurements. In each of
the 448 different anchor-location configurations, each anchor can be at a distance of 5, 10,
20 or 30 m away from the evaluation point, and in one of the 8 different directions π

8
, 3π

8
, 5π

8
,

. . . ,15π
8
. As in the simulation experiment, we have excluded the case where both anchors have

the same angular configuration.

Figure 12.12(b) shows the average error for the four different values of σn. These are computed
over all combinations of evaluation points, distances and angular configurations for the non-
anonymous anchors. The curve labeled none represents the case where only non-anonymous
measurements are used, and the curves labeled range, fp, and both represent the case when
non-anonymous measurements are combined with anonymous range, anonymous fingerprint-
ing, and both, respectively. For σn = 1 and σn = 3, the average improvement with respect
to the mean errors, for using any combination of anonymous localization, is 47% and 24%,
respectively, compared to only using non-anonymous measurements. The benefit is negligible
for σn = 5 and σn = 8. For the latter, using anonymous fingerprinting actually decreases
performance. This is due to many high errors for the evaluation points 25 through 35 shown in
Figure 12.12(a). This is further elaborated on at the end of this section.

Figures 12.13 and 12.14 show the cases for which σn = 3 m. The top graph of Figure 12.13(a)
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Figure 12.14: Estimation error per location, averaged over all angles and distances for the
semi-real-world experiment.

shows the estimation errors for a given angular configuration for the two non-anonymous an-
chor nodes, averaged over all evaluation points and evaluation-point-to-anchor distances. The
bottom graph shows the values for the angular configurations. As in the simulated experiment
in the previous section, it is only in the special case in which the difference of the directions of
the two anchor nodes is exactly π radians, that anonymous information impairs the localization
accuracy. This happens for angular configurations 3, 10, 16 and 21 in Figure 12.13(a).

Similarly, Figure 12.13(b) shows the estimation errors per evaluation-point-to-anchor distances
averaged over all evaluation points and angular configurations. Using anonymous information
improves the accuracy when both evaluation-point-to-anchor distances are greater or equal
to 10 m. The highest benefit is obtained for long distances. When both anchors are 30 m
away from the target, the absolute accuracy improvement is approximately 10 m. This can
be contrasted to the accuracy decrease for short distances, which is approximately 0.5 m.
Moreover, cases where anchors are close to evaluation points can easily be identified directly
from the range measurements, and in such cases, the use of anonymous range information
can be avoided.

Figure 12.14(a) shows the errors per evaluation point, averaged over all distance and angular
configurations. Because the simulated non-anonymous range measurements are independent
of the actual location, the average errors for using only non-anonymous measurements have
minimal variance. By comparing the evaluation point indices to those given in the map in
Figure 12.12(a), we see that, for all the anonymous localization methods, the estimation er-
rors are in general lower for evaluation points with higher AP density. This is expected for the
range-based method, because the accuracy of the anonymous range measurements generally
decreases with distance. For the fingerprinting method, the reason can be that the probabil-
ity increases that the beacon extraction phase outputs two beacon clusters corresponding to
the same AP. For example, the anonymous measurements obtained for evaluation points 25
through 35 suffer from this problem. This makes any two locations at similar distance from the
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closest AP have similar fingerprints. This also explains that the fingerprinting method, when
σn = 8, results in worse performance than using only the non-anonymous measurements (Fig-
ure 12.12). Because if the fingerprinting method, more often results in that the “wrong” solution
is selected, then the difference between the errors of using only non-anonymous measure-
ments and combined with fingerprinting increases with σn. This is illustrated in Figure 12.10(b)
by the line labeled ew− en. Here ew is the error resulting from always selecting the worst of the
two solutions given by the non-anonymous measurement, and en is the error when using only
the non-anonymous measurements.
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Chapter 13

Conclusion

We first consider theoretically whether the interference power pattern can be used in general
for localization solutions. It was a common assumption in theoretical studies of interference in
cellular networks, to consider the interference as Gaussian distributed random variable. How-
ever the correctness of this assumption is being thoroughly investigated [14, 28]. On the other
hand it is well known that the interference in cognitive radio networks and packet-based net-
works cannot be modeled as Gaussian and it has heavy tail distribution. In this part, we use
the mathematical framework of stochastic geometry to model the interference in wireless net-
works. It is shown that although the received power can provide unique feature in space, it is
not stable in time. Therefore more information should be extracted from spectrum to extract
the stable sources of transmission. Anchors of some technologies such as WiFi APs can be
assumed to have stability in time and therefore if one is able to identify signals coming from
those sources then those signals can be used for localization. For instance the periodic beacon
transmission of WiFi AP can be used to detect beacon transmission. As a proof-of-concept,
we provide a basic experiment regarding spectral fingerprinting method in which the fingerprint
is the ordered extracted RSSI values at each point. These values are assumed to be extracted
using spectral samples.

Moreover, we have proposed a method for extracting RSSI values corresponding to WiFi bea-
cons, from RSSI traces sampled using IEEE 802.15.4 devices. These RSSI values lack identi-
fiers as to which source they originate from. To this end, we have proposed new range-based
and fingerprinting methods for using such anonymous measurements to for localization pur-
poses. We have shown that our beacon identification method is able to identify groups of bea-
cons with a false-positive of only 3%, and that the extracted beacon RSSI values can, with rela-
tively high accuracy, be transformed to range measurements for distances up to, at least 10 m.
We have evaluated our localization methods under the assumption that two non-anonymous
range-based anchors are present, and we use the anonymous measurements to distinguish
between the two possible solutions resulting from the two non-anonymous measurements. We
show with both simulation and real-world experiments, that the benefit of combining anony-
mous and non-anonymous measurements largely depends on the non-anonymous anchors’
relative location to the target position, and on the accuracy of their corresponding range mea-
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surements. For relatively accurate non-anonymous range measurements with a standard de-
viation of 3 m, we obtain a 24% and 40% improvement in the real-world and simulated experi-
ments, respectively.
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